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TECHNICAL SPECIFICATIONS

	 No.
	Parameter description
	Mandatory technical characteristics

	1.
	Platform name
	“TRM Forensics” (or equivalent).

	2.
	Quantity
	1 unit.

	3.
	Main features
	· Should include live monitoring of the activities of virtual currency blockchains Algorand, Arbitrum, Avalanche C- Chain, Binance, Binance Smart Chain, Bitcoin, Bitcoin Cash, Cardano, Celo, Cosmos, Dash, Dogecoin, Ethereum, Ethereum Classic, Elrond, Fantom, Klaytn, Litecoin, Terra, Optimism, Polkadot, Polygon, XRP Ledger, Solana, Stellar, Tezos, Tron, ZCash.
· Should provide all available information about risky virtual currency exchanges (risk level, lack of customer profile, criminal connections).
· Should provide the indirect relation between individuals and virtual currency companies, which would allow obtaining a complete financial transaction history and obtaining an accurate report on the amount of virtual currency transactions performed by the individual.
· Should provide the ability to filter by a specific period of time a record of transactions performed by a person.
· Should provide additional information about virtual currency groups, for example IP address and geographic location, if such group is available.
· Should include the ability to export information on the platform to files of the SVG (.svg), PNG (.png), TRM (.trm) types.
· Should provide the ability to “Track” suspicious data groups and receive instant email updates when they send and/or receive funds.
· Data should be available no later than 5 seconds after its update in the blockchain.
· Should provide the ability to store data locally by inserting them into existing workflows.
· The platform should provide the ability to upload a large amount of virtual currency addresses into the platform at once.
· Must provide the ability to export the compiled schemes and information that comes from tools such as Graph-file and csv-file.
· The platform should scan the internet, find the virtual currency addresses out there, and transfer that additional OSINT information to the platform.
· The platform should display its value in US dollars next to the virtual currency amount.

	4.
	Performance
	Platform support should be provided from 9:00 a.m. to 12:00 p.m. at Central European time. The average response time to a customer’s request is up to 1 hour.

	5.
	The time involved in the transaction
	Should display transaction confirmation and mining time.

	6.
	Browsers
	Should support the following browsers:
· “Google Chrome”;
· “Firefox”;
· “Safari”;
· “Edge”;
· “Internet Explorer 11”.

	7.
	Investigations - monitoring and tracking
	· The platform should allow tracking the destination and origin of a virtual currency transaction from any point of origin.
· Should provide the ability to create a group of appropriate addresses where this group would be known only to the user.
· Should be able to add virtual currency addresses or entities to an existing scheme.
· Should have a search for entities from the blockchain by virtual currency block addresses and by names which the platform would identify as entities.
· The platform data file should be stored locally and it should be possible to insert them into platform data files created by the user.

	8.
	Graphical functions
	· The platform should display the analysis graphically.
· Should be a schematic tool (blockchain and another graphical form of virtual currencies ).
· Known data groups with personally identifiable information such as aliases, IP addresses, wallet providers must be highlighted.
· The entities being monitored on the platform cannot be informed that they are visible in any data file of the platform.

	9.
	Workflow
	· There should be a possibility to transfer platform data files to other user departments and other competent authorities.
· There should be a possibility on the platform to start data file by specifying only one identifier such as: address, transaction tag, group or transaction ID.
· There should be a possibility to archive older platform data files with the ability to view or save them.
· There should be a possibility to see the detailed process and changes of the platform data file analysis.

	10.
	Cluster
	There should be a possibility to see, select and add to the platform data file any data clusters associated with the launched platform data file. The cluster should consist of addresses that the platform would identify as controlled by a single entity. Requirements for the information to be provided in the cluster:
· number of virtual currency units (e.g. bitcoins) received;
· number of virtual currency units paid out;
· existing balance;
· credit and debit turnovers throughout the period;
· balance at a given time;
· clusters to which these groups have sent virtual currencies;
· clusters from which these groups have received virtual currencies;
· the date and time the cluster became operational;
· the last date and time the group (cluster) was active;
· number of incoming or outgoing transactions of the cluster;
· periods when the cluster was most and least active;
· addresses of entities in the cluster;
· value of virtual currencies in US dollars;
· data on taxes paid;
· cluster category (e.g. stock exchange, dark web market, mining pool), funds allegedly acquired by crime, terrorist financing, etc.);
· detailed information on the Open Source Intelligence (OSINT) links (entity addresses) contained in the cluster;
· classified labels about clusters that are directly sent/received from the cluster;
· classified labels about data groups that are indirectly sent/received from the cluster;
· information about IP addresses (observations/nodes) associated with addresses in the cluster;
· time sequence analysis of virtual currency sending/receiving transactions; 
· information about virtual currency transactions by group (date, names of transaction parties, categories of parties, amounts, interaction of transactions with virtual currency mixing sites, etc.);
· the ability to separate the activity of a specific address (IP, virtual currency wallet, identification number, sending/receiving virtual currency ) in a cluster;
· there should be a possibility to see, select and add to the platform file any clusters associated with the analysis being performed.

	11.
	Management of the Platform data file
	· There should be a possibility to create platform data files and to be able to re-access any platform data files being worked on at any time.
· There should be a possibility to download the information of the platform data file.

	12.
	Data capture / starting points of the platform data file 
	· There should be a possibility to start a platform data file by transferring large amounts of data from blockchain data or digital forensics data.
· The data files of the platform user cannot be seen by the platform provider or other persons, except in cases where it is allowed by the procuring organisation - user.
· There should be a possibility to automatically route the virtual currency to a known virtual currency exchange.
· There should be a possibility for the user to switch from one blockchain of the virtual currency to another blockchain of the virtual currency.

	13.
	Training
	Access to learning platforms with a possibility to receive the user certificate for 5 persons.

	14.
	Platform support
	Full manufacturer’s support for the platform for a period of 36 months.



