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[bookmark: _Toc193724008][bookmark: _Toc187773894]Terms and abbreviation
Terms and abbreviations used are presented in table 1 “Terms and abbreviations used “.
[bookmark: _Toc187773922]Table 1. Terms and abbreviations used 
	Term/abbreviation
	Description

	API
	Application programing interface

	Client
	State Enterprise Centre of Registers or RC

	Kaunas clinics
	Hospital of Lithuanian University of Health Sciences Kaunas Clinics

	Šiauliai hospital
	Republican Šiauliai Hospital.

	ESPBI IS
	Lithuania's Electronic Health Services and Cooperation Infrastructure Information System (lit. Elektroninė sveikatos paslaugų ir bendradarbiavimo infrastruktūros informacinė sistema)

	FHIR
	Fast Healthcare Interoperability Resources

	IS
	Information system

	JSON
	JavaScript Object Notation

	RC
	State Enterprise Centre of Registers (lit. Registrų centras)

	SAM
	Ministry of Health (lit. Sveikatos apsaugos ministerija)

	Service provider
	The company that is providing software development services for the implementation of the project.

	XML
	eXtensible Markup Language



[bookmark: _Toc193724009]OpenEHR business case preparation and proof of concept (PoC) general requirements
1.1. [bookmark: _Toc193724010]Project description and primary objectives
1. Lithuanian Registrų Centras has launched a business case preparation project to evaluate the feasibility of implementing an OpenEHR-based healthcare information system in Lithuanian healthcare service entities. The initiative focuses on evaluating potential deployment strategies for HIS and assessing interoperability risks and opportunities with the central ESPBI system. However, the possibility of the national ESPBI system migrating to OpenEHR is outside the project scope, the assessment is limited to the migration of HIS to the OpenEHR standard.
2. Business case shall provide both professional consultations and evaluation and technical solution preparation to fully comprehend if OpenEHR standard solutions are viable alternative for Lithuanian market entities.
1.2. [bookmark: _Toc193724011]Project scope
3. The project involves two major entities that will participate in the tender: Kaunas Clinics and Šiauliai hospital. Additionally, Registrų Centras users may also be engaged in the project. All project outcomes, communication, system instance etc. should be ensured with both Kauno clinics and Šiauliai hospital separately.
4. Service provider shall analyse the existing data from Kauno Clinics and Šiauliai hospital's current HIS or review the provided source code to deliver the most comprehensive recommendations and insights during the project.
5. This project does not include a feasibility study on transitioning the central healthcare repository ESPBI to the OpenEHR standard, and this aspect should not be evaluated within the project scope. Focus should be on assessing whether a hospital information system (HIS) utilizing the OpenEHR standard can integrate with the existing ESPBI and identifying potential risks associated with this integration and overall deployment.
6. Project does not include deploying the system to the production (PROD) environment. However, the Service Provider must set up the information system in the TEST environment to ensure complete testing and achievement of all project objectives. Project aims to develop a proof-of-concept solution capable of demonstrating full functionality. If system configuration, data migration, or additional functionality is required to meet the stated objectives, the Service Provider is responsible for implementing these and delivering a fully functional system in the TEST environment.
7. The service provider must ensure all necessary licenses for the entire duration of the project.
8. Up to 20 users will be involved in the project, including 10 development background users and 10 business users. User number is total for both Kauno clinics and Šiauliai hospital (total is 20, not 40).
9. PoC should focus on cardiology domain.
10. All medical forms prepared throughout the project must be transferred to the Client (in aligned format) at the project's conclusion, with full ownership belonging to the Client.
11. Service provider is responsible for ensuring all data transformations that would be needed to migrate data from existing Client’s systems to OpenEHR solution.
12. Solution should be implemented into Client’s (Registrų centras) infrastructure. Cloud solutions cannot be provided.
13. Project timeline:
13.1. Information system prepared against all functional and non-functional requirements, all project results (project objectives, compliance reports) should be prepared no later than date indicated in the Service Agreement.
13.2. 6 months warranty should be applied after conclusion of the project. Requirements for warranty are provided in other section.
1.3. [bookmark: _Toc193724012]Project language
14. Project documentation must be prepared in both Lithuanian and English languages. Interim documentation (non-final) may be prepared in a single language, however all final deliverables must be provided in both languages.
15. Project communication can be held in Lithuanian or English languages.
16. User training can be held in Lithuanian or English languages
1.4. [bookmark: _Toc193724013]Requirements for documentation and its coordination
17. All project documentation prepared by the Service provider must be prepared in accordance with the rules of the respective language grammar and formatting rules illustrated with diagrams, tables, graphs and other visual means, the presented material is arranged clearly, consistently and in detail.
18. Project documentation must be updated according to project stages, activities, and all approved decisions. Final versions must reflect any changes (even previously approved documents) unless agreed otherwise.
19. Project documentation must be stored and coordinated in the Client's Confluence environment, while project task management must be carried out in the Client's Jira environment. Access to these systems will be provided by the Client at the start of the project.
20. The Service Provider must align all document templates with the Client. While document structure may evolve during the project, they should be submitted at the beginning each document preparation phase to align initial expectations.
21. The final versions of the documents must be submitted electronically in a format suitable for editing (e.g., .doc, .docx, or another agreed format), including diagrams and other content, unless agreed otherwise. Diagrams must be prepared using the draw.io tool.
22. Client and other relevant parties commit to reviewing the documentation and providing comments within no more than 10 business days
1.5. [bookmark: _Toc193724014]Requirements for project management
23. The Service provider must cooperate directly with the Client, Project partners, and other interested parties involved in the Project. This includes maintaining open lines of communication and collaboration throughout the project duration.
24. The Service provider shall regularly inform the Client about the progress of the Services and, upon the Client's request, prepare and present results at various stages of service provision.
25. The Service provider must submit and agree with the Client on the Regulation of Service Provision, which should detail the stages of the provision of services and their results (presentations), a calendar schedule for the execution of phases corresponding to the detailed deadlines specified by the Client, describe communication and risk management measures and the procedure for combining documents.
26. The Service provider shall prepare and submit to the Client monthly interim reports on the provision of services, which shall include:
26.1. Updates on the progress of the Service Agreement.
26.2. Information about the risks and problems recorded during the reporting month.
26.3. Updates on any agreed changes in the change register.
27. Interim reports on the provision of Services must be submitted to the Client within 5 working days from the end of the reporting period.
28. The Service provider must continue to cooperate directly with the Client, the Project partners, and other interested parties throughout the project, ensuring all stakeholders are engaged and informed.
1.6. [bookmark: _Toc193724015]Requirements for change management
29. Client reserves the right (but is not obligated) to order additional services from the Service Provider based on the hourly rate specified in the proposal. The scope of additional services is up to 1000 working hours.
30. Service Provider must apply an hourly rate no higher than specified in the proposal. Before starting additional work, the Service Provider must provide a detailed task description, time estimates with justifications, and an implementation timeline, all of which must be agreed upon with the Client. The Client reserves the right to approve or reject the change request based on the evaluation. The preparation of the estimate must be done at the Service Provider's expense.
31. Service Provider must establish and agree with the Client on a detailed procedure for providing additional services, including rules for identifying, calculating, and documenting additional service orders.
32. These are preliminary types of possible additional services:
32.1. Modifications for unforeseen areas or functionality.
32.2. Implementation of additional integration interfaces.
32.3. Additional training or consultations.
32.4. Other tasks agreed upon with the Client.
33. Service Provider must account for and include in their calculations all project documentation to be prepared or updated, along with any necessary modifications, to achieve the objectives of the change request.
1.7. [bookmark: _Toc192619530][bookmark: _Toc193724016]Warranty requirements
34. Service Provider must ensure warranty for the developed solution for the Client to be able to test the system.
35. Warranty does not cover changes made by Client itself.
36. Warranty period is 6 months from the signing of the final delivery-acceptance act.
37. Service Provider must coordinate a detailed warranty maintenance procedure with the Client before the beginning of warranty period.
[bookmark: _Toc192619531][bookmark: _Toc193724017]Incident management
38. Critical incidents. System failures, critical function malfunctions, or issues such as security breaches or data corruption.
39. Non-critical incidents. Minor disruptions, cosmetic errors, or issues with potential workarounds.
40. Incidents must be recorded and monitored in the Client's issue management software, JIRA.
41. Incident management must be handled according to the table below:
	Aspect
	Rule

	Applicable period
	6 months after the signing of the final delivery-acceptance act

	Relevant operating hours
	Warranty service must operate from 08:00 to 18:00 (Lithuanian time zone), considering the client's working days

	Critical incident response time
	Must be responded to within 8 working hours

	Non-critical incident response time	
	Must be responded to within 16 working hours

	Critical incident resolution time	
	Must be resolved within 2 working days

	Non-critical incident resolution time	
	Must be resolved within 10 working days



1.8. [bookmark: _Toc193724018]Project objectives & results
42. The primary objective of the project is to assess whether OpenEHR-based HIS solutions are a viable alternative and could be considered for future HIS deployment. The project objectives are outlined in the table below, detailing the key questions this project aims to address and the expected outcomes needed from Service provider. Objectives’ outcomes are separated into 3 categories:
42.1. Requirements compliance outcomes. Requirements compliance outcomes seek to ensure that the tool provided does match the requirements outlines in specification.
42.2. Business case outcomes. These outcomes primarily focus on consultation results, including documentation, rather than the implementation of a pilot technical system.
42.3. Proof-of-concept information system outcomes. These outcomes center on deploying the TEST environment information system to technically validate specific aspects and address key questions outlined in the project objectives.
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	Project objective / question to address
	Expected outcomes / results

	Analysis, system configuration and training phase

	Project initiation documentation
	Requirements compliance outcomes:
· Prepared project initiation documentation:
· Project objectives, goals & priorities,
· results (deliveries) description (the scope and results of the stages)
· stakeholders (interested parties)
· project team & responsibilities (detailing organizational structure of decision-making process)
· work schedule (detailed with milestones and buffer time)
· risks and their management methods, 
· communication principles, 
· criteria for interim and results acceptance, 
· change management procedures.

	Analysis report
The aim is to ensure that the provided tool meets all the requirements outlined in the technical specification
	Requirements compliance outcomes:
· Requirement analysis report. Service provider is responsible for preparing requirements analysis report, detailing how each requirement will be implemented. The report should specify whether the requirement will be fulfilled through standard functionality or if modifications will be necessary. If needed, Service provider shall organize meeting with Client to align the vision of the requirements.

	Testing scenarios
The aim is to prepare scenarios for UAT.
	Requirements compliance outcomes:
· Service provider shall prepare test scenarios to validate the provided requirements. Client will review these scenarios and may provide additional test scenarios as needed.

	OpenEHR competences
What competences would organization need to possess to utilize OpenEHR based HIS software?
	Business case outcomes:
· Define who should have specific OpenEHR training and what competences organization should possess. Evaluate how much of training organization should receive to fully operate OpenEHR HIS. Evaluate current maturity level of organization and what competences would be recommended.
· Train up to 30 key users on OpenEHR as part of this business case and PoC project. Users should be able to work with the software in TEST environment and assess its capabilities. Each user will receive up to 20 hours of training. Training sessions may be conducted in groups of up to 5 participants. Training can be online.

	Data migration
Would it be feasible to migrate existing HIS data to OpenEHR standard solution and how extensive data transformations would be needed?
	Business case outcomes:
· Identify the key data categories that may present the most challenges during data migration from the existing Kauno Clinics and Šiauliai Hospital information systems at a high level, for example, which data categories would require most data transformations.
· Develop possible (higher level) data migration strategy, considering approaches such as a big-bang or phased implementation.
· Define the major risks and resource requirements necessary for a successful data migration, present possible timeline.

Proof-of-concept outcomes:
· Pilot implementation of a clinical data repository based on the OpenEHR standard must be deployed and tested. The test environment must ensure the transfer of a portion of the existing system's demographic data into the repository, with an initial load of up to 10,000 patient demographic records.
· Limited scale import of general clinical data must be performed into the clinical data repository based on the OpenEHR standard. This includes transferring key general clinical data, such as height, weight, condition, blood pressure, etc., while assessing the feasibility of adapting them to the OpenEHR standard. It is expected that around 20 parameters should be migrated.
· Limited scale import of specialized clinical data must be performed into the clinical data repository based on the OpenEHR standard. This includes integrating and transferring specific patient clinical data, such as cardiology data within the EuroHeart dataset, to evaluate their usability and adaptation to the OpenEHR standard.

	Data integration
Is it feasible to establish data integrations with internal and external systems, particularly in cases where nationwide FHIR-based standards are required?
	Business case outcomes:
· Establish data integration principles and assess each existing data integration within Kauno Clinics and Šiauliai Hospital, providing a high-level evaluation of its complexity to ensure.
· Provide a detailed approach for integrating data with the central ESPBI, outlining the necessary transformations, associated risks, and measures to ensure successful data integration implementation. Not all data should be analysed, however most of the possible risks associated with this integration should be defined.
Proof-of-concept outcomes:
· OpenEHR-based platform and data repository must be integrated with international medical terminology standards. The objective is to test and integrate the newly implemented system with international terminology classifiers (e.g., LOINC, SNOMED, ICD-10, OMOP). Data sources to gather data of these classifiers should be aligned during analysis phase.
· The current HIS systems at Kaunas Clinics and Šiauliai Clinics include a REST-based API. The OpenEHR solution must be capable of retrieving data from these existing systems via the API, limited to demographic data only.

	Medical form generation
How difficult it is generating new medical forms based on OpenEHR standard?
	Proof-of-concept outcomes:
· Medical form creation must be conducted using the OpenEHR clinical data standard and a low-code/no-code platform enabled by it. The project must involve designing and testing the process and technology for creating medical forms in a selected pilot cardiology domain. Service provider shall prepare up to 5 medical forms based on the data provided by the Client, with the Client's participation. Additionally, the Client must have the capability to independently create up to 25 additional medical forms during the project.

	UAT and business case outcomes

	UAT report
To ensure that solution is tested against prepared functional and non-functional requirements.
	Requirements compliance outcomes:
· Client will test all requirements against the defined test scenarios. Service provider shall actively participate in the testing phase, including attending all relevant meetings and providing consultations on how each requirement should be tested. If any errors are identified, they will be documented by the Client and must be addressed and resolved by the Service provider. After the testing phase, Service provider shall prepare UAT report indicating what scenarios were tested, what errors were identified and their status.

	Data analytics
What would be possibilities to ensure data analytics using OpenEHR standard?
	Business case outcomes:
· Define data analytics capabilities based on OpenEHR, provide insights on advantages and disadvantages with currently used methods by Kauno clinics and Šiauliai hospital and define possible benefits for organizations if OpenEHR standard would be utilized. Define tools and competences needed to ensure data analytics. 2–3 data analytics scenarios should be defined and evaluated, analysing how such analyses can be performed using the OpenEHR standard compared to the current system, with insights provided.
Proof-of-concept outcomes:
· Conduct data analytics based on OpenEHR clinical data, providing insights into its utilization, advantages, and limitations. Provide tools for data analysis and develop up to 5 data dashboards based on the Client’s clinical data repository, while enabling the Client to independently create up to 10 additional dashboards.

	Deployment strategy
What would be the most suitable deployment strategy for deployment of new OpenEHR based HIS? If not big-bang strategy would be used, how 2 systems would work in parallel and what associated risks could be identified?
	Business case outcomes:
· Assess the overall organizational readiness to adopt the OpenEHR standard.
· Identify and evaluate possible alternatives to the OpenEHR repository, such as FHIR or other standards, outlining their advantages and disadvantages.
· Analyze each associated information system at Kauno Clinics and Šiauliai Hospital, assessing their capability to adopt OpenEHR and determining the feasibility level of such adoption, for example, total new application should be deployed, only repository should be changed, but interface shall be maintained, etc.
· Define the OpenEHR software landscape and evaluate its future prospects. Provide up to 3 case studies of hospitals that have implemented OpenEHR and organize online meetings with these hospitals to share their experiences.
· Identify open-source solutions and key market players within the industry.
· Assess the OpenEHR roadmap and planned changes.
· Develop a possible implementation plan for both Kauno Clinics and Šiauliai Hospital, including a timeline and budget estimation for such projects to adopt OpenEHR.
· Propose a future architecture for Kauno Clinics and Šiauliai Hospital. If the project is implemented in phases, an interim architecture should also be provided. The architecture must include both functional and data-level components.
· Evaluate additional considerations, such as cloud vs. on-premise deployment, security risks, and other relevant aspects for project implementation.



[bookmark: _Toc192850459][bookmark: _Toc192850460][bookmark: _Toc192850466][bookmark: _Toc188970664][bookmark: _Toc188970753][bookmark: _Toc188970665][bookmark: _Toc188970754][bookmark: _Toc188970666][bookmark: _Toc188970755][bookmark: _Toc188970667][bookmark: _Toc188970756][bookmark: _Toc188970668][bookmark: _Toc188970757][bookmark: _Toc188970669][bookmark: _Toc188970758][bookmark: _Toc188970670][bookmark: _Toc188970759][bookmark: _Toc188970671][bookmark: _Toc188970760][bookmark: _Toc188970672][bookmark: _Toc188970761][bookmark: _Toc188970673][bookmark: _Toc188970762][bookmark: _Toc188970674][bookmark: _Toc188970763][bookmark: _Toc188970675][bookmark: _Toc188970764][bookmark: _Toc188970676][bookmark: _Toc188970765][bookmark: _Toc188970677][bookmark: _Toc188970766][bookmark: _Toc188970678][bookmark: _Toc188970767][bookmark: _Toc188970679][bookmark: _Toc188970768][bookmark: _Toc188970680][bookmark: _Toc188970769][bookmark: _Toc188970681][bookmark: _Toc188970770][bookmark: _Toc188970682][bookmark: _Toc188970771][bookmark: _Toc192850488][bookmark: _Toc187773897][bookmark: _Toc193724019][bookmark: _Ref187170877][bookmark: _Ref187170882][bookmark: _Ref187170887]Functional requirements
1.9. [bookmark: _Toc193724020][bookmark: _Toc187773898]Solution to store and manage clinical data based on openEHR specifications
[bookmark: _Toc193724021]Clinical data repository (CDR) 
43. Solution to store clinical data and documents. This should support secure insertion, updating, retrieval, version control and access.
44. The CDR to be provided shall support and service the following, including, but not limited to;
44.1. openEHR EHR API
44.2. openEHR Query API
44.3. openEHR Definition API
44.4. Audit and monitoring
44.5. Bulk insertion and querying capabilities that will not lead to timeouts. Multiple data formats need to be supported (e.g. XML, JSON)
44.6. On premises installation and configuration.
45. While there are no restrictions on the choice of database system, it is important to note that the pilot site uses the OpenShift platform to host applications and services. Therefore, any database system selected/used must support the openEHR software in meeting performance requirements and operate effectively as an on-premise service.
[bookmark: _Toc193724022]FHIR based-based master patient index (MPI)
46. Support for FHIR based Master Patient Index (MPI) to manage Demographics data. 
47. While an MPI is an external service to the openEHR CDR, it is important to ensure that the correct EHRs are created in the CDR and properly linked to the corresponding patient records.
48. In cases where a patient identifier does not exist, the CDR must still be able to create an EHR for the patient and ensure that each created EHR is uniquely associated with one patient identifier.
[bookmark: _Toc193724023]Data integration
49. Additionally, the OpenEHR-based solution must provide the capability to manage terminology data, including but not limited to SNOMED CT, LOINC, ICD-10, and other relevant classifications.
[bookmark: _Toc193724024]Solution for creation and managing content
50. The provided solution must support the creation, modification, version control, translation into Lithuanian and management of openEHR artifacts, including archetypes, templates, etc. 
51. The solution must include low-code/no-code tools for building forms based on openEHR templates. These tools should enable structured data entry with interactive components such as radio buttons, checkboxes, and other UI elements while ensuring compliance with openEHR constraints.
52. The solution must include tools and SDKs specifically for modeling openEHR artifacts, including the creation, editing, and versioning of archetypes and templates. These tools shall be distinct from form-building tools to maintain flexibility in development and integration.
53. Version Control. It should include robust version control capabilities to track changes and updates.
54. Translation. The solution must support translation of artifacts into Lithuanian.
55. Management. It should facilitate the efficient management of openEHR artifacts, including archetypes, templates, etc.
55.1. Categorizing and storing archetypes, templates, etc. in a structured and accessible way.
55.2. Grouping artifacts by use case, clinical domain, or project.
55.3. Supporting processes for updating, retiring, or archiving outdated artifacts.
55.4. Ensuring compliance with clinical and technical standards throughout their lifecycle.
55.5.  Enabling collaborative workflows, such as allowing multiple users to work on artifacts with proper access controls.
55.6. Implementing user roles and permissions for creating, editing, or approving changes.
55.7. Providing tools for tracking changes, including detailed logs of who modified what and when.
55.8. Supporting traceability for artifact versions.
55.9. Allowing users to easily search for and retrieve specific artifacts using metadata or clinical context.
56. Form Modeling. The solution should enable the creation of forms for generating archetypes.
1.10. [bookmark: _Toc188970625][bookmark: _Toc188970714][bookmark: _Toc188970626][bookmark: _Toc188970715][bookmark: _Toc188970627][bookmark: _Toc188970716][bookmark: _Toc188970628][bookmark: _Toc188970717][bookmark: _Toc188970629][bookmark: _Toc188970718][bookmark: _Toc188970630][bookmark: _Toc188970719][bookmark: _Toc188970631][bookmark: _Toc188970720][bookmark: _Toc188970632][bookmark: _Toc188970721][bookmark: _Toc188970633][bookmark: _Toc188970722][bookmark: _Toc188970634][bookmark: _Toc188970723][bookmark: _Toc188970635][bookmark: _Toc188970724][bookmark: _Toc188970636][bookmark: _Toc188970725][bookmark: _Toc188970637][bookmark: _Toc188970726][bookmark: _Toc188970638][bookmark: _Toc188970727][bookmark: _Toc188970639][bookmark: _Toc188970728][bookmark: _Toc188970640][bookmark: _Toc188970729][bookmark: _Toc193724025]Other functional requirements
[bookmark: _Toc193724026]General other requirements
57. [bookmark: _Hlk188463431]In addition to delivering the core openEHR-based software, supporting services will be required to ensure a successful pilot implementation. These services will focus on the delivery, installation, and configuration of the openEHR platform within the pilot site's environment. The supplier will provide essential updates and basic modifications necessary for the pilot's functionality.
[bookmark: _Toc193724027]Authorization and access control
58. Solution for access control must be provided, incorporating role-based access control (RBAC) to ensure data security and privacy. As this is only a proof-of-concept phase, there is no need for integration with the pilot hospital's existing identity access management system. Instead, the openEHR solution should include its own standalone access control system to demonstrate the required security and privacy functionalities independently.
[bookmark: _Toc193724028]Processing of Personal data.
59. In compliance with GDPR, patients have the right to request the blocking and access of their personal data.
[bookmark: _Toc193724029]Workflow management and automation.
60. The solution must enable the management of workflows, including the assignment of workflows to specific medical forms. The solution needs to provide a low-code/no-code interface.
[bookmark: _Toc193724030]User task management and internal notifications.
61. The solution should provide task management capabilities, allowing users to review assigned tasks, categorize them, and track their progress. 
62. Furthermore, the solution must include a notification system that sends reminders to users who fail to respond to tasks within a specified timeframe, ensuring timely completion and accountability.
[bookmark: _Toc193724031]Tailored non-functional requirements
63. Non-functional requirements will be tailored to the pilot's scope, focusing on practicality. Unicode UTF-8 encoding will ensure support for Lithuanian data inputs. While long-term goals like SOA adherence and scalability are acknowledged, the pilot will leverage existing components and minimize custom development. This approach emphasizes validating core functionalities and gathering insights for evaluation.
64. The pilot will deliver a streamlined solution to evaluate feasibility and performance, focusing on core functionalities like storing and querying openEHR data. AQL capabilities, such as "EXISTS," will enable essential data retrieval and analysis. Simple usage metrics, like tracking frequently accessed archetypes, will provide insights for optimization without added complexity.
[bookmark: _Toc192850504][bookmark: _Toc192850506][bookmark: _Toc193724032]Monitoring and compliance
65. Establish oversight mechanisms to review workflow effectiveness, task completion rates, and adherence to reminders.

[bookmark: _Toc187773901][bookmark: _Toc193724033]Non-functional requirements
1.11. [bookmark: _Toc187773907][bookmark: _Toc193724034]Requirements for reliability
66. Solution must have mechanisms established to ensure that, in the event of a system failure, data is not lost.
67. Solution must implement a business continuity process that allows it to continue functioning in the event of a failure, operating at the required volume and processing any backlog within the required period.
68. Solution must be able to restore uncorrupted data from backups to a suitable point, resuming processing without losing or duplicating incoming or outgoing messages.
69. Solution must be able to detect the loss and duplication of messages transmitted to/from it and have the capability to correct them.
70. Solution must be consistent, ensuring that a specific incoming message request yields the same result regardless of how many times it is performed.
71. Solution must support backup, recovery, and restoration of data.
1.12. [bookmark: _Toc187773908][bookmark: _Toc193724035]Requirements for security
[bookmark: _Toc180508253][bookmark: _Toc183437922][bookmark: _Toc191645250][bookmark: _Toc193724036]Requirements for data protection and information security management 
72. Data security must be ensured in accordance with the Data Security Regulations of the System, the protection of personal data must be ensured on the basis the Law on Legal Protection of Personal Data of the Republic of Lithuania and Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and by which repealing Directive 95/46/EC (General Data Protection Regulation).
73. The Provider must ensure compliance with the Law on The Management of Information Resources of the State of the Republic of Lithuania, the Law on Cybersecurity of the Republic of Lithuania, Description of the guidelines for the content of security documents T-29 Description of cybersecurity requirements approved by Resolution No. 818 of the Government of the Republic of Lithuania of 13 August 2018 "On the Implementation of the Law on Cybersecurity of the Republic of Lithuania", and other relevant legal requirements including government resolutions on electronic information security.
74. After the completion of the System Purchase activities, the data stored in the System must be protected from unauthorized access, use, alteration, disclosure, destruction or loss.
75. Personal data transmitted through public data transmission channels must be encrypted. 
76. It is forbidden to make personal identification numbers publicly available.
77. The System must ensure the correct management of emergency situations caused by incorrect user actions or other information system issues. Users or systems must be informed about the occurrence of such a situation and possible further actions.
78. Measures must be implemented to trace activities of system users through the System interface, with audited data specifics to be coordinated with the Client during analysis phase.
79. To prevent excessive accumulation of audit information, moments for making audit records must be identified during detailed analysis in collaboration with the Client.
80. In the event of System malfunctions, appropriate notifications must be provided to users.
81. When designing modifications for the System, the Provider must coordinate with the Client on protections for specific functionalities to safeguard against various threats:
81.1. Security vulnerabilities such as unauthenticated access and software vulnerabilities must be addressed;
81.2. Unauthorized user session interception;
81.3. Unauthorised interception or insertion of data;
81.4. Insertion of harmful code, including Injection attacks and Cross-Site Scripting (XSS);
81.5. Other security breaches as listed in the Open Network Program Security Procurement (SSP) and documented by the Open Web Application Security Project (OWASP) at www.owasp.org.
82. Secure coding practices and standards such as those by OWASP must be adhered to in software development, ensuring no unauthorized data access or other security breaches. 
83. Security checks (threat simulations, source code views, etc. security checks provided for in the secure coding standards and good practice) must be carried out at each stage of software development in accordance with the methodology for the development of electronic services, approved by the Order of the Minister of Transport of the Republic of Lithuania of 7 October 2015, which sets out the requirements for intrusion resistance testing, which must be carried out from electronic ones the independent service provider of the entity carrying out the development of the services (the Provider). Security checks must be based on the security verification methods specified in generally accepted methodologies (OWASP application security verification standard, OWASP Testing Guide, Penetration Testing Execution Standard (PTES), Open-Source Security Testing Methodology Manual (OSSTMM), Information Systems Security Assessment Framework (ISSAF), SANS, NIST SP 800-30" or equivalent security verification methodologies).
84. The security of web services provided by the System must comply with the WS-S (Web Services Security) standards.
85. The Provider must use certificates provided by the Client to secure web services.
86. The Provider must immediately inform about electronic information security incidents observed in the Client's information technology infrastructure during the performance of the contract, inoperative or improperly functioning security measures, non-compliance with information security requirements, signs of criminal activity, information system security vulnerabilities, other important security events and, in agreement with the Client, take appropriate measures and actions to identify electronic measures and actions to identify the cause of the information security incidents, to avoid the associated risks.
87. When providing services in accordance with the requirements set out in the Agreement, the Provider shall implement appropriate organizational and technical measures to protect information from accidental or unlawful destruction, alteration, disclosure, as well as from any other unlawful processing.
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88. The main security (both software and data) legislation that must be followed in the development of the System are:
88.1. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons regarding the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation (GDPR)), security management standard LST ISO/IEC 27001:2017 "Information technology. Security methods. Information security management systems. Requirements", LST ISO/IEC 27002:2017 "Information Technology. Security methods. Information Security Controls Practice Regulations" and ISO/IEC 27701:2019 "Security Methods – ISO/IEC 27001 and ISO/IEC 27002 Supplement to Privacy Management – Requirements and Guidelines";
88.2. Law on Legal Protection of Personal Data of the Republic of Lithuania;
88.3. Law on Cybersecurity of the Republic of Lithuania;
88.4. Description of cybersecurity requirements applicable to cybersecurity entities, approved by Resolution No. 818 of the Government of the Republic of Lithuania of 13 August 2018 "On the Implementation of the Law on Cybersecurity of the Republic of Lithuania;
88.5. Requirements for electronic information security of information systems, approved by Order No V-941 of the Minister of National Defense of the Republic of Lithuania of 4 December 2020 "On the approval of the Methodology for Conformity Assessment of Information Technology Security";
88.6. Recommendations of data reporting formats and standards approved by order No T-36 of 25 March 2013 of the Director of the Information Society Development Committee under the Ministry of Transport and Communications "On the approval of recommendations for data reporting formats and standards".
89. The Provider will be required to carry out a System conformity assessment in accordance with the above-mentioned legislation and submit a report on such an assessment, which must be agreed with the RC. The conformity assessment shall be carried out no later than the start of the test operation of the Solution.
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90. Security of development and maintenance of information resources (secure coding, etc. must be ensured as required by the Lithuanian standards LST EN ISO/IEC 27001 and LST EN ISO/IEC 27002LST ES ISO/IEC 27002.
91. The security requirements set out in the data security regulations of the registers and information systems managed by the Client, documents implementing the security policy, the description of the procedure for managing cyber and electronic information security incidents and other legal acts (and in cases where such requirements change or arise after the signing of the public contract of sale).
92. Data security must be ensured by:
92.1. ensuring the integrity, availability and confidentiality of data.
92.2. recording the actions performed by the system users with the data, including the search and revision of the data (the identified group of system users must be required to enter the reason and/or legal basis for the actions performed in the System).
92.3. creating tools enabling the system Administrator to verify the actions of system users.
92.4. for work with components, the system users are divided into groups according to the nature of the data processing, with some of them being given special rights (roles) to perform certain processing activities. Descriptions of the groups and roles of system users must be drawn up at the analysis stage.
92.5. the information stored may not be deleted by any other means or under any circumstances other than those provided for at the analysis stages).
92.6. The provider must match the file formats that are allowed to be uploaded to the System and coordinate them with the Client (e.g. the attachment of potentially unsecure ones that can automatically launch (E.g., it must not be allowed to pin potentially unsecure ones that can automatically launch). Self-executive files).
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93. The System must automatically terminate a user's work session after a period of inactivity defined by parameters and inform the user of the reason for the disconnection with a message. The system administrator must be able to change the value of the inactivity period setting.
94. The system usernames, passwords, and other personal data that are subject to data protection laws must be stored with proper enforcement of access control and information encryption.
95. The system must be able to divide users into separate roles with different rights of access to individual system functions. A system user shall be able to view and modify only the information and use only the functions that are defined by their access rights. 
96. According to the requests made by a system user, only the data that they have the right to view must be displayed.
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97. The following audit requirements are divided into two categories: technical-level audit, focusing on data and system-related technical operations, and business-level audit, focusing on operational processes and business logic steps. These categories must be clearly distinguished and agreed upon during the analysis and design phases.
98. The use of all system components (user actions) and their operations must be audited.
99. Requirements for technical-level audits relate to auditing system-level events, data manipulations, configuration changes, and security-related operations. The technical-level audit ensures the ability to reconstruct data processing history, investigate security incidents, identify unauthorized actions, and analyze system problems.
99.1. General technical-level audit scope: 
99.1.1. User authentication events (e.g., login, logout sessions).
99.1.2. Changes to system parameters or settings.
99.1.3. Data-related database operations, including inserting, updating, deleting, and viewing data.
99.1.4. Searches performed, including search criteria (phrases) used.
99.1.5. Integration events with internal and external systems (data sent/received, source/destination systems).
99.2. Technical-level data storage requirements:
99.2.1. Who performed the action (user)
99.2.2. When the action was performed (date and time)
99.2.3. Which data objects were viewed, inserted, updated, or deleted
99.2.4. Which search phrases were used
99.2.5. User IP address
99.2.6. Any additional technical information agreed upon during the analysis and design phases
100. Requirements for business-level audits focus on capturing the steps, decisions, and actions performed from a business perspective. The business-level audit helps trace operational workflows, understand which business processes were executed, who participated, and how states or configurations changed within the business logic domain.
100.1. General business level audit scope:
100.1.1. Actions taken within business processes (e.g., patient registration steps in IPR, appointment scheduling/cancellation).
100.1.2. State changes in business processes (e.g., status changes, reassignment of responsibilities, modifications of operational parameters).
100.1.3. Documentation of decision-making steps within operational workflows.
100.2. Business-level data storage requirements:
100.2.1. Which user or role performed specific business actions.
100.2.2. Relevant business context (e.g., patient ID, appointment ID, or other domain-related identifiers).
100.2.3. Time and date of business process events.
100.2.4. Changes in business objects or workflows.
100.2.5. Additional business-related information as identified during analysis and design.
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101. The System must include risk, threat, and vulnerability management:
101.1. The Provider must follow recognized methodologies for the secure development of software, such as ISO/IEC 27034-1 or equivalent.;
101.2. The Provider must ensure that all employees involved in the development of the software are familiar with methodologies for secure software development;
101.3. The Provider must perform inspections to identify the main security risks and vulnerabilities of the Solution, as specified in the CWE/SANS Top 25 Most Dangerous Software Errors and the OWASP Top 10 Most Critical Web Application Security Risks, and eliminate any risks and vulnerabilities found. After verification and elimination, the provider must provide a declaration stating that upon completion of the development work, the Solution does not contain the risks or vulnerabilities listed in the CWE/SANS Top 25 and OWASP Top 10;
101.4. The Provider must provide a list of all third-party components used in the Solution;
101.5. The Provider must take appropriate action (i.e., reasonable effort) to ensure that third-party components meet the client's security requirements.
102. During the acceptance testing phase, pilot phase, or any other agreed-upon time, the provider shall provide all necessary conditions for client representatives who will conduct penetration testing. If necessary, the provider must perform configuration or programming work required to test the security of the Solution in various usage scenarios. The provider is not obligated to supply any software or hardware to run these tests.
103. The provider must carry out the necessary Solution programming and/or configuration work, considering the results of the penetration tests conducted by the client's representatives, to eliminate all identified significant security vulnerabilities before the Solution is put into operation.
[bookmark: _Toc180508259][bookmark: _Toc183437928][bookmark: _Toc191645256][bookmark: _Toc193724042]Requirements relating to national security
104. The Provider must ensure that the services offered comply with the requirements specified in the "Description of the Organizational and Technical Cybersecurity Requirements Applicable to Cybersecurity Entities," approved by Resolution No. 818 of the Government of the Republic of Lithuania dated August 13, 2018, "On the Implementation of the Law on Cybersecurity of the Republic of Lithuania“.
105. The Provider must sign an agreement on the processing of personal data as set out in Article 28(3) of Regulation (EU) 2016/679 (General Data Protection Regulation), which must determine the subject matter and duration of the processing of personal data, the nature and purpose of the data processing, the type of personal data and the categories of data subjects, as well as the obligations and rights of the Client.
106. The Provider is responsible for complying with the requirements of the occupational safety and health legislation in force in the Republic of Lithuania and other documents regulating occupational safety and health at work.
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107. Management of security patches and updates:
107.1. The Provider must use the latest stable versions of the software and its patches/fixes for the development of the Solution. 
108. Prevention of unauthorized access:
108.1. Any unauthorized or undocumented remote or local access/accounts, or any secret (undocumented) functionality that may compromise the security of the System, is prohibited.
109. Secure configuration:
109.1. The Provider must provide detailed instructions for configuring the security of the System and platform (operating system, database management system, middleware).
109.2. The Provider must provide a list of platform components, system services, and ports necessary for the functioning of the system. All components that are not necessary for the Solution's functionality must be deactivated before the Solution begins operation.
109.3. Network architecture:
109.3.1. Data flows between different levels must be documented, indicating the ports and protocols required for communication, and must be limited by firewalls.
109.3.2. The external portal of the System must be in a network segment separate from the internal subsystems of the System.
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