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	[bookmark: _Ref448409283]PROCUREMENT OF CUSTOMER SERVICES ABROAD (PPR-601)



TECHNICAL SPECIFICATION

1. [bookmark: _Hlk200348465]GENERAL INFORMATION

1.1. Contracting Authority. Migration Department under the Ministry of the Interior of the Republic of Lithuania (L. Sapiegos St. 1, LT-10312 Vilnius) (hereinafter referred to as the Migration Department).
1.2. In order to improve the quality and accessibility of the services provided and to shorten migration procedures, the Migration Department intends to procure customer service abroad related to the issuance of temporary residence permits, e-Resident cards and national visas. 
1.3. Object of the Procurement Service of customers of the Migration Department abroad (hereinafter referred to as the services).
1.4. Start of service provision. Customer service abroad must be available from 22 October 2025.

2. [bookmark: _Hlk200348474]GENERAL REQUIREMENTS FOR THE PROVISION OF SERVICES

2.1. The employees of the external service provider will work with the external portal of the Lithuanian Migration Information System (MIGRIS), which has been developed for the fulfilment of functions of the external service provider. The employees of the external service provider will log in to MIGRIS using a web browser in compliance with cyber security requirements. The external service provider will use access to MIGRIS free of charge, the Migration Department will organise MIGRIS user training for the employees of the external service provider and will provide MIGRIS user instructions.  
2.2. The external service provider shall appoint responsible employees who will be authorised by the Migration Department to administer the MIGRIS accounts of the customer service agents of the external service provider (creation, updating, deletion of users, etc.) and to carry out other actions as required. The external service provider will be responsible for providing correct data on the employees of the external service provider, and will immediately cancel access of employees who are dismissed and no longer work for the external service provider to MIGRIS (by immediately giving a notice the Migration Department).
2.3. [bookmark: _Hlk200425347]By logging into MIGRIS, the employees of the external service provider will be able to see all the applications from the customers of the Migration Department submitted to their unit, make bookings for visits to the units of the external service provider, and take all the actions provided for in the technical specification for the reception of applications, delivery of issued documents and other actions. Customers will only be able to book visits to the unit of the external service provider of their choice through MIGRIS. 
2.4. No later than 5 (five) business days after signing the contract the external service provider must:
2.4.1. appoint the person(s) responsible for the overall coordination of the provision of services and the implementation of the provisions of the contract, and provide the Migration Department with the contact details of the person(s) responsible;
2.4.2. appoint contact persons from each customer service unit of the external service provider and provide the Migration Department with the contact details of the responsible employees.
2.5. The external service provider is obliged to ensure that the customers of the Migration Department are consulted by the Migration Department on the services provided (on topics agreed with the Migration Department). Consultations will have to be provided by phone, e-mail, customer service unit or by other means. Customers must be consulted in English and in the official language of the country in which the customer service unit is established. 
2.6. The external service provider must create (or adapt the existing one) and manage a website in English for customers, where information about the services provided by the Migration Department in the units of the external service provider will be uploaded and updated on a regular basis. In agreement with the Migration Department, the website of the external service provider will have to include a link to MIGRIS.
2.7. At the request of the Migration Department, the external service provider shall enable a remote conversation between the customer and the Migration Department to be conducted at the customer service unit, ensuring the identification of the customer, recording of the conversation, etc.
2.8. The external service provider shall be obliged to organise, at its own expense, the safe transportation of documents issued by the Migration Department (temporary residence permits, national visa stickers and e-resident cards) from the office of the Migration Department in the territory of the Republic of Lithuania to the customer service units of the external service provider specified in Section 4 of this Technical Specification and the return of non-collected documents to the Migration Department. Issued documents are collected from the Migration Department according to a preliminary agreed schedule. The service provider may conclude a contract with a courier service provider.
2.9. A detailed list of the countries (cities) where the external service provider will be required to serve the customers of the Migration Department is provided in Section 4 of this Technical Specification. 
2.10. The detailed requirements for the customer service facilities of the external service provider are set out in Section 5 of this Technical Specification.  
2.11. The external service provider shall provide the necessary biometric capture equipment to the customer service units of the external service provider at its own expense. The quality of the biometric identifiers collected by the external service provider and transmitted to MIGRIS shall comply with the requirements laid down in the legal acts of the European Union. Detailed requirements for the quality of the biometric data are specified in Section 6 of this Technical Specification.  
2.12. Detailed requirements for the employees of the external service provider serving the customers of the Migration Department are set out in Section 7 of this Technical Specification.  
2.13. Detailed requirements for the collection of state fees and financial control are set out in Section 8 of this Technical Specification.
2.14. Detailed requirements for the collection of customer service fees by external service provider are set out in Section 9 of this Technical Specification.
2.15. Detailed security requirements for the provision of the services are set out in Section 10 of this Technical Specification. 
2.16. Detailed requirements for the monitoring of the performance of the service provider are set out in Section 11 of this Technical Specification.
2.17. When providing the services of the Migration Department, the external service provider must follow the instructions provided by the Migration Department, the legal acts of the Republic of Lithuania regulating the acceptance of the application and the serving of the document. 
2.18. The external service provider will have to carry out an additional background check of the customers of the Migration Department at the expense of the Migration Department and inform the Migration Department about the results of the background check. 
2.19. The external service provider is obliged to resolve customer service problems that arise and, upon receipt of a complaint or enquiry from a customer, whether by email or otherwise, to respond to it no later than the next working day following receipt of the complaint or enquiry.
2.20. The external service provider must immediately inform the Migration Department about any customer service, MIGRIS usage or other technical problems, document delivery problems, etc., as well as about the methods and deadlines for their solution. 
2.21. The Migration Department reserves the right to supplement the scope of external services provided to customers, subject to an additional written agreement with the external service provider.

3. [bookmark: _Hlk200348480]SCOPE OF SERVICE PROVISION

3.1. The external service provider will have to provide services to the customers of the Migration Department who apply for a temporary residence permit, a national visa or an e-resident card.
3.2. The external service provider is obliged to ensure the provision of the following services to the customers of the Migration Department:
3.2.1. accept applications of the customers:
3.2.1.1. organise customer service for the Migration Department during the working hours of the customer service unit of the external service provider;
3.2.1.2. serve customers according to advance visit bookings in MIGRIS;
3.2.1.3. search for a customer visit/application in MIGRIS. Search shall be carried out by visit/application number or by name, surname, date of birth and nationality of the person;
3.2.1.4. establish and confirm the identity of the customer: compare the photograph of the valid travel document provided by the customer with the customer, taking into account the age, facial and other features of the customer, and compare the copy of the travel document uploaded to MIGRIS together with the application with the arrived customer and the travel document provided;
3.2.1.5. assess the authenticity of the valid travel document presented by the customer: check whether the document shows any signs of forgery (e.g. whether the photograph (face image) or data in the travel document has been altered, whether any entries have been altered, whether any pages have been removed or replaced, whether the stamps are genuine, etc.); additionally, scan the travel document using infrared, ultraviolet and visible light;
3.2.1.6. scan and upload to MIGRIS a copy of the entire valid travel document submitted by the customer (personal data page and all other pages) inform the customer if the validity period of his travel document does not meet the requirements established by the legal acts of the Republic of Lithuania, if the travel document was issued more than 10 years ago, inform the customer that he must submit a new travel document (in such a case, the application cannot be accepted). In case of an application for a national visa, the external service provider must additionally make sure that the travel document contains a blank page for the national visa sticker; 
3.2.1.7. assess the application of the customer and the documents submitted with it: check the personal data provided in the application against the data in the valid travel document presented by the applicant, assess whether the application has been completed correctly, whether all documents specified in the application acceptance instructions prepared by the Migration Department have been submitted together with the application, compare the copies of the documents submitted together with the application with the originals. The external service provider will not be able to edit the application data;
3.2.1.8. scan and upload to MIGRIS copies of documents submitted by the customer during the visit but did not upload to MIGRIS;
3.2.1.9. fill in all the required customer details in the MIGRIS Application Acceptance Wizard (in Latin characters);
3.2.1.10. collect the state fee of the Republic of Lithuania for the issuance of the temporary residence permit, e-resident card and national visa (in cash or by a bank card), scan and upload to MIGRIS a copy of the receipt issued to the customer, indicating name and surname of the customer (can be handwritten). If the customer has paid the stamp duty by bank transfer, make sure that a copy of the payment document (transfer) is attached to the application, if not, scan it and upload it to MIGRIS, or inform the customer that the application cannot be accepted);
3.2.1.11. scan biometric data of the customer and upload it to MIGRIS. In case of temporary residence permits and e-resident applications, the external service provider will be required to take 2 fingerprints, a facial image and a signature, and in case of national visa applications - 10 fingerprints, a facial image and a signature;
3.2.1.12. return to the customer all the original documents and the travel document (also in case of national visas);
3.2.1.13. after being satisfied that all the above steps have been completed, indicate in MIGRIS that the application has been accepted;
3.2.1.14. refuse to accept the application and inform the customer verbally or in writing of the reasons for the refusal if it finds that: the application cannot be accepted in accordance with the instructions prepared by the Migration Department, the application has been filled in incorrectly, incomplete or inaccurate data has been entered, or not all the necessary data and (or) documents have been submitted with the application, the customer refuses to provide biometric data, it is established that the customer has not paid the state fee and (or) customer service fee or refuses to pay them, the documents submitted show signs of forgery, the travel document is invalid or unsuitable for use;
3.2.2. serve the documents issued by the Migration Department:
3.2.2.1. collect and deliver to the customer service units of the external service provider the temporary residence permits, e-resident cards and printed visa stickers issued by the Migration Department. Deliver the issued documents to the customer service units of the external service provider no later than within 10 calendar days after collecting them from the Migration Department;
3.2.2.2. mark all issued documents received from the Migration Department in MIGRIS no later than on the next business day after the delivery of the issued documents to the customer service unit of the external service provider;
3.2.2.3. contact the customer to inform him of the issuance of the temporary residence permit, e-resident card or printed visa sticker if the customer does not come to the customer service unit of the external service provider within 1 month of receiving these documents to collect them;
3.2.2.4. organise the delivery of the issued documents to the customers of the Migration Department during the working hours of the customer service unit of the external service provider;
3.2.2.5. [bookmark: _Hlk200425322]take the actions specified in the MIGRIS wizard for the delivery of issued documents: verify the identity of the customer (search for the application by application number or by the name, surname, date of birth and nationality of the person, compare the image of the foreigner with their image in their travel document and MIGRIS, etc.), take fingerprints of the customer again and upload them to MIGRIS (if the fingerprints do not match those stored in MIGRIS, the employee may not issue the document), take a photograph of the customer and upload it to MIGRIS (the photograph must clearly show the face of the customer and the page of the travel document with the photograph held by the customer; the face of the customer and the temporary residence permit or visa sticker affixed to the travel document held by the customer; the page of the travel document of the customer on which the visa sticker is affixed (the visa sticker and passport number must be visible), take other actions. Once all the above steps have been completed, the issued document delivered to the customer is automatically declared valid;
3.2.2.6. upon receipt of a notification from the Migration Department that the service of the issued document has been suspended, an employee of the customer service unit of the external service provider must withhold the service of the document (physically and by means of MIGRIS) to the customer until the Migration Department notifies the customer separately;
3.2.2.7. if the customer does not come to collect the temporary residence permit or e-resident card within 6 months from the date of its issue, the external service provider must return the issued document to the Migration Department at its own expense, if the customer does not come to collect the visa sticker before the expiry of the visa, the external service provider must return the visa sticker to the Migration Department at its own expense;
3.2.2.8. if the external service provider finds that the issued temporary residence permit, e-resident card or visa sticker is unsuitable for use (defective, incorrect personal data, etc.), it must immediately inform the Migration Department and return them to the Migration Department at its own expense.

4. [bookmark: _Hlk200348488] PLACE OF SERVICE PROVISION

4.1. [bookmark: _Hlk200353248]The external service provider provides services in the following countries (cities):
4.1.1. for temporary residence permits and national visas: 
	[bookmark: _Hlk104874943]
Row No
	State*
	City*
	Estimated annual customer traffic**

	1. 
	Republic of Armenia
	Yerevan
	1000

	2. 
	Australia
	Canberra
	50

	3. 
	Republic of Azerbaijan
	Baku
	1000

	4. 
	Bosnia and Herzegovina 
	Sarajevo
	100

	5. 
	Federal Republic of Brazil
	São Paulo
	50

	6. 
	Republic of the Philippines
	Makati
	1000

	7. 
	Republic of the Philippines
	Manila
	1000

	8. 
	Republic of the Philippines
	Cebu
	1000

	9. 
	Republic of Ghana
	Accra
	500

	10. 
	Republic of India
	Delhi
	500

	11. 
	Republic of India
	Bengaluru
	500

	12. 
	Republic of India
	Chennai
	500

	13. 
	Republic of India
	Kolkata
	500

	14. 
	Republic of India
	Mumbai
	500

	15. 
	State of Israel
	Tel Aviv
	100

	16. 
	Japan
	Tokyo
	50

	17. 
	United Kingdom
	London
	50

	18. 
	United States of America 
	Chicago
	50

	19. 
	United States of America
	New York
	50

	20. 
	United States of America
	Seattle
	50

	21. 
	Canada
	Toronto
	50

	22. 
	Republic of Kazakhstan
	Almaty
	1000

	23. 
	Republic of Kazakhstan
	Astana
	1000

	24. 
	Kyrgyz Republic
	Bishkek
	1000

	25. 
	Republic of Korea (South Korea)
	Seoul
	50

	26. 
	Malaysia
	Kuala Lampur
	1000

	27. 
	Republic of Moldova
	Chisinau
	1000

	28. 
	Mongolia
	Ulaanbaatar
	50

	29. 
	New Zealand
	Auckland
	50

	30. 
	South African Republic
	Pretoria
	1000

	31. 
	Sakartvelo (Georgia)
	Tbilisi
	1000

	32. 
	Republic of Singapore
	Singapore
	100

	33. 
	Kingdom of Thailand
	Bangkok
	1000

	34. 
	Taiwan
	Taipei
	50

	35. 
	Republic of Turkey
	Ankara
	1000

	36. 
	Republic of Turkey
	Istanbul
	1000

	37. 
	Ukraine
	Lviv
	1000

	38. 
	Republic of Uzbekistan
	Tashkent
	1000

	39. 
	Republic of Uzbekistan
	Fergana
	1000

	40. 
	Republic of Uzbekistan
	Nukus
	1000

	41. 
	Republic of Uzbekistan
	Samarkand
	1000

	42. 
	Socialist Republic of Vietnam
	Hanoi
	500

	43. 
	Zimbabwe
	Harare
	500


[bookmark: _Hlk203399709]* Preliminary list of countries (cities). The Migration Department may change (expand/reduce) the number of countries (cities) in which external services are provided, if the need arises or changes. The deadline for the establishment of a new customer service unit must be agreed with the Migration Department, but may not exceed 2 (two) months.
** Estimated number of customers is provisional. 

The customer service figures referred to in clause 4.1.1 of this Technical Specification are indicative, however, the external service provider must ensure that at least one (1) customer service window per customer service unit will be installed to serve the customers of the Migration Department on a full-time basis. 
4.1.2. for e-resident cards:
	[bookmark: _Hlk200427902]Row No
	State*
	City*
	Estimated annual customer traffic**

	1. 
	Ireland
	Dublin
	20

	2. 
	Australia
	Canberra
	20

	3. 
	Republic of Austria
	Vienna
	20

	4. 
	Kingdom of Belgium 
	Brussels
	20

	5. 
	Kingdom of Denmark 
	Copenhagen
	20

	6. 
	Italian Republic 
	Rome
	20

	7. 
	State of Israel 
	Tel Aviv
	20

	8. 
	Japan 
	Tokyo
	20

	9. 
	United Kingdom 
	London
	20

	10. 
	United States of America 
	New York
	20

	11. 
	Canada 
	Toronto
	20

	12. 
	Republic of Korea (South Korea)
	Seoul
	20

	13. 
	New Zealand 
	Auckland
	20

	14. 
	Kingdom of the Netherlands 
	Amsterdam
	20

	15. 
	Kingdom of Norway 
	Oslo
	20

	16. 
	French Republic 
	Paris
	20

	17. 
	Republic of Singapore 
	Singapore
	20

	18. 
	Republic of Finland 
	Helsinki
	20

	19. 
	Kingdom of Sweden 
	Stockholm
	20

	20. 
	Swiss Confederation 
	Bern 
	20

	21. 
	Federal Republic of Germany 
	Berlin
	20

	22. 
	Taiwan 
	Taipei
	20


* Preliminary list of countries (cities). The Migration Department may change (expand/reduce) the number of countries (cities) in which external services are provided, if the need arises or changes. The deadline for the establishment of a new customer service unit must be agreed with the Migration Department, but may not exceed 2 (two) months.
** Estimated number of customers is provisional. 

4.2.  By 22 October 2025, the service provider must have operational customer service units:
4.2.1 in all the countries and cities referred to in Tables 4.1.1 and 4.1.2 of the Technical Specification; or
4.2.2 in at least 80% of the countries listed in Table 4.1.1 of the Technical Specification and in at least 80 % of the countries listed in Table 4.1.2 of the Technical Specification.
4.3. If the external service provider does not have established customer service units in all the countries referred to in clauses 4.1.1 and 4.1.2, it undertakes to establish and get ready those units to serve its customers no later than by 2 January 2026.
4.4. The external service provider shall provide information on customer service units in Table 5 of the tender.

5. [bookmark: _Hlk200348498]REQUIREMENTS FOR CUSTOMER SERVICE FACILITIES

5.1. The customer service facilities of the external service provider must be suitable for high-quality customer service, and must be tidy and safe.
5.2. All the customer service facilities must be adapted to serve vulnerable groups (elderly people, children, people with disabilities, etc.). 
5.3. The administrative facilities of the external service provider, where documents issued by the Migration Department are stored, shall be physically separated from the customer service areas.
5.4. The external service provider shall install clear information boards at each customer service unit, indicating that they serve customers of the Migration Department and the opening hours of the unit. Information on the units, their address and opening hours must also be published on the website of the external service providers.
5.5. Other security requirements for the facilities related to customer service premises are specified in Section 10 of this Technical Specification.

6. [bookmark: _Hlk200348502]REQUIREMENTS FOR BIOMETRIC DATA SCANNING

6.1. [bookmark: _Hlk104868226]The external service provider must ensure the collection of biometric data of the customers of the Migration Department and its upload to MIGRIS at its own expense. 
6.2. The biometric data to be collected must meet the following quality requirements: 
6.2.1. requirements for facial image:
6.2.1.1.  when taking photographs, the ICAO and ISO guidelines for photography must be followed; 
6.2.1.2. the digital facial image shall comply with the requirements of “Full Frontal Image” according to ISO/IEC 19794-5:2011 or equivalent standards; 
6.2.1.3. Face image size: configurable from at least 650x870 to at least 2000x2670 pixels; 
6.2.1.4. the colour of the facial image must be a JPEG image;
6.2.1.5. the lighting shall comply with the requirements of ISO/IEC 19794-5:2011 “Conditions for taking facial images”;
6.2.1.6.  requirements for the collection of fingerprints: 
6.2.1.7. the external service provider must collect fingerprints according to the 4+4+2 or 1+1 scheme, using the appropriate scheme according to the services specified by the Migration Department;
6.2.1.8. the quality of the fingerprints shall comply with the requirements of ISO/IEC 19794-4:2011 and ANSI/NIST-ITL 1-2011 or equivalent standards;  
6.2.1.9.  Fingerprint images must comply with the FBI PIV or equivalent standard;
6.2.1.10. Fingerprint images must be compressed using the latest version of the WSQ algorithm in accordance with ANSI/NIST-ITL 1-2011, “Interchange of Fingerprint, Facial & Other Biometric Information” (SMT), FBI: waveform scalar quantisation (WSQ) or equivalent standard; 
6.2.1.11.  the resolution of the scanned image: 480 x 320 or 416 x 416 pixels;
6.2.1.12. the scanner or its software shall provide an assessment of the quality of the scanned fingerprint images according to the ISO/IEC 19794-4:2011 scale of values (0-100) or equivalent;
6.2.2. requirements for signature capture:
6.2.2.1. the size of the scanned signature: 720x200 pixels, 300 dpi;
6.2.2.2. signatures are compressed using the JPEG algorithm.
6.2.3. The biometric data capture equipment shall generate biometric data compliant with ICAO, ISO (19794-5, 19794-4) and NIST standards.

7. [bookmark: _Hlk200348509]REQUIREMENTS FOR THE EMPLOYEES OF THE EXTERNAL SERVICE PROVIDER

7.1. The external service provider must ensure that the employees of the external service provider serving the customers of the Migration Department:
7.1.1. will be selected on the basis of their qualifications, good repute, ability, integrity, and evidence of a clean criminal record;
7.1.2. serve customers in English and at least one of the official languages of the country in which the customer service unit is established;
7.1.3. serve customers in a polite manner, and not discriminate on the basis of gender, race or ethnic origin, religion or belief, disability, age or sexual orientation;
7.1.4. have basic skills in customer service, identification and authentication, and document forgery identification;
7.1.5. will be adequately trained to provide services to the customers of the Migration Department in accordance with the instructions provided;
7.1.6. will be trained to work with MIGRIS;
7.1.7. sign confidentiality commitments and undertakings regarding the processing of data of the customers of the Migration Department and MIGRIS, and respect the principle of confidentiality not only during the course of their employment, but also after the end of their employment contract.
7.2. The Migration Department:
7.2.1. upon receipt of substantiated complaints from customers regarding the inadequate quality of customer service, possible corruption, etc. of a specific employee(s) of the external service provider, may request the external service provider to conduct an internal inspection, during which the said employee shall not be allowed to serve the customers of the Migration Department;
7.2.2. provide distance training or updated instructions to the employees of the external service provider as required (e.g. changes in the provisions of legal acts, organisational customer service tools, etc.).
7.3. The external service provider:
7.3.1. will have to train new employees and improve the qualification of the existing employees in accordance with instructions provided by the Migration Department;
7.3.2. ensure the quality and control of the performance of the employees and take appropriate anti-corruption measures (e.g. proper remuneration of employees, cooperation in selecting employees for the task, the four-eyes principle, rotation of employees, etc.);
7.3.3. upon receipt of information that the quality of work of the employees is inadequate (substantiated customer complaints, information provided by the Migration Department, etc.), immediately conduct an internal investigation, take appropriate measures and inform the Migration Department thereof.

8. [bookmark: _Hlk200348523]PROCEDURES FOR COLLECTION OF THE STATE FEE, REPORTING AND FINANCIAL CONTROL

8.1. For the services provided by the Migration Department, the external service provider must collect from its customers the state fee established by the Republic of Lithuania for the issuance of temporary residence permits, e-resident cards and national visas. The Migration Department must provide the external service provider with information on the collection of the state fee and the exemptions when customers may be exempted from the state fee.
8.2. Each external customer service unit shall offer the possibility for the customer to pay for the services provided by the Migration Department in cash or by a bank card. The state fee must be collected by a separate payment. Each customer shall be issued with a receipt confirming payment of the state fee collected, indicating the name and surname of the customer and MIGRIS application number, and the receipt shall be scanned and its digital copy must be uploaded to MIGRIS. 
8.3. The external service provider must transfer the collected state fee by bank transfer to a bank account in euros specified by the Migration Department no later than on the next business day after its collection. All costs of transferring the collected state fee to the Migration Department must be paid by the external service provider.
8.4. By the 10th day of each current month, the external service provider must submit reports on the state fees collected during the previous month in all customer service units of the external service provider to the Migration Department by e-mail:
8.4.1. a general report indicating the total number of customers served by the Migration Department in the previous month, the total amount of state fees collected and transferred to the Migration Department for the services rendered, separately indicating the amount of funds paid by the customer directly at the customer service points of the external service provider and the amount of funds paid by the customer by transfer to the State Tax Inspectorate under the Ministry of 
Finance of the Republic of Lithuania (hereafter referred to as the STI) and the documents confirming the payment submitted with the application;
8.4.2. a detailed report indicating the number of customers served by the Migration Department during the previous month: date of receipt of the application, country and city of service of the customer of the external service provider, MIGRIS application number, type of application (temporary residence permit, national visa, e -resident card), amount of state fees collected (in euros), method of payment (transfer to the bank account of the State Tax Inspectorate, directly at the customer service unit of the external service provider, state fees do not apply), etc.
8.5. The external service provider ensures:
8.5.1.  collection of the correct amount of the state fee for the services provided by the Migration Department;
8.5.2.  correction of all discrepancies before the state fee for the previous month is transferred to the specified bank account of the Migration Department, if the customer service unit of the external service provider has collected an incorrect state fee from the customer;
8.5.3.  payment of the state fee on time to the bank account specified by the Migration Department.

9. [bookmark: _Hlk200348530]CUSTOMER SERVICE FEE OF THE EXTERNAL SERVICE PROVIDER 

9.1. The external service provider does not receive any remuneration from the Migration Department.
9.2. The external service provider may charge a customer service fee for the customer services of the Migration Department specified in this Technical Specification. Information on the customer service fee in each country must be clearly displayed on the website of the external service provider, in customer service units, etc. 
9.3. The amount of the customer service fee (rate) is set by the external service provider, taking into account the full costs of providing the services in the country concerned: 
9.3.1. for temporary residence permits and national visas - no more than EUR 140;
9.3.2. for e-resident cards - no more than EUR 90.
9.4. In order to ensure fair competition, high-quality service provision and high standards of customer service, the Migration Department establishes that the minimum amount of customer service fee shall not be less than EUR 20. 
9.5. The external service provider must:
9.5.1. provide the services specified in this Technical Specification;
9.5.2. establish and administer the customer service units referred to in Section 4 of this Technical Specification; 
9.5.3. collect customer biometric data in accordance with the requirements set out in Section 6 of this Technical Specification;  
9.5.4. collect the state fee for the services provided by the Migration Department from the customers, and transfer the collected fee to the bank account specified by the Migration Department;
9.5.5. ensure the implementation of the provisions of the security requirements specified in Section 10 of this Technical Specification;
9.5.6. collect from the Migration Department and deliver to the units of the external service provider specified in Section 4 of this Technical Specification the issued temporary residence permits, e-resident cards, printed visa stickers and other documents, return to the Migration Department undelivered (damaged) residence permits, e-resident cards, unused (damaged) visa stickers or other documents;
9.5.7. administer the website(s), which it will provide information on the external services provided by the Migration Department to its customers, as well as the contact information of the customer service units;
9.5.8. consult customers by telephone, e-mail and at customer service units on the external services provided to customers of the Migration Department in English and in the official language of the country where the customer service unit is established;
9.5.9.  other expenses incurred by the external service provider in connection with the provision of services to the customers of the Migration Department.
9.6. The amount(s) (rate(s)) of the customer service fee specified by the external service provider will be included in the service contract. The customer service fee must be quoted in euros and include all taxes payable. The customer service fee can only be changed in agreement with the Migration Department and by agreement between the parties for justified reasons, changes in tax rates, etc.
9.7. In order to ensure transparency in customer service and to monitor the performance and contractual obligations of the external service provider, a receipt must be issued by an employee of the external service provider to each customer confirming payment of the customer service fee of the external service provider. The customer service fee must be collected as a separate payment, the receipt must include the name and surname of the customer and MIGRIS application number and the scanned receipt must be uploaded to MIGRIS. 
9.8. The external service provider may offer and provide additional services to customers that are not specified in this Technical Specification, subject to the agreement and approval of the Migration Department. The additional services provided shall comply with the rules and procedures for the customer service established by the Migration Department (e.g. identification of identity of customers, scanning of the fingerprints of customers during the delivery of the issued documents and comparison of fingerprints of the customers in MIGRIS, etc.). The external service provider must clearly inform customers that these additional services are not mandatory and are not directly related to the services provided by the Migration Department, to the state fee or to the customer service fee of the Migration Department set in the service contract. The external service provider must publish on its website the information on the additional services provided by each external customer service unit and their fees.
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10. SECURITY REQUIREMENTS FOR THE PROVISION OF SERVICES

10.1. Given that the external service provider will receive, store and deliver to customers the documents issued by the Migration Department (temporary residence permits, e-resident cards and strict liability visa stickers), the external service provider must ensure: 
10.1.1. physical security for customer service units. The facilities of units of the external service provider must be protected against unauthorised access, criminal and terrorist attacks, etc., by using metal detectors, security guards, restricted access to administrative facilities, etc.;
10.1.2. the level of data security and confidentiality. The data of the customers of the Migration Department are confidential and must be protected against any unauthorised use, loss, destruction, alteration, copying, etc. Customer data may only be used in the performance of the customer service functions entrusted by the Migration Department and may not be used for any other purposes (e.g. marketing or advertising by the external service provider). The external service provider is obliged to apply the data protection standards set out in Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (the General Data Protection Regulation), as well as to comply with the other rules and regulations for the protection of personal data. The external service provider must immediately remove the biometric and other data collected from the customers from its computer equipment, data storage facilities and other means once they are uploaded to MIGRIS;
10.1.3. [bookmark: _Hlk200426762]the security of computer equipment and networks in order to adequately protect the biometric and other data collected from customers and to ensure the implementation of the provisions of Directive (EU) 2022/2555 of the European Parliament and of the Council on measures for a high common level of cybersecurity across the Union, amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 (TIS2 (NIS2) Directive);
10.1.4. the security of issued documents when they are delivered to the units of the external service provider or returned to the Migration Department (i.e. using courier services). The external service provider is responsible for ensuring that the service provider delivering the issued documents complies with security requirements and for monitoring this compliance;
10.1.5. the security of documents issued by the Migration Department. The documents issued must be stored in fireproof safes, which must be located in administrative facilities that are accessible only to authorised personnel of the external service provider (i.e. the facilities must be separated from customer service and other public areas). The facilities where documents are stored must be permanently monitored by video surveillance and have a security system in place and regularly maintained. The external service provider must ensure that the facilities are equipped with all the necessary safety measures to prevent accidents (fire, water, data destruction, etc.).
10.2. The external service provider must ensure that the employees working with MIGRIS adhere to the requirements set out in the signed commitments. The employees of the external service provider may only use their personal MIGRIS accounts. In case of a change in the employees of the customer service unit of the external service provider (recruitment of a new employee or dismissal of an existing one), the external service provider must immediately inform the Migration Department, which will ensure proper control of the accounts (e.g. checking whether the accounts of the employees no longer employed have been deleted by the appointed MIGRIS administrators of the external service provider, etc.).  
10.3. Upon receipt of the documents issued by the Migration Department, the external service provider is obliged to verify them in accordance with the acceptance certificate received. Not later than the next business day after the receipt of the issued documents, the external service provider shall mark the receipt of the documents in MIGRIS and send a signed copy of the acceptance certificate to the Migration Department. 
10.4. Visa stickers must be affixed to passports in areas separate from customer service areas, accessible only to authorised external service personnel. The process of affixing the visa sticker to the passport must be filmed and the video and audio recordings must be stored for at least 1 month (or for a period of time agreed separately with the Migration Department).
10.5. Each customer service workstation shall be equipped with a video and audio recording camera. Customer service (when receiving applications) and the delivery of issued documents to customers must be filmed (high-quality and clear video and audio recordings must be made), and video and audio recordings must be clearly and easily traceable by the customer served and the date. The external service provider must provide a copy of the video and audio recording of the customer service to the Migration Department upon its request not later than within 3 business days. Video and audio recordings must be stored for at least 3 months.
10.6. The external service provider must immediately notify the Migration Department in writing of any security breaches or any customer complaints about misuse of data, unauthorised access and coordinate actions with the Migration Department to find a solution.
10.7. If any breach of security or personal data is detected, the Migration Department shall initiate an internal audit of the external service provider.

11. [bookmark: _Hlk200348550]MONITORING THE PERFORMANCE OF THE EXTERNAL SERVICE PROVIDER

11.1. In order to ensure that the external service provider complies with the terms and conditions set out in the contract, the Migration Department is entitled to:
11.1.1. organise meetings with representatives of the external service provider to discuss the performance of the external service provider;
11.1.2. interact directly with the customer service representatives of the external service provider;
11.1.3. organise planned and unplanned inspections of the customer service units of the external service provider, conduct a mystery shopper survey, etc.
11.2. The external service provider must:
11.2.1. at the request of the Migration Department, provide all evidence to ensure that the provisions of the contract and the requirements set out in this Technical Specification are met;
11.2.2. report by the 10th day of each current month on the services provided, providing the information about each customer service unit:
11.2.2.1. services provided in the previous month:
11.2.2.1.1. number of applications for temporary residence accepted;
11.2.2.1.2. number of applications for national visa accepted;
11.2.2.1.3. number of applications for the e-resident card accepted;
11.2.2.1.4. number of temporary residence permits issued;
11.2.2.1.5. number of visa stickers affixed;
11.2.2.1.6. number of e-resident cards issued;
11.2.2.1.7. the total number of customers served in the previous month;
11.2.2.1.8. the number of temporary residence permits received and issued in the previous month;
11.2.2.1.9. the number of visa stickers received and affixed in the previous month;
11.2.2.1.10. the number of visa stickers and temporary residence permits not served within 6 months and a list of persons with names;
11.2.2.1.11. the number of temporary residence permits and visa stickers returned to the Migration Department in the previous month (not delivered to the customer);
11.2.2.1.12. other reports agreed with the Migration Department;
11.2.3. upon request, provide the Migration Department with video and audio recordings of customer service (specifying the person and the date of service).
__________

