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TECHNICAL SPECIFICATION

1. DEFINITIONS
1.1. Conformity Assessment Body means a body defined in point 18 of Article 3 of the eIDAS Regulation.
1.2. eIDAS Regulation means Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification and trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC.
1.3. LT ID Infrastructure means central (server) LT ID infrastructure managed by the Centre of Registers. 
1.4. LT ID QSCD means remote qualified electronic signature and electronic seal creation equipment managed by the Centre of Registers as a qualified trust service provider on behalf of the person creating the electronic signature or the electronic seal.
1.5. User means a natural person applying for the issuance of qualified electronic signature or electronic seal certificates.
1.6. Contracting Authority, Centre of Registers means the State Enterprise Centre of Registers.
1.7. RC SUS means a self-service system for registering recipients of electronic signature and electronic seal certificates as well as ordering and issuing the certificates.
1.8. Centre of Registers’ Application Systems mean RC SUS and LT ID app server infrastructure.
1.9. Identity Verification Service Contract means a contract for the provision of identity verification services concluded between the Supplier and the Contracting Authority.
1.10. Identity Verification Services means remote identity verification services for users.
1.11. Provider means a natural person, a private legal entity, a public legal entity, other organisations and their units, or a group of such persons with whom the Contracting Authority concludes an Identity Verification Service Contract. 
1.12. Provider’s Application System means application system of Provider’s Identity Verification Services.
2. GENERAL PROVISIONS
2.1. Where this technical specification refers to a particular model or source of supply, to a concrete process specific to the supply of goods or services by a particular provider, or to a trade mark, patent, type, specific origin or production, standards, and certificates which would favour or reject certain entities or certain products, an equivalent object to that specified may be presented.  Minimum requirements have been laid down.  Providers may offer a procurement object with better characteristics.
3. PROCUREMENT OBJECT 
3.1. Procurement object: Procurement of remote Identity Verification Services (hereinafter referred to as Identity Verification Services).
4. QUANTITY (VOLUME)
4.1. Quantity (volume):
	No.
	Title
	Unit of measure
	Preliminary quantity during the Contract performance period

	1. 
	Identity Verification Service
	Personal identity data package
	40 000


The Contracting Authority plans to procure services for at least 90% of the initial contract value over the entire period of service provision.
5. PLACE OF SERVICE PROVISION
Services of identity proofing and identity verification of natural persons applying for qualified electronic signature or electronic seal certificates will be provided electronically: the Provider shall submit, on the basis of an electronic request from the Contracting Authority, a package of personal identity data, ensuring authenticity, integrity and confidentiality. 
6. PROCEDURE FOR SERVICE PROVISION 
6.1. The Identity Verification Services may be provided only after receipt of a report from the Conformity Assessment Body confirming that the relevant identity proofing service guarantees personal identity verification using nationally recognised identity proofing methods that provide equivalent assurance in terms of reliability to physical presence, as required by Article 24 (1a) (c) of the eIDAS Regulation, and the acceptable level of assurance is “High” as set out in the COMMISSION IMPLEMENTING REGULATION (EU) 2015/1502. Recognition of Identity Verification Service provided by the Provider at the national level shall be approved by the Communications Regulatory Authority of the Republic of Lithuania (acting as a National Supervisory Body). The Provider shall provide all documents requested by the Conformity Assessment Body and/or the Communications Regulatory Authority.
6.2. Upon request of the Contracting Authority, the Provider will be required to provide all additional information necessary for the Conformity Assessment Body to assess the security of identity proofing. 
6.3. The Provider shall eliminate the security deficiencies of the Identity Verification Service identified in the report of the Conformity Assessment Body or indicated by the Communications Regulatory Authority of the Republic of Lithuania within the time limit agreed with the Contracting Authority. If the Provider is unable to eliminate these deficiencies, the further performance of the Contract will be decided by mutual agreement between the Parties in accordance with the terms of Contract.
6.4. Identity Verification Services shall have to be provided using integration interfaces between the application system of the Provider and those of the Centre of Registers. Integration interfaces shall be created and operated in accordance with the technical conditions provided by the Provider. Integration interfaces are also within the scope of the conformity assessment of a Conformity Assessment Body checking the conformity of an Identity Verification Service in accordance with Article 24 (1a) (c) of the eIDAS Regulation.
7. REQUIREMENTS FOR THE PROCUREMENT OBJECT
7.1. Description of the current situation 
7.1.1. In December 2017, the State Enterprise Centre of Registers (hereinafter referred to as the Centre of Registers) was granted the status of a qualified trust service provider, which provides qualified electronic signatures, qualified electronic seal certificates and qualified time stamps (hereinafter referred to as the E-signature) in accordance with the requirements set out in the Regulation. 
Qualified e-signature and e-seal certificates are issued to:
· LT ID QSCD, which is managed by the Centre of Registers as a qualified trust service provider on behalf of the person creating the electronic signature or the electronic seal.
E-signature or e-seal certificates can be ordered remotely through the self-service system for User registration as well as ordering and issuing the certificates, i.e. RC SUS (RC User Registration and Certification System), or when a person physically comes at the Customer Service Unit of the Centre of Registers or other company acting as a registration authority delegated by the Centre of Registers (collectively referred to as the RA). In addition, LT ID QSCD can be ordered remotely using LT ID app.
7.1.1.1. LT ID QSCD remote ordering and issuing process:
1. In the RC SUS self-service portal or in the LT ID app, a person reads through the terms and conditions of the service and fills in the order to issue LT ID QSCD; the order contains name, surname, personal identity code, personal identity document data, e-mail address and telephone number;
1. A PDF document is formed on the basis of the completed order and the terms and conditions of LT ID service provision, which a person signs with a valid qualified e-signature, which he/she has;
1. Software tools check validity of a qualified e-signature created by a person who applies for a certificate and conformity of the personal data in a qualified e-signature certificate with the information in the order;
1. If the e-signature is valid and the data in its certificate coincides with the data in the order, a pair of cryptographic keys and an appropriate certificate of e-signature or e-seal issued by the Certification Authority of the Centre of Registers – RC CA - are created and stored on the LT ID infrastructure;  
1. A person registers the LT ID app in the LT ID infrastructure.
7.1.1.2. LT ID QSCD ordering process when a person comes to the RA:
1. Electronically in the RC SUS system or upon coming to the RA, a person reads through the terms and conditions of the service and fills in the order to issue LT ID QSCD; the order contains name, surname, personal identity code, personal identity document data, e-mail address and telephone number;
1. Identity of the person and the data indicated in the order are checked and verified against the presented personal identity document;
1. A PDF document is formed on the basis of the completed order and the terms and conditions of LT ID service provision, which a person signs with a handwritten signature;
1. A pair of cryptographic keys and an appropriate certificate of e-signature or e-seal issued by the Certification Authority of the Centre of Registers – RC CA - are created and stored in the LT ID infrastructure;  
1. A person downloads an LT ID app and registers it in the LT ID infrastructure.
7.2. To-be process of issuing e-signature and e-seal certificates
It is planned that for the remote identity verification of a natural person in accordance with Article 24 (1a) (c) of the eIDAS Regulation, partially or fully automated means of remote identity verification as provided for in point 9.2.3 of ETSI TS 119 461 v2.1.1 (2025-02) “Use cases for unattended remote identity proofing” will be used.
Functional architecture of User registration and remote identity verification solution:
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The aim is to implement the process of ordering and issuing electronic signature or electronic seal certificates, when identity of the person is remotely verified by the Service Provider:
1. A person who wishes to receive a qualified electronic signature or electronic seal certificate fills in an electronic order on the RC SUS portal or in LT ID app;
1. Personal data provided in the order is verified against the information contained in the state registers of the Republic of Lithuania;
1. When a person chooses remote identity verification, he/she is directed to the IT infrastructure of the Identity Verification Service Provider for the purposes of identity verification procedures;
1. The Identity Verification Service Provider performs the established procedures for identity proofing and identity verification of the person as well as forms and returns the identity data of the person confirmed by e-signature or e-seal of the Identity Verification Service Provider to the Centre of Registers’ Application Systems;
1. After verifying the identity of the person, the Centre of Registers as a qualified trust service provider carries out the procedures for generating and issuing e-signature or e-seal creation data ordered in the application.
7.3. Requirements for hardware and software used for the provision of Identity Verification Services
7.3.1. The Provider’s Application System must create appropriate logs for linking entries between different service processes. These log entries must be stored and submitted to the Centre of Registers, if required, as provided for in Article 24 (2) (h) of the eIDAS Regulation.
7.3.2. The Provider’s Application System shall have API interfaces to integrate the Provider’s Identity Verification Services into the Centre of Registers’ Application Systems, ensuring the implementation of the process described in point 7.2. Integration interfaces are also within the scope of the conformity assessment of a Conformity Assessment Body checking the conformity of an Identity Verification Service in accordance with Article 24 (1a) (c) of the eIDAS Regulation. 
7.3.3. Integration interfaces between the Provider’s Application System and the Centre of Registers’ Application Systems must be organised through encrypted data transmission channels, ensuring the integrity and confidentiality of the connection.
7.3.4. The Provider’s Application System must ensure secure and unambiguous linking of the order data completed by the User in the Centre of Registers’ Application Systems with his/her identity data created during the identity proofing and identity verification procedures.   
7.3.5. The Provider must provide instructions for use of the Provider’s Application System integration interfaces with the Centre of Registers’ Application Systems.
7.3.6. The Provider’s Application System must be compatible with the .NET technologies used by the Contracting Authority.
7.3.7. Within 1 month from the conclusion of the Identity Verification Service Contract, the Provider shall have to prepare the Provider’s Application System and its API interfaces for operation with the Centre of Registers’ Application Systems. These works must include:
7.3.7.1. Creation of necessary accounts in the Provider’s Application Systems and their extended configuration according to the needs of the Contracting Authority (possible personal identity documents, user instructions, LT ID logo, legal documentation for the provision of services, etc.); 
7.3.7.2. Development of User graphical interface templates used for the provision of identity proofing services and agreement with the Contracting Authority;
7.3.7.3. Provision of technical assistance for the specialists of the Contracting Authority with regard to the organisation of integration interfaces with the Provider’s Application Systems; 
7.3.7.4. Configuration and testing of integration interfaces of the Provider’s application systems with the Centre of Registers’ Application Systems.
7.4. Requirements for services provided
7.4.1. The proposed Identity Verification Services shall provide equivalent assurance in terms of reliability to physical presence during the identity proofing and verification of personal identity as provided for in Article 24 (1a) (c) of the eIDAS Regulation, and the acceptable level of assurance is “High” as set out in the COMMISSION IMPLEMENTING REGULATION (EU) 2015/1502. Compliance with this requirement must be proved by a valid certificate from the Conformity Assessment Body. Recognition of Identity Verification Service provided by the Provider at the national level shall be approved by the Communications Regulatory Authority of the Republic of Lithuania (acting as a National Supervisory Body). 
7.4.2. [bookmark: _Hlk209094390]The Identity Verification process used by the Provider shall ensure compliance with the requirements of point 9.2.3 of ETSI TS 119 461 v2.1.1 (2025-02) “Use cases for unattended remote identity proofing”.
7.4.3. Identity Verification Services provided by the Provider must ensure remote identity proofing and identity verification of natural persons holding a personal identity document issued by the Republic of Lithuania.
7.4.4. Authenticity of the personal identity document and the information contained therein must be verified using the data contained in the integrated electronic medium of the personal identity document. If this is not possible, the personal identity document cannot be accepted.
7.4.5. Requirements for personal identity verification procedures:
7.4.5.1. The photo used for the comparison with the person’s face must be obtained from the electronic medium integrated into the personal identity document.
7.4.5.2. Identity verification must be conducted during a live video session, in one continuous session without interruptions;
7.4.5.3. Resolution of the video received must be at least 720p: 1280 × 720 at 25 frames per second after compression;
7.4.5.4. The IT solution of the Provider’s Identity Verification Services must require the person to perform actively physical actions, the nature and other features of which cannot be predictable and the sequence cannot repeat. The captured physical actions shall be recorded in a protocol of joint, random and differentiated actions;
7.4.5.5. The Provider must use organisational and technical measures that would show and record the actions of the person in the protocol of joint, random and differentiated actions who wants fraudulently to mislead the Provider in the identification of his/her person.  
7.4.6. Instructions and notifications during the provision of Identity Verification Services must be provided to customers in Lithuanian and English. 
7.4.7. The User graphical interface design used for the provision of identity proofing services must be tailored as much as possible to the LT ID app and must use the LT ID logo.
7.4.8. Customers must be able to use the Identity Verification Services on mobile phones and tablets running iOS 14 or Android 11 operating systems.
7.4.9. The Identity Verification Services must ensure accessibility for people with visual impairments, in accordance with the Web Content Accessibility Guidelines (WCAG V2.1) – the World Wide Web Consortium standard (https://www.w3.org/TR/WCAG21/) – and the level of AA accessibility defined therein.
7.4.10. The identity verification data package of the customer, which is generated during the identity proofing and identity verification procedures performed by the Provider and transmitted to the RC SUS and/or LT ID infrastructure, must ensure authenticity, integrity and confidentiality.
7.4.11. The Provider must ensure the automatic generation and storage of log entries on the identity proofing and identity verification procedures carried out for at least 7 years from the date of provision of the service. 
7.4.12. Data of log entries on the Identity Verification Services provided to customers must be transferred to the Centre of Registers at least once per calendar month in a format and manner agreed by the parties. 
7.4.13. The Provider must ensure the protection of personal data when providing Identity Verification Services as required by the EU General Data Protection Regulation.
7.4.14. Identity Verification Services must be provided continuously, i.e. 24 hours a day and 7 days a week.
7.4.15. The availability of Identity Verification Services must be at least 99.85%.
7.4.16. The Provider must notify of all planned suspension cases of the provision of identity proofing and verification services at least 10 working days in advance. 
7.4.17. The Provider must immediately inform the Centre of Registers of unplanned significant service disruptions and indicate the time of their restoration.
7.4.18. The Provider must have an IT Service Desk for the registration of the Contracting Authority’s messages regarding operation of the service and their classification with reference to the importance of solving them, namely their critical nature.  At least within 5 working days from the date of entry into force of the Contract, the Provider shall have to provide the Contracting Authority with the login data to the IT Service Desk or the e-mail address where the Contracting Authority could send its messages.
7.4.19. The specialists of the Contracting Authority should be able to register messages by logging in to the Provider’s IT Service Desk or by e-mail.
7.4.20. When sending an e-mail message, the Contracting Authority will provide information on its classification according to the importance of solving it, namely its critical nature. The Provider itself shall register the messages sent by e-mail with the IT Services Desk immediately after receipt thereof.
7.4.21. During the term of the Contract, the Provider shall provide the following support and maintenance services for the integration interfaces of the Provider’s Application System with the Centre of Registers’ Application Systems:
7.4.21.1. Consult the specialists of the Contracting Authority on the use of Identity Verification Services provided by the Provider and on the issues related to operation and configuration of integration interfaces of the Provider’s Application System with the Centre of Registers’ Application Systems;
7.4.21.2. Consult and provide technical assistance to the specialists of the Contracting Authority in solving operation disruption problems of integration interfaces of the Provider’s Application System with the Centre of Registers’ Application Systems;
7.4.21.3. The Provider must provide these services with reference to the messages from the Contracting Authority registered by it in the Provider’s IT Service Desk or submitted by e-mail;
7.4.21.4. The time limit within which the Provider has to solve the problems in the messages registered by the Contracting Authority shall depend on the importance and priority of solving them as classified by the Contracting Authority;
7.4.21.5. Priorities of solving the problems in the messages shall be classified as follows: 
7.4.21.5.1. Of critical importance: when there is a risk that an Identity Verification Service disruption is going to occur in the near future or has already occurred due to the unstable operation or failure of the Provider’s Application System or its integration interfaces with the Centre of Registers’ Application Systems;
7.4.21.5.2. Of medium importance: when any disruption, operation errors of the Provider’s Application System or its integration interfaces with the Centre of Registers’ Application Systems, which do not directly interfere with the provision of Identity Verification Services but affect their speed, performance, are identified;
7.4.21.5.3. Of low importance: all other messages of the Contracting Authority.
7.4.21.6. The Provider must provide the Services (solve problems in the messages) within the following term limits, which shall run from the moment of registration of the Message in the Provider’s IT Service Desk:
	Message priority
	Reaction time: the time when the Provider has to start solving the problem in the Message
	Time limit for solving the problem in the Message

	Of critical importance
	2 hours
	No more than 8 hours

	Of medium importance
	1 working day of the Provider
	3 working days of the Provider

	Of low importance
	2 working days of the Provider
	5 working days of the Provider


7.4.21.7. If it is not possible to solve a Message of critical importance within the set time limit, the Provider must inform the Contracting Authority thereof, submit and agree with it a plan of solving the problem in the Message and implement the actions within the time limits set out in the plan.
7.4.22. The conditions and procedures for the provision of the Identity Verification Services by the Provider shall be documented and made public.
7.4.23. Before starting to provide Identity Verification Services, the Provider shall sign a separate agreement – an annex to the contract on the secure processing of personal data, which shall be agreed with the Provider after the contract is signed. The Identity Verification Service Provider must inform the Customer (User) about the processing of his/her personal data for the purpose of identity proofing and identity verification procedures and process personal data in accordance with the requirements of the Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data and repealing Directive 95/46/EC (General Data Protection Regulation) (hereinafter referred to as the GDPR) and other legal acts governing protection of personal data.
7.5. Requirements for ensuring security of Identity Verification Services and risk management
7.5.1. When providing Identity Verification Services, the Provider shall manage security risks in accordance with a risk management plan for Identity Verification Services prepared in advance and submitted after the Identity Verification Services Contract is signed. The risk management plan shall be provided no later than 1 month from the signing of the contract. This plan must assess the risks to the security of Services and provide the necessary technical and organisational measures to manage these risks.
7.5.1.1. When assessing the risks of the Service, the requirements of the GDPR and other applicable legal acts related to the protection of personal data must be taken into account.
7.5.1.2. Among other risks, at least the following risks must be assessed:
7.5.1.2.1. Risks listed in ISO 30107-3 “Information technology – Biometric presentation attack detection – Part 3: Testing and reporting” standard (hereinafter referred to as ISO 30107-3 Standard); 
7.5.1.2.2. Breach of cryptographic keys or exploitation of cryptographic protocol vulnerabilities to modify personal document identification data;
7.5.1.2.3. Change of appearance of a person using physical means to imitate the person indicated in the identity document and steal his/her identity, including at least:
1. Use of a physical mask (e.g., latex);
1. Use of makeup;
7.5.1.2.4. Change of appearance of a person using digital means, including at least:
1. Use of virtual masks (e.g., modelled from videos or photos and resembling the person whose identity is sought to be stolen);
1. Inclusion of fraudulent facial images, videos of a person whose identity is planned to be stolen, or repetition of a previously recorded video with the aim to change the data recorded during remote identity proofing;
1. Resemblance of the person to be identified to another person in order to steal the identity of that person (e.g. looks like that person, twin, etc.);
7.5.1.2.5. Behaviour of the person to be identified, including at least:
1. Use of violence when a person is forced to identify himself/herself remotely (e.g. physical menace, blackmail, etc.);
1. Fraudulent request for a person to identify himself/herself remotely using a service other than the one he/she has chosen and considers to be using;
7.5.1.2.6. Leakage of established sensitive information related to fraud methods.
7.5.2. The Provider must ensure that the risk management plan for Identity Verification Services is reviewed and submitted to the Centre of Registers once a year, as well as in the event of an incident and in cases where changes are made to the provision of the Service.
7.5.3. The Provider must have implemented documented technical and organisational measures to ensure the security of the provided Identity Verification Services. The documentation on the security of Identity Verification Services to be submitted by the Provider no later than 1 month after signing of the contract, must describe the following:
7.5.3.1. Mechanisms to ensure that the video created during the identity proofing process cannot be reused to falsify personal identity data; 
7.5.3.2. Checks to be carried out on the quality of the person’s facial video. These control measures shall include at least the resolution referred to in point 7.4.5.2 and may be supplemented by other control measures (ambient brightness, etc.);
7.5.3.3. All examinations carried out when comparing face of the person and the photo in the identity document;
7.5.3.4. Way of verifying authenticity, integrity and validity of the identity document;
7.5.3.5. All methods for checking if a person is alive, including and/or examination using automatic means;
7.5.3.6. Procedures that have to be followed when a successful decision is made but the result of automated data processing to determine if a person is alive is not successful, and at least one alert notification to the biometric data fraud officer should be sent;
7.5.3.7. Indicators of false rejection rate (FRR) and false acceptance rate (FAR);
7.5.3.8. Other security measures that provide security level of identity proofing equivalent to the physical presence of an individual.
7.5.4. Additionally, along with the tender bid the Provider must submit:
7.5.4.1. a certificate from a Conformity Assessment Body, as defined in Article 3 (18) of the eIDAS Regulation, confirming that the Identity Verification Services proposed by the Provider comply with the eIDAS requirements for verifying the identity of physical persons;
7.5.4.2. a System and Organization Controls (SOC 2 or equivalent) certificate to prove that its Identity Verification Services are subject to stringent data security, privacy, confidentiality, availability, and processing integrity requirements;
7.5.4.3. a certificate for the ISO/IEC 27001 or equivalent ISO/IEC 27701 standard to ensure that its Identity Verification Services meet the requirements for establishing, implementing, maintaining, and continually improving a privacy information management system.

8. MINIMUM ENVIRONMENTAL REQUIREMENTS
8.1. Given that the Services procured are intangible intellectual services not related to the creation of a tangible object, the provision of which will not create negative environmental effects, nor will it create a source of pollution or generate waste, in accordance with the Procedure for Applying Environmental Criteria in Green Procurement approved by the Order No D1-508 of the Minister of Environment of the Republic of Lithuania of 28 June 2011, the Procurement shall be considered green.
9. REQUIREMENTS RELATING TO NATIONAL SECURITY
Not applicable.
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