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Annex No. 1

Technical specification 
for the purchase of the Virtual attestation system (VAS) as a service

Purpose of the purchase
The Public Procurement Service (hereinafter referred to as the Public Procurement Service – VPT) purchases the Virtual Attestation System (hereinafter referred to as the – VAS) as a Service, the purpose of which is to provide individuals with the opportunity to take the certification examination for public procurement specialists prepared by the VPT, while ensuring the prevention of fraud, the use of additional sources of information, and the use of unauthorized external assistance tools.
Existing and general information
Since 1 July 2022, VPT has been obliged to certify public procurement specialists. In order to achieve the set objectives, the VPT is procuring the VAS, which will include the attestation questionnaire, integrated software ensuring the integrity of remote examinations, as well as the necessary identity verification integrations with the State Information Resources Interoperability Platform (hereinafter referred to as VIISP) e-service, with the option to pay the state fee for certification. This procurement is not divided into separate parts. The Service Provider (hereinafter referred to as the Provider), when submitting a tender, must offer the full scope of services specified in this Technical Specification.
Legal acts related to the purchased Services and their drafts, other documents:
1. Law on Public Procurement of the Republic of Lithuania;
2. Law on Cyber Security of the Republic of Lithuania;
3. Law on Legal Protection of Personal Data of the Republic of Lithuania;
4. The Description of the General Requirements for the Security of Electronic Information, the Description of the Guidelines for the Content of Security Documents and the Description of the Guidelines for the Assessment of the Importance of Electronic Information Constituting State Information Resources and the Classification of State Information Systems, Registers and Other Information Systems, approved by the Government of the Republic of Lithuania Resolution No. 716 "On the Description of the General Requirements for the Security of Electronic Information, the Description of the Guidelines for the Content of Security Documents and the Description of the Guidelines for the Content of Security Documents the assessment of the importance of electronic information constituting state information resources and the approval of the description of the guidelines for the classification of state information systems, registers and other information systems";
5. General Requirements for Organisational and Technical Personal Data Security Measures Approved by the Order of the Director of the State Data Protection Inspectorate No. 1T-71 (1.12) "On the Approval of General Requirements for Organisational and Technical Personal Data Security Measures" of 12 November 2008;
6. Methodology for the Assessment of Information Technology Security Compliance, approved by the Order of the Minister of the Interior of the Republic of Lithuania No. 1V-156 of 6 May 2004 "On the Approval of the Methodology for the Conformity Assessment of Information Technology Security";
7. Lithuanian and international standard LST ISO/IEC 27002:2014 "Information technology. Security methods. "Code of Practice for Information Security Management" (or equivalent standard) regulating secure data processing;
8. The Provider must comply not only with the legal acts (current versions) and standards listed in this technical specification document, but also with other applicable legal acts and regulatory documents related to the provision of Services: the Law on Cyber Security of the Republic of Lithuania, the Law on Electronic Communications of the Republic of Lithuania, the Law on Electronic Identification and Trust Assurance Services of the Republic of Lithuania, the Law on Electronic Identification and Trust Assurance Services of the Republic of Lithuania, the Government of the Republic of Lithuania Resolution No. 818 of 13 August 2018 "On the Implementation of the Law on Cyber Security of the Republic of Lithuania"; Resolution No. 480 of the Government of the Republic of Lithuania of April 18, 2003, "On the Approval of the Description of General Requirements for Websites and Mobile Applications of State and Municipal Institutions and Agencies."
General requirements
9. The VAS is procured as a service (“Software as a Service – SaaS”), and VPT does not allocate any of its own resources (servers, licenses, data repositories, etc.), except where an e-mail address is required. The Provider must ensure the provision of VAS hosting services and all other necessary resources. The Provider must ensure the possibility (including necessary consultations with the VPT when performing domain configurations) of accessing the VAS at the address specified by the VPT (https://atestacija.vpt.lt/) The Provider must import already issued and revoked certificates, video recordings stored for 6 months, and user profiles with exam results into the VAS system and ensure their availability/verification in the new system. Upon expiry or termination of the contract, the Provider must export and transfer to the VPT all information stored in the VAS environment (questionnaires, valid and expired certificates, etc.) in an open or otherwise VPT-agreed format, within 5 working days from the end or termination of the contract.
10. The Provider undertakes to ensure data security and compliance with the requirements of the General Data Protection Regulation (hereinafter referred to as the GDPR). The Provider may not use user data for any purposes other than those necessary to ensure the operation of the VAS as defined in this Technical Specification. The Provider is not entitled to transfer user data to third parties unless this is necessary for the provision of the services specified in this Technical Specification and/or in the contract.
11. The Provider shall not have the right to use user data for direct marketing, profiling for advertising purposes, or similar activities.
12. No advertising (advertisement banners, pop-ups, etc.) may be present in the VAS environment, except for the Provider’s name, the name of the software used, and links to the Provider’s website, provided these are agreed in advance with the VPT.
13. [bookmark: _Hlk94861828]VAS must comply with European harmonized standard EN 301 549 "Requirements for the accessibility of information and communication technology products and services" and the Web Content Accessibility Guidelines WCAG 2.2 prepared by the World Wide Web Consortium (W3C) at a level of compliance not lower than AA or the requirements of an equivalent standard. The VAS environment (notes, notifications, and other elements) must be presented in Lithuanian. The Provider must prepare and submit a user manual in Lithuanian (providing information step by step), which may be adjusted by the VPT. The user manual must also be made available within the VAS environment and accessible to every user. In the event of changes during the use of the VAS, the supplier must update and post the instructions within 1 (one) working day, inform the VAS administrator thereof, and submit them to the VAS administrator.
14. The VAS must have the capability, in certain places (for example, before taking the test), to present users with a mandatory requirement to familiarize themselves with the rules prepared by the VPT, with the confirmation of such familiarization given by clicking a button or by another mechanism. The rules prepared by the VPT will be provided during the implementation of the contract.
15. The VAS must provide users with the ability to send notifications directly from the VAS to the VPT about identified content or technical errors, as well as to submit a satisfaction rating.
16. VAS error messages must be formulated in such a way that the user clearly understands what errors or inconsistencies have been identified by the system during use and what further actions need to be taken in order to continue working.
17. The VAS must preserve the identity of the VPT in accordance with the submitted Style Guide. This requirement must be coordinated with the VPT and implemented during the performance of the contract.
18. The VAS user and VPT administrator interface must be implemented in a web browser environment and must be compatible with the latest versions of Microsoft Edge, Mozilla Firefox, Chrome, and Safari browsers. Since a significant number of future users may not have administrator rights on their computers, no additional software add-ons requiring administrator rights for installation are allowed.
19. [bookmark: _Hlk94862071]The functionality for users to log in to the VAS using the VIISP electronic identity verification service must be implemented within one month from the date the contract enters into force. User data in VAS must be automatically updated when user data changes in the VIISP system, while retaining the history of previous data (last change).
20. The user login window (home page) must provide the possibility to display informational and relevant messages/announcements (with the option to include an active link) to the user, or alternatively, after logging into the VAS environment, there must be a possibility for such a message to appear in a designated field (also with the option to include an active link).
21. It must be possible for the user to pay for the exam through the VIISP service. More information about this service can be found here: https://www.epaslaugos.lt/portal-admin/content/1253.
22. The VAS must have the capability to import exam questions in a format agreed upon in advance with the VPT (e.g., AIKEN or another format).
23. The VAS must allow images in JPG, PNG, or other visual formats to be attached to each exam question. 
24. The VAS must allow the selection of exam question types from the following options: multiple-choice (selecting the correct answer from several options), open-ended question, single correct answer, arranging answers in sequence, as well as other additional question types if required.
25. It must be possible to compose an examination using more than one type of question, in accordance with the requirements of paragraph 23.
26. VAS exam questions must be automatically selected from the question bank, either randomly or with the option to select mandatory questions from the bank.
27. The VAS must provide the option to randomize the order of the answer choices while keeping the correct answer marker attached to the correct answer text.
28. During the exam, the user must be able to return to any question and change the selected answer (i.e., the exam system must ensure that users have access to a question navigation area), and doing so must not invalidate the answers previously selected in other questions.
29. The VAS must allow the assignment of weight or points to each correct answer.
30. The VAS must allow exams to be evaluated in points, with the minimum passing score specified either as a number of points and/or as a percentage (e.g., minimum passing score – 80% of points).
31. The VAS must enable the VPT to create and edit the certificate template without programming knowledge, or alternatively, the Provider must do this after coordinating all necessary certificate attributes with the VPT. A QR code must be configured on the certificate, and a publicly accessible tool (without login) must allow the certificate to be verified either by scanning the QR code or by entering the certificate number. The tool must display the user’s initials, whether the certificate is valid/invalid, and the dates of entry into force and expiration.
32. According to the specified criteria for the issuance of the certificate, the VAS automatically generates the certificate. It is provided in the VAS user profile itself and is additionally sent automatically by e-mail, which the user has specified with the generated certificate attached. The data of the generated user certificates (e.g. username, surname, certificate number, certificate status) as well as the certificates themselves and their list are available to the VAS administrator VAS. 
33. The VAS must allow the administrator to view when users have taken the test (date, time – hour and minutes), as well as statistics on the questions answered, including how many participants answered the same question correctly and how many incorrectly.
34. The VAS must allow the reuse of previously created exam questions when forming new exams, with filtering options by topic, type of question, teaching material, or parts of the material to which the questions are linked.
35. The VAS must generate an audit trail for each exam taken, including the exam result and marked potential incidents, and must allow filtering of these according to different attributes. Audit trails, including the complete sequence of the exam, must be stored for at least 6 months.
36. The VAS administrator must be granted access to each user’s individual exam, including the result, the sequence of exam questions, and the analysis (answered correctly/incorrectly, the points/percentage awarded for each question). The VAS administrator must have the ability to manually approve or reject a particular answer as correct/incorrect (note: such changes are only made after the VPT has reviewed and upheld a user’s complaint, or upon the decision of the Lithuanian Administrative Disputes Commission or a court). Accordingly, the VAS must automatically recalculate the final exam score and, if the minimum or higher passing score is achieved, automatically generate the certificate in the system and send it to the user by email.
37. The Provider must provide logins to the VAS administrators and train them according to a schedule agreed in advance with the VPT.
38.  The VAS administrators appointed by the VPT must be provided with administrator instructions in Lithuanian.
39. The VAS must include functionality allowing the administrator to revoke a certificate and, after revocation, to reinstate it (note: such changes may only be made in accordance with the procedures established by the VPT, or by decision of the Lithuanian Administrative Disputes Commission or a court).
40. The system must include functionality allowing the user to track the time (a specified duration, e.g., 15 min, 20 min, 30 min, etc.) allocated for reviewing test results and incorrectly answered questions (including questions, selected answers, or other information defined in the test settings). Once the exam has been completed in the VAS, the system must display a timer showing the remaining time of access to the test results with an active link to the results, and once the time expires, block further review of the results.
41. During the exam, the user must have the ability to continuously see their own image as captured by the webcam. 
42. When the VAS administrator reviews the exam session, both the user’s desktop view and the front camera view must be visible in the same window, allowing for more accurate assessment of the user’s actions. The system must also provide functionality to speed up or slow down video playback. The video must have sound.
43. The VAS, together with its functionalities and specified requirements, must be implemented within 30 (thirty) calendar days from the date the contract enters into force.
Sample VAS Process Diagram
45. Below is a sample possible VAS process diagram for the user and the requirements for the implementation of this process. The Provider may propose a more optimal VAS operation process, in accordance with the requirements set out in this Technical Specification.
[image: Diagram

Description automatically generated]
[bookmark: _Toc47027289]Figure 1. Sample VAS Process Diagram
	Process name
	Process Participant
	Implementation Requirements

	Process Start
	User
	1. The user accesses the VAS via the internet link.

	Login
	VAS
	2. The user is redirected to VIISP.

	VIISP
	VAS
	3. The user logs in via VIISP and a user account is created in the VAS.

	BankLink
	VAS
	4. The user must be able to pay for the exam in real time through the VIISP service.

	Exam Date Confirmation
	VAS
	5. Upon successful completion of step 4, the user gains access to take the exam.

	Technical Integrity Check
	VAS
	6. Before the user starts the exam, the VAS must verify that the computer components, including (but not limited to) the webcam and microphone, are properly prepared, that no other programs are running except the VAS, that no additional monitors are connected, and must inform the user whether there are any technical obstacles to taking the exam. 
7. The user verification process should not take longer than 20 minutes.

	Exam Session
	VAS
	8. The VAS must have the capability to request and capture via the computer’s webcam the user’s image, the user’s ID document (identity card, passport, driving licence), and the user’s environment. It must also monitor the user’s behaviour throughout the exam by analysing the video feed (via photo or video comparison methods or using artificial intelligence). 
9. The VAS must be able to use the computer’s microphone to verify that there are no additional voices present during the exam that could assist the user in answering the questions. 
10. The VAS must monitor the user’s computer activity in order to record actions such as opening other programs (e.g., documents, other browsers with prepared information), messaging applications, and detect prohibited actions (e.g., shifting gaze, use of headphones/phones or other external tools not approved by the VPT, user substitution, background noise, or detection of other individuals in the environment). The exam must be blocked from being taken in a virtual machine. 
11.  The planned exam duration is up to 2 hours, but it must be possible to configure another duration.
12. At the end of the exam, the user must confirm completion. When the allocated time expires, the VAS must inform the user and automatically confirm completion. After the exam, the VAS must display the user’s exam result.
13. After the exam, functionality must allow the user to track the time (a specified duration, e.g., 15 min, 20 min, 30 min, etc.) allocated for reviewing test results and incorrectly answered questions (questions, chosen answers, or other information defined in the test settings). The system must show a timer (indicating remaining access time with an active link to results) and block further review once the time expires.
14. The VAS must generate a sequence log of the user’s actions.

	Automatic Exam Evaluation
	VAS
	15. If no prohibited actions are detected (or fewer than the threshold defined by the administrator, to be agreed during contract implementation) and the minimum passing score is achieved (according to the VPT’s grading rules), the VAS must mark the exam as passed in the user’s profile. 
16. The VAS must generate the result of each exam within no more than 2 hours after completion.

	Certificate Issuance
	 
	17. For users who pass the exam, the VAS must generate an electronic certificate in the system and automatically send it by email to the user with the certificate attached. Certificates are generated automatically for all users who achieve the minimum passing score and for whom no prohibited actions were detected (or the number of such actions was below the threshold set by the administrator, to be agreed during contract implementation). If prohibited actions were detected, a certificate is only generated after the administrator reviews them and manually confirms in the system whether the user may or may not be issued a certificate.
18. After reviewing prohibited actions, if the administrator concludes that a certificate can be issued and records this in the system, the certificate is automatically generated and emailed to the user with the certificate attached.
19. If the administrator, after reviewing the prohibited actions recorded by the VAS and in accordance with the procedures established by the VPT, decides that the user should not be issued a certificate, this is marked in the VAS, and the certificate is not generated. 
20. The user must be able to download/print the certificate available in their profile.
21. Functionality must be provided for the administrator to revoke an already generated electronic certificate, and the VAS must maintain a registry of revoked certificates.

	User Notification
	VAS
	22. The VAS must notify the user if the certificate is not issued (withheld), indicating the reason (e.g., failure to achieve the minimum passing score, or detection of prohibited actions). 
23. A list of users who passed/failed must be generated, with links to their exam session logs. The logs must allow the review of video recordings of the exam (both the user’s webcam feed and the exam window) with recorded audio, detected user actions (opening other programs such as documents, other browsers with information, messaging applications), and marked prohibited actions. The administrator must have the ability to download such recordings (with prohibited actions identified) in MP4, WEBM, or other widely available formats.

	Exam Retake
	
	24. Functionality must define the conditions for retaking the exam when the result is below the minimum passing score, when prohibited actions were detected and the certificate not issued, or when the certificate was revoked for other cases defined in the regulation
25. Functionality must allow the purchase of exam retakes. The process works as follows: at first login, the person purchases the exam. If the user fails the exam, they can purchase a retake from their profile. The number of retakes is unlimited. 
26. Functionality must allow restrictions to be configured for exam retakes (e.g., retakes allowed only after 14 days; if the certificate is revoked, retake possible only after 30 days, etc.). 
27. The exam retake functionality must be automated, i.e., if the user fails the exam or a retake, the system must automatically generate the next retake (in accordance with the restrictions set), without requiring the administrator to manually create additional retakes.


 
Services
44. The Provider must, no later than within 7 (seven) calendar days from the effective date of the contract, organize a meeting with VPT to discuss the implementation of the contract, agree on technical details, and define the service delivery schedule. If necessary, both the Provider and the VPT, in order to ensure proper implementation of the contract, may organize additional meetings not specified in this Technical Specification or the contract during the entire term of the contract.
45. The Provider must provide maintenance services for the VAS system. The maintenance services must include updating the system to the latest version released by the manufacturer. The update must be coordinated in advance with the VPT and carried out no later than within 60 (sixty) calendar days from the release of the latest version (except in cases where the VPT, for objective reasons, refuses the update or postpones it to a later date). The VPT must have the ability to register fault or malfunction reports (hereinafter – “errors”) through the Provider’s helpdesk or by other electronic means. Maintenance services shall be provided during working hours (from 08:00 to 17:00 Lithuanian time), Monday to Friday.
46. The VAS must be capable of generating reports from various perspectives (incidents, failures, various exam statistics – types and frequency of cheating incidents, number of users, etc.). The final list of reports shall be subject to negotiation and will be specified in the invitation to submit the final offer.
47. A VAS malfunction is considered a situation in which the user, due to deficiencies in software functionality, is unable to perform required functions (e.g., a function does not work, the system fails, or functions operate incorrectly).
48. VAS critical error – when a VAS malfunction has been identified that prevents users or administrators from performing the necessary functions and there is no alternative solution, for example:
· it is not possible to connect to the VAS, for reasons that depend on the Provider;
· unstable VAS operation (actions cannot be executed, system error messages appear, actions are not saved);
· inability to use core VAS functions (creating, saving, evaluating new questions, uploading documents);
· performance degradation where a system action takes longer than 15 (fifteen) seconds (i.e., the time between user or administrator actions while waiting for the system’s response).
49. Critical errors must be eliminated no later than within 8 (eight) working hours from the moment the complaint is submitted by the VPT electronically (e.g., via the IT Service Desk portal), by phone, or by email. The Provider’s initial response time must not exceed 1 (one) working hour from the moment the complaint is submitted. The Provider’s initial response time must not exceed 1 (one) working hour from the moment the complaint is submitted. If the malfunction cannot be rectified within 8 (eight) working hours (as agreed between the Provider and the VPT), the Provider must prepare a status and action plan, which must be submitted to the VPT within 12 (twelve) working hours. Further actions shall be carried out in accordance with the status and action plan agreed upon by both parties.
50. Non-critical error – when the identified malfunction hinders the performance of essential functions, but an alternative solution exists, or when the identified malfunction does not affect the functionality of the system (for example, inaccurate on-screen system messages or other malfunctions that do not have a noticeable negative impact on the work of system users or the administrator), as well as a performance slowdown when a system operation takes longer than 5 (five) seconds but less than 15 (fifteen) seconds (i.e., the time interval between user or administrator actions during which they have to wait for the VAS system’s result).
51. Non-critical errors must be rectified within 5 (five) working days from the moment the complaint is submitted by the VPT electronically (e.g., via the IT Service Desk portal), by phone, or by email. The Provider’s initial response time must not exceed 1 (one) working hour from the moment the complaint is submitted.

52. The Provider must provide consultations regarding current system operation issues that do not require additional preparation. Such inquiries must be resolved within 1 (one) working day by phone and/or email.
53. [bookmark: _Toc74069254]The system must allow the ordering of development services.
54. Services must be provided throughout the duration of the contract.
55. When providing the services, the Provider undertakes to comply with environmental protection requirements: avoid using paper reports or delivery-acceptance acts; prepare all documentation electronically and submit it to the VPT only in electronic format. The results of provided services (e.g., reports, status and action plans, etc.) and service delivery-acceptance acts must be prepared and signed electronically, and meetings shall be conducted remotely.
Provision of development services
56. The maximum number of development service hours is 500 (five hundred) working hours. The VPT is not obliged to order the full amount of development services.
57. Development services are provided during the term of the contract according to the actual needs of the VPT. When such a need arises, the VPT shall submit a request to the Provider by email or by other means agreed during the implementation of the contract for the provision of specific VAS development services.
58.  Unless otherwise agreed in the specific case of the order, the Provider must execute the order for development services in the following order: 
58.1. Prepare and agree with the VPT on a calendar plan for the provision of services (hereinafter – the Plan);
58.2. After agreeing on the Plan with the VPT, the Provider must allocate the necessary resources and provide the services according to this Plan;
58.3. Ensure that the developed or modified functionality does not negatively affect the performance of existing and newly created processes or user efficiency;
58.4. Test and verify the developed or modified functionality. Upon request from the VPT, the Provider must submit detailed results of its performed testing;
58.5. The development service shall be deemed fully provided when the Provider and the VPT sign the delivery-acceptance act.
59. After the functionality update, the VPT must, no later than within 5 (five) working days (unless otherwise agreed), review and submit a list of final comments to the Provider. The Provider must correct the indicated comments within 3 (three) working days (unless otherwise agreed).
Other conditions
60. When acquiring this procurement object, a green procurement is carried out: a service is purchased that is not related to the creation of a tangible object, during the provision of which no significant negative environmental impact is expected, no source of pollution is created, and no waste is generated.
61. In this procurement, requirements related to national security are applied. The contracting authority considers that the object of procurement poses a threat to national security if it meets the conditions laid down in Article 37(9)(1) and/or (2) of the Law on Public Procurement (LPP). Suppliers must submit, together with their tender, a declaration of conformity in the form established by the VPT. The contracting authority shall require the supplier who has submitted the most economically advantageous tender to provide one (or, if necessary, several) of the documents referred to in Article 39(3) of the LPP. The contracting authority shall have the right, at any stage of the procurement procedure, to request participants to submit all or part of the documents referred to in Article 39(3) of the LPP. If the manufacturer of goods, the provider of services, or the person controlling them is an enterprise important for ensuring national security, a state enterprise, a municipal enterprise, or a state-owned company and its subsidiaries listed in the Law on the Protection of Objects Important for Ensuring National Security, the above-mentioned requirement shall not apply to such entities.
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