TECHNICAL SPECIFICATION

The Supplier must provide services in accordance with applicable national legislation and other documents: the the Republic of Lithuania Law on Construction, the Law on Spatial Planning, the general and detailed plans of Vilnius City, and other applicable legislation in force.
Definitions
 1.1. “Contracting Authority” shall mean Vilnius City Municipality Administration (hereinafter referred to as the “Purchaser”), Konstitucijos pr. 3, LT-09601 Vilnius, tel. (8 5) 211 2000.
1.2. “Object of the Procurement” shall mean pasitarkime.vilnius.lt support licence (hereinafter referred to as the “Goods”).
1.3. “Supplier” shall mean an economic entity, i.e. a natural person, private legal entity, public legal entity, other organisations and their divisions or a group of such persons with whom the Purchaser concludes a Contract. 
1.4. “Contract” shall mean a public contract concluded between the Purchaser and the successful Supplier for the supply of goods.
1.5. “Order” shall mean information about the specific Goods provided to the Supplier. 
 1.6. “Conflict of Interest”  shall mean a situation where the Supplier (its attorneys-at-law, assistant attorneys-at-law, other employees, participants (partners), other persons engaged in legal practice at the same workplace or another workplace using the same trademark) are or may be contrary to the interests of the Purchaser during the procurement procedures and the term of the Contract, as well as when the supply of the Goods to the Purchaser may pose a risk of breach of confidentiality, loyalty, acting exclusively in the interests of the Purchaser, or gaining an unfair advantage. In the event of a conflict of interest or a potential conflict of interest, the Purchaser shall have the right to authorise the Supplier to supply specific goods in writing.
1.8. “Goods” shall mean the website support as described in this Technical Specification below.
2. Object of the Procurement shall mean the licence to use the public engagement website (hereinafter referred to as the “Goods”). Description of the Object of the Procurement. 
 Currently, Vilnius City Municipality Administration (VCMA) needs to maintain the existing public engagement platform. 
2.1. Objective of the project:
The objective shall be to purchase a licence that shall support the operation of the public engagement website owned by VCMA and activate the functions detailed in the technical specifications of this procurement. The licence to be purchased must support a website where all information about opportunities to participate in urban development and urban development-related projects can be found.  
The licence to use the public engagement website shall be purchased for a period of 24 months. The maximum amount allocated for the purchase shall be EUR 150,000 including VAT (EUR 123,966.94 excluding VAT).
2.2. The Supplier shall supply the following Goods: 
2.2.1. Within 5 working days from the date of entry into force of the public contract, the Supplier shall enable the Purchaser to use the website functions specified in this Technical Specification.
2.2.2. The platform shall provide for: 
2.2.2.1. At least 8 website administrator roles: at least eight users with administrator rights can configure and monitor the platform’s activities;
2.2.2.2. An unlimited number of project manager roles: project managers can set up and run projects with detailed supervision.

2.2.4. The purchased licence must allow the following functions:
2.2.4.1. Access to participation tools: access to a full set of participation tools designed to engage the community, including surveys, voting, idea generation, mapping and participatory budgeting. This set of tools shall include all the basic tools needed for citizens to get involved in the decision-making process.
2.2.4.2. Customised layout and URL: the platform’s appearance must be customised to match the brand of Vilnius City Municipality Administration, including individual home pages and URLs, ensuring smooth integration into existing digital resources.
2.2.4.3. Content creation and page design tools: using a drag-and-drop interface, it is easy to create individual pages, project timelines and content. This feature should be intuitive and accessible even to users without technical skills who want to create attractive and visually distinctive pages.
2.2.4.4. Smart groups and extended access rights: the ability to create user groups with different access levels so that the right people are involved in the right projects. Access rights should allow visibility and participation to be controlled according to group segmentation.
2.2.4.5. Artificial intelligence (AI) data processing: deeper analysis of citizen feedback using AI technologies. The ability to automatically categorise, tag and analyse large amounts of data to identify key trends and recurring issues. AI modules: Sensemaking – text analysis, auto-tagging, sentiment, demographic insights, Q&A insights.
2.2.4.6. Automated moderation: automatically detects inappropriate content and ensures an ethical discussion environment, reducing the need for constant human supervision.
2.2.4.7. Dashboards and reporting tool: ability to visualise and export reports summarising project activity, engagement metrics, and community feedback.
2.2.4.8. Ability to create document annotations: platform users can leave comments directly in documents (e.g., PDFs, urban planning maps).
2.2.4.9. Ability to link pages and projects: page linking capabilities that allow different projects to be linked together and multi-stage engagement processes to be created. 
2.2.4.10. Advanced style options: provide access to custom fonts and other design solutions.
2.2.4.11. Data digitisation: automatic transcription and data upload from handwritten documents using OCR technology.
2.2.4.6. Automatic translation of the platform into English and Russian. 
2.2.5. The licensed website must meet the following security and accessibility requirements:
2.2.5.1. ISO/IEC 27001 certification (BSI audit)
2.2.5.2. OWASP Top 10 (2017) risk management:
· A1 – SQL/JS injection prevention through ORM, validation and testing;
· A2 – Use of industry authentication components (JWT), annual penetration tests;
· A3 – TLS 1.2+, data encryption during transmission and at rest;
· A4–A10 – JSON instead of XML, limited CORS, policy layer for access control, continuous library updates, centralised logging system with alerts.
2.2.5.3 Audit logs: all important events (e.g. creation, editing, deletion of records) are recorded in the Management Feed.
2.2.5.4 Ensure universal design of the platform – accessibility for people with disabilities – in accordance with the WCAG 2.1 AA standard, which would be confirmed by a certificate. 
2.2.5.5. Security headers 
A security level of at least A must be ensured according to SecurityHeaders.com. It is recommended to configure the following headers: 
· Content-Security-Policy (CSP) – restrict resources to approved sources only. 
· X-Frame-Options – SAMEORIGIN or DENY (protection against clickjacking attacks). 
· X-Content-Type-Options – nosniff (prevents MIME sniffing attacks). 
· Strict-Transport-Security (HSTS) – forces the use of HTTPS only. 
· Referrer-Policy – no-referrer-when-downgrade or strict-origin-when-cross-origin. 
· Permissions-Policy – control access to camera, microphone, GPS, etc.
2.2.5.6. The supplier shall fix any security vulnerabilities free of charge.
2.2.6. Data protection requirements:
2.2.6.1. The data management structure must allow Vilnius City Municipality to be the data controller and the Supplier to be the data processor.
2.2.6.2. The platform users shall be guaranteed access to information about the processing of their data: access to data, editing, deletion, data portability, objection to processing and profiling. All actions must be possible directly through the user’s profile or by contacting the Supplier;
2.2.6.3. User consent to the platform’s personal data policy must be managed through a cookie management tool; separate management for automatic and manual emails.
2.2.6.4. When registering a new platform user, the mandatory data to be provided should be minimised to name and email address; additional registration fields may be optional.
2.2.6.5. The Vilnius City Municipality Administration retains 100% ownership rights to the data.
2.2.7. Technical requirements for the licensed website and integration with other information systems and products: 
2.2.7.1. The platform must have a documented REST API (Application Programming Interface) based on the REST (Representational State Transfer) principle. It allows other programmes or systems to automatically exchange data with this system.
2.2.7.2. The platform must have PowerBI integration: a ready-made template for reports; data flows can be created.
2.2.7.3. Integration with: ESRI ArcGIS; automatic translation system, PDF document annotation product, OCR (Form Sync) system. 
2.2.8. Requirements for licence management:
2.2.8.1. Ensure support and cooperation throughout the term of the contract and the supply of goods;
2.2.8.2. Introduction to additional platform features: if necessary, ensure that the municipal team is well prepared to make the most of the advanced capabilities of the platform;
2.2.8.3. Dedicated project manager: a dedicated contact person who provides ongoing consultation.

3. Procedure for ordering and supplying Goods:
3.1. Goods shall be purchased during the 24-month term of the Contract. The Purchaser shall submit an order for the supply of Goods to the Supplier by e-mail;
3.2.  The Supplier shall supply the developed platform in Lithuanian and provide support services.
3.3. The Supplier shall accept the order and provide the ordered Goods.
3.4. After fully and properly delivering the Goods in accordance with the relevant order submitted by the Purchaser, the Supplier shall submit a transfer-acceptance certificate for the delivered Goods to the Purchaser for approval, which, once approved by the Purchaser, shall serve as the basis for issuing and submitting an invoice for the delivered Goods for payment.
4. Obligations of the Supplier:
The Supplier shall undertake to deliver the Goods on time and in good quality, to communicate as necessary, to warn the Purchaser about any risks related to the Goods;
4.3. The Supplier shall submit the final version of the platform, which must fully comply with the requirements specified in the technical specifications and the comments submitted by the Purchaser (if any) within the period specified in the Contract. Activation of the system licence shall be carried out within 25 days from the date of entry into force of the Contract; by mutual agreement between the parties, the term may be extended once by mutual agreement, but for no longer than 1 month. The term of the licence and website maintenance shall be 24 months. 
4.4. During the supply of the Goods, the Supplier shall undertake to consult the Purchaser and provide all necessary information on matters related to the supply of the Goods, when the Purchaser presents the results of the Goods to state institutions or the public, as well as to the company performing the audit of the Purchaser. 
4.5. When supplying the Goods, the Supplier shall undertake to comply with the requirements of the laws of the Republic of Lithuania applicable to the Goods being purchased and undertakes to use all necessary skills and to perform all its obligations carefully and diligently, in accordance with recognised standards of professional ethics;
4.6. At the Purchaser’s written request, the Supplier shall arrange for the delivery of the Goods in a format, on a date and at a time agreed with the Purchaser, no later than within 4 (four) working days from the date of submission of the request. 
4.7. The Supplier must ensure the availability of all infrastructure during the term of the platform licence.
5. Obligations of the Purchaser:
5.1. The Purchaser shall undertake to pay for the Goods delivered properly and on time in accordance with the procedure established in the procurement documents, based on the invoices submitted by the Supplier, which shall be issued only on the basis of the certificate of transfer and acceptance of the Goods approved by the Purchaser. 
5.2. The Purchaser shall undertake to cooperate with the Supplier and provide the Supplier with the information necessary for the proper supply of the Goods.

