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[bookmark: _Toc183437886][bookmark: _Toc185322374]Terms and abbreviations
1. Terms and abbreviations used are presented in table 1 “Terms and abbreviations used “.
[bookmark: _Toc185319843]1 table. Terms and abbreviations used
	Term/abbreviation
	Description

	Contracting Authority, CA or Buyer
	Registrų Centras or RC

	D&D
	Documents and datasets

	ESPBI IS
	Electronic information system of health services and cooperation infrastructure (Elektroninė sveikatos paslaugų ir bendradarbiavimo infrastruktūros informacinė sistema)

	FHIR
	Fast Healthcare Interoperability Resources

	IPR
	Išankstinė pacientų registracija (preliminary patient registration)

	IPR IS
	IPR information system

	HIS
	Hospital information system

	IHE
	Integrating the Healthcare Enterprise

	IS
	Information system

	PHCI
	Personal health care institution 

	Procurement
	IPR IS database separation services

	RC
	Registrų centras (Registry Centre)

	RPO
	Requirements for Object of Purchase

	SAM
	Sveikatos apsaugos ministerija (Ministry of Health)

	Solution
	Software developed during the provision of services described in this technical specification.

	Supplier
	The compony that is providing software development services for the implementation of the project.

	System
	ESPBI IS

	SMS
	Short message service



[bookmark: _Toc183437887][bookmark: _Toc185322375]Legal acts regulating the modernization and operation of the information system and the provision of services
2. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons regarding the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation - GDPR)
3. Law on Legal Protection of Personal Data of the Republic of Lithuania
4. Law on the Health System of the Republic of Lithuania
5. Law on Healthcare Institutions of the Republic of Lithuania
6. Law on Health Insurance of the Republic of Lithuania
7. Law on the Rights of Patients and Compensation for Health Damage of the Republic of Lithuania
8. Law on Nursing and Midwifery Practices of the Republic of Lithuania
9. Description of Organizational and Technical Cybersecurity Requirements Applicable to Cybersecurity Entities, approved by Resolution No. 818 of the Government of the Republic of Lithuania of 13 August 2018 on the Implementation of the Law on Cybersecurity of the Republic of Lithuania
10. Order No. 515 of the Minister of Health of the Republic of Lithuania of 29 November 1999 on the Accounting and Reporting Procedures for the Activities of Healthcare Institutions
11. Order No. 65 of the Minister of Health of the Republic of Lithuania of 1 February 2001 on the Approval of the Procedure for Providing Information about Patients to State Institutions and Other Entities and the Establishment of Criteria for Health Information Confidentiality (as amended by Order No. V-1328 of the Minister of Health of the Republic of Lithuania of 21 November 2018)
12. Order No. 112 of the Minister of Health of the Republic of Lithuania of 8 March 2002 on the Approval of the Rules for Prescription Writing and the Dispensing of Medicinal Products, Medical Devices, and Reimbursable Medical Aid Items in Pharmacies, as well as the Storage of Paper Prescriptions after the Dispensing of Medicinal Products, Medical Devices, and Reimbursable Medical Aid Items in Pharmacies
13. Other legal acts regulating the operation of state information systems, data security, and functions.
14. Law on the Management of State Information Resources of the Republic of Lithuania
15. Description of the Procedure for the Establishment, Development, Modernization, and Liquidation of State Information Systems, approved by the Government of the Republic of Lithuania on February 27, 2013, by Resolution No. 180 "On the Approval of the Description of the Procedure for the Establishment, Development, Modernization, and Liquidation of State Information Systems"
16. Methodology for the Management of the Life Cycle of State Information Systems, approved by Order No. T-29 of the Director of the Information Society Development Committee under the Ministry of Transport and Communications on February 25, 2014, "On the Approval of the Methodology for the Management of the Life Cycle of State Information Systems"
17. Law on Cybersecurity of the Republic of Lithuania
18. Description of General Requirements for Electronic Information Security and Guidelines for the Content of Security Documents, approved by the Government of the Republic of Lithuania on July 24, 2013, by Resolution No. 716 "On the Approval of the Description of General Requirements for Electronic Information Security and Guidelines for the Content of Security Documents" and the Lithuanian Standards LST EN ISO/IEC 27002 and LST EN ISO/IEC 27001
19. Recommendations for Data Provision Formats and Standards, approved by Order No. T-36 of the Director of the Information Society Development Committee under the Ministry of Transport and Communications on March 25, 2013, "On the Approval of Recommendations for Data Provision Formats and Standards"
20. Methodological Recommendations for Ensuring User-Friendliness of Public and Administrative Electronic Services, approved by Order No. T-65 of the Director of the Information Society Development Committee under the Ministry of Transport and Communications on May 5, 2014, "On the Approval of Methodological Recommendations for Ensuring User-Friendliness of Public and Administrative Electronic Services"
21. Technical Supervision Recommendations for Projects that Develop Electronic Services and IT Solutions, approved by Order No. T-126 of the Director of the Information Society Development Committee under the Ministry of Transport and Communications on November 22, 2017, "On the Approval of Technical Supervision Recommendations for Projects that Develop Electronic Services and IT Solutions"
22. Methodological Recommendations for Creating and Testing Websites Adapted for People with Disabilities, approved by Order No. T-237 of the Director of the Information Society Development Committee under the Ministry of Transport and Communications on December 27, 2011
23. Methodology for the Development of Electronic Services, approved by Order No. 3-416(1.5 E) of the Minister of Transport and Communications of the Republic of Lithuania on October 7, 2015, "On the Approval of Methodological Documents"
24. Open Web Application Security Project (OWASP) Testing Guide v4, Penetration Testing Execution Standard (PTES), Open-Source Security Testing Methodology Manual (OSSTMM), Information Systems Security Assessment Framework (ISSAF), SANS, NIST SP 800-30, or Equivalent Security Testing Methodologies.
Related legal acts that need to be amended:
25. The model of the functional, technical, and software architecture of the Lithuanian e-Health system, approved by the Minister of Health of the Republic of Lithuania on October 2, 2019, by Order No. V-1119 "On the Approval of the Functional, Technical, and Software Architecture of the Lithuanian e-Health System."
26. Requirements for the integration of healthcare institutions’ information systems with the e-Health services and cooperation infrastructure, and technical conditions, approved by the Minister of Health of the Republic of Lithuania on December 17, 2010, by Order No. V-1079 "On the Approval of the Requirements for the Integration of Healthcare Institutions’ Information Systems with the e-Health Services and Cooperation Infrastructure."
27. Description of the Procedure for the Use of the Electronic Health Services Cooperation and Infrastructure Information System, approved by the Minister of Health of the Republic of Lithuania on May 26, 2015, by Order No. V-657 "On the Approval of the Procedure for the Use of the Electronic Health Services Cooperation and Infrastructure Information System."
28. The regulations of ESPBI IS are adjusted in accordance with the Description of the Procedure for the Establishment, Development, Modernization, and Liquidation of State Information Systems, approved by the Government of the Republic of Lithuania on February 27, 2013, by Resolution No. 180 "On the Approval of the Description of the Procedure for the Establishment, Development, Modernization, and Liquidation of State Information Systems."
29. The technical description (specification) of ESPBI IS is prepared after the updated ESPBI IS regulations are approved. The technical description (specification) of ESPBI IS is prepared in accordance with the Description of the Procedure for the Establishment, Development, Modernization, and Liquidation of State Information Systems, approved by the Government of the Republic of Lithuania on February 27, 2013, by Resolution No. 180 "On the Approval of the Description of the Procedure for the Establishment, Development, Modernization, and Liquidation of State Information Systems."
30. Data security provision of IPR IS, approved by Minister of Health of Republic of Lithuania on July 3, 2019, by Resolution No. V-777 "On the Approval of the Data Security Provisions and the Procedures for the Implementation of Data Subject Rights in the Electronic Health System Information Systems Managed by the Ministry of Health of the Republic of Lithuania and Administered by the State Enterprise Registrų Centras in the Preliminary Patient Registration Information System."
Provision of IPR IS, approved by Minister of Health of Republic of Lithuania on October 4, 2013, by Resolution No. 920 "On the Approval of the Provisions for the Preliminary Patient Registration Information System"
Technical description of IPR IS, approved by Minister of Health of Republic of Lithuania on August 13, 2014, by Resolution No. BR-2116 "Technical Description (Specification) of the Preliminary Patient Registration Information System (IPR IS)"

[bookmark: _Toc183437890][bookmark: _Toc185322376]Procurement goal and objectives
31. Goal: to improve maintainability and self-sufficiency of IPR IS subsystem in such a way, that further development of IPR IS would not impact the operation of ESPBI core.
32. Objective:
32.1. Separate IPR IS database schema from ESPBI database and deploy it in a separate standalone unit.
32.2. Refactor dataflows that communicate directly with ESPBI core database schema to ensure the functionality of IPR IS and to streamline dataflows.
[bookmark: _Toc185322377][bookmark: _Toc183437891]Issues to be addressed
Low maintainability: Due to implementation of IPR IS refactoring and development of new features often require changes in ESPBI core, which impacts the development time and costs.
Negative performance impact to ESPBI IS: IPR IS generates periodical substantial load on ESPBI database, which negatively impacts the performance of ESPBI IS.
[bookmark: _Toc185322378]DESCRIPTION OF THE CURRENT SITUATION

[bookmark: _Toc185322379][bookmark: _Toc183437892][bookmark: _Ref184290345]Functional structure of ESPBI
32.3. The main parts of the ESPBI IS are as follows:
32.4. Portals: Provides access to ESPBI IS functionality via graphical user interface.
32.5. Subsystems: dedicated modules for specific health care tasks, such as medical images, preliminary patient registration, laboratory test etc.
32.6. Portal Business Logic: Supports the functionality of the portals and subsystems, facilitates interaction with the ESPBI IS data exchange layer.
32.7. Data exchange Layer: Handles HL7 FHIR standard queries and data from the portals and subsystems as well as HIS systems.
32.8. ESPBI IS Database: Stores all the information accumulated by the ESPBI IS and provides that data to healthcare specialists and patients.
33. The diagram and table below present the ESPBI IS logical architecture and its description.
[image: ]
[bookmark: _Toc185319835]fig. 1 Current ESPBI IS logical architecture


[bookmark: _Toc185319844]2 table. Description of ESPBI IS logical architecture
	Layer
	Component
	Description

	Portal layer
	Doctor portal
	Provides services for healthcare professionals working in institutions that do not have healthcare information system.

	
	Patient portal
	Provides personal information and services to authorized users (patients)

	
	Pharmacist portal
	Provides services for pharmacists working in institutions that do not have their own information system.

	
	Administrator portal
	Provides ESPBI administrators capabilities to monitor and manage ESPBI IS.

	Data exchange layer
	FHIR server
	Component that provides data exchange services for FHIR resources.

	
	Restful / SOAP API
	Component that provides data exchange services by using Restful or SOAP services.

	
	Queues
	Component that provides data exchange services by using queues. Used only for informational message exchange.

	Business logic layer
	Patient domain components
	Manage patients access to electronic services

	
	Specialist domain components
	Manage specialists access to electronic services

	
	Pharmacist domain component
	Manage pharmasist access to electronic services

	
	Utility and other components
	Manages utility and other logic for ESPBI such as classifications, data analysis, audit and other. 

	Data layer
	ESPBI database
	FHIR resources and management database designed to store FHIR messages and stores all required information in DB tables, which would be suitable for any analysis, operational automated data verification (according to operational requirements) and their transfer to the information systems of other institutions.

	Subsystems
	LNKC
	Manage and provide nomenclatures to other ESPIB components and HIS.

	
	eLAB
	Manage and ensure data exchange of laboratory tests.

	
	MedVAIS
	Manage and ensure data exchange of medical imagery.

	
	Mobile app
	Representation of medical records to patients and provides access to ESPBI services for patients.

	
	IPR
	Provide a service for patients to register for visits to required specialist.



34. The ESPBI system executes data exchange with various external institutions and systems. The table below highlights the key groups of systems, and the type of information transmitted between ESPBI and these connected systems:

[bookmark: _Toc185319845]3 table. Description of ESPBI IS external information systems
	Component
	Transmitted information

	VIISP/iPasas
	Data related to the EPBI IS users' identity verification service 

	HIS
	Data generated by HIS required for e-prescription management, along with health history records. 
Data generated by HIS for medical imaging, received along with electronic medical history records. 

	Pharmacy IS
	Pharmacists and pharmaceutical specialists provide data for the dispensing of medications or reimbursable medical aid items based on e-prescriptions.

	State information systems and registers
	ESPBI IS receives personal information about patients, as well as details about licensed healthcare professionals and institutions. Additionally, it gathers data related to health insurance status, eligibility for state-funded healthcare, and social benefits.



[bookmark: _Toc185322380]Description of project’s domain

35. The purpose of the IPR IS is to use information technology tools to manage data related to electronic patient registration to healthcare specialists. Objectives of IPR IS:
35.1. To provide a nationwide electronic patient preliminary registration service;
35.2. To enable patients to electronically select a suitable health specialist and schedule a consultation time.
36. From ESPBI architectural point of view IPR IS is a subsystem. As subsystem functionally IPR IS has high level of self-sufficiency, but still depends on some datasets from ESPBI core.
37. Data exchange between IPR IS and ESPBI core is conducted mainly by selecting (or using other direct database access tools to get) data directly from other (either it be IPR IS or ESPBI core) data schema. Data is exchanges bidirectionally. In few specialized cases data exchange is conducted by web API.
38. The figure below depicts the logical architecture of IPR IS and it’s dependencies with ESPBI core. Color coding of the diagram is described in the legend, WS stands for webservice, DB stands for database, BL stands for business logic. Description of the diagram is provided in the table 4. Description of external systems (in diagram color coded as blue) int provided in table 5.

[image: ]
[bookmark: _Toc185319836]fig. 2 Functional architecture of IPR IS
[bookmark: _Ref184291203][bookmark: _Toc185319846]4 table. Description of IPR IS functional architecture
	Component group
	Component
	Description

	ESPBI
	Portals
	ESPBI portal layer. For more information refer to section Functional structure of ESPBI.

	
	ESPBI core
	ESPBI core encompasses ESPBI data exchange layer and business logic layer and provides main business and utility functions of ESPBI IS. For more information about data exchange and business logic layers refer to section Functional structure of ESPBI

	
	ESPBI data schema
	ESPBI data schema is responsible for storing medical documents, organizational data and patient data.

	IPR IS
	IPR portal
	IPR IS’s portal component that provides IPR functionality and is embedded to ESPBI portals using iFrame.

	
	IPR WS
	IPR web services component that acts as data exchange interface for IPR portal and HIS.

	
	IPR BL
	IPR business logic components is responsible for ensuring authorization, data integrity and business processes of IPR IS.

	
	IPR data schema
	IPR data schema is responsible for storing data related to preliminary patient registration. The IPR data schema consists of 227 tables and currently store 2,29 TB of data.



[bookmark: _Ref185254212][bookmark: _Toc185319847]5 table. Description of external system interacting directly with IPR IS
	Component
	Transmitted information

	HIS
	Information systems of hospitals, which use preliminary patient registration services.

	KADA
	The main functionality of this system is to send information provided by IPR IS to patients via SMS messages. This system is owned by RC.

	Mobile app
	A subsystem of ESPBI IS, that provides graphical user interface in the form of mobile application.

	BI tool
	A set of tools that are used to collect and then later analyze data for business intelligence purposes.



39. The figure below illustrates physical distribution of functional components in ESPBI database. Color coding of the diagram is described in the legend, BL stands for business logic.
[image: ]
[bookmark: _Toc185319837]fig. 3 Physical distribution of functional components in ESPBI database diagram
40. The diagram above illustrates a few key design aspects:
40.1. IPR and ESPBI core database schemas are in the same database.
40.2. Majority of IPR BL (business logic) is developed as database procedures.
40.3. Part of ESPBI core BL is developed as database procedures.

[bookmark: _Ref180486780][bookmark: _Ref180486782][bookmark: _Toc183437894][bookmark: _Toc185322381]Technologies
[bookmark: _Toc185319848]6 table. Technological stack of IPR IS
	Oracle EE
	Oracle Database 12c Enterprise Edition Release 12.1.0.2.0 - 64bit Production (will be upgraded to version 19 in foreseeable future and the upgrade might overlap with implementation of this procurement)

	Java
	v11

	Java JWT
	3.4.0

	SpringBoot
	application - 2.6.0, WS - 2.2.0.RELEASE

	Angular
	13.3.3

	Spring
	5.6.0

	Swagger
	3.0.0

	Apache POI
	4.1.2 (Library for reading and writing Microsoft documents)

	Apache HttpClient
	4.5.13

	JUnit Jupiter
	5.8.1 (JUnit 5 testing framework)

	Mockito extention
	1.2.1 (Mockito extension for JUnit 5)

	iTextPDF
	5.5.13

	Jackson
	ws - 2.10.1

	JAX-RS
	2.6.3

	Bootstrap Less
	3.3.8

	Npm
	8.17.0

	Jasmine
	4.1.0

	TypeScript
	4.6.3

	TSlint
	6.1.0



[bookmark: _Toc185322382]DESCRIPTION OF THE DESIRED STATE OF THE SOLUTION
The main objective is to sperate IPR IS database and locate it in a physically separate instance.
41. The solution will be a multipart effort:
41.1. Set up an Oracle database in a separate physical server.
41.2. Recreate the database structures and migrate all the data to a new instance of database.
41.3. Redeploy database procedures to new database instance.
41.4. Create a data exchange functionality to reestablish needed data flow between ESPBI database and IPR database.
42. The diagram below illustrates the to-be physical architecture of ESPBI database and IPR IS database. Arrow depicts direction of dataflow.
[image: ]
[bookmark: _Toc185319838]fig. 4 To-be physical architecture of IPR and ESPBI databases
[bookmark: _Toc183437896][bookmark: _Toc185322383]DESCRIPTION OF FUNCTIONAL REQUIREMENTS
[bookmark: _Toc183437897][bookmark: _Toc185322384]Requirements for relocation of IPR database
43. In the following table functional requirements for relocation of IPR database are provided.
	No. 
	Requirement

	FR-1. 
	A new instance of Oracle database must be created.

	FR-2. 
	An original IPR database table structure and additional functionality related to tables (such as triggers, indexes, etc) must be recreated in the new IPR database instance.

	FR-3. 
	All of the existing IPR IS functionality and components enabling existing IPR IS functionality must be changed, moved (redeployed) and if needed recreated to integrate with new IPR database.

	FR-4. 
	All changes made must ensure not to break current functionality of IPR IS or be changed to maintain that functionality.

	FR-5. 
	Data migration mechanism must be created between original IPR database and new IPR database instance.

	FR-6. 
	Data that is stored in the original IPR database must be migrated to the new IPR database instance. There can be exceptional entities that will not need to be migrated. Rules for these exceptions and exception cases must be negotiated and approved by the Buyer.

	FR-7. 
	Data must be migrated in such a way, that ensures no data loss and no errors during migration.

	FR-8. 
	IPR WS, IPR Portals, IPR BL and other IPR components must be changed to use new instance of IPR database after migration.

	FR-9. 
	Changes to IPR’s external systems must be made to ensure the use of new instance of IPR database after migration.



[bookmark: _Toc183437898][bookmark: _Toc185322385]Requirements for development of IPR communication with ESPBI
44. In the following table functional requirements for development of data exchange are provided.
	No. 
	Requirement

	FR-10. 
	A data exchange solution must be created to ensure data flow from ESPBI to IPR IS in such a way that new IPR DB instance would provide the same functionality as a current IPR database schema.

	FR-11. 
	Current data fetching streams from ESPBI to IPR IS and their components must be reviewed and analyzed. Data stream is a collection of data entities that are exchanged between units of software and is encapsulated in common responsibility or topic. i.e. mobile application data stream, patient information data stream and so on. Data can be exchange in these streams between 
database schemas using views, cursors and other database level data tools or web API based tools.

	FR-12. 
	A set of new data streams from ESPBI to IPR IS and their structure must be described. A set of new data streams must ensure:

	FR-12.1. 
	Current functionality of IPR IS must work with new instance of IPR database.

	FR-12.2. 
	No duplication of attributes retrieval across different data fetching streams.

	FR-12.3. 
	The initiator of data retrieval if possible should be IPR IS.

	FR-13. 
	The final set of data streams and their structures must be negotiated and approved by Buyer during analysis and design phases.

	FR-14. 
	The approved set of data fetching streams, and their components must be refactored.

	FR-15. 
	Up to 30 data streams must be reviewed and if needed - refactored. The amount of data streams is preliminary and can change depending on results of current data fetching streams analysis.

	FR-16. 
	A data exchange solution must be created to ensure data flow from IPR IS to ESPBI in such a way that new IPR DB instance would provide the same functionality as a current IPR database schema.

	FR-17. 
	Current data streams from IPR IS to ESPBI and their components must be reviewed and analyzed.

	FR-18. 
	Up to 15 data streams must be recreated from IPR IS to ESPBI (data exchange initiation is bidirectional). The amount of data streams is preliminary and can change depending on the results of current data fetching streams analysis.

	FR-19. 
	A mechanism for access to IPR IS database procedures must be created.

	FR-20. 
	Changes to ESPBI components that depend on IPR IS functionality must be made to ensure the use of new IPR database instance. The changes must be done in such a way that upgraded ESPBI components would provide the same functionality as current ESPBI components.



[bookmark: _Toc157081865][bookmark: _Toc157700347][bookmark: _Toc183437899][bookmark: _Toc185322386]NON-FUNCTIONAL REQUIREMENTS

[bookmark: _Toc157081866][bookmark: _Toc157700348][bookmark: _Toc183437900][bookmark: _Toc185322387] Acceptance criteria for non-functional requirements
All specified requirements must be implemented.
The Supplier or RC may propose an alternative method for implementing a specific requirement or substitute the requirement with an equivalent functionality that does not negatively affect the objectives, goals, and final results of the Procurement and does not contradict the requirements of the legislation regulating procurement. Each proposed alternative or functionality change must be approved by RC. In the case of substituting a requirement with an equivalent functionality, the Supplier must provide a written justification, including a description of the impact and criticality of the change, demonstrating that it does not affect the overall functionality of the Solution. Additionally, an assessment of the time costs for the replaced functionality must be conducted (detailing the time required to implement the replaced functionality and presenting the time costs for implementing the new functionality). The implementation of alternative specification requirements must follow the change management procedure defined in the Service Delivery Regulation.
The Supplier may propose alternative architectural implementation that ensure equivalent or better System performance, high availability, scalability, interoperability, support, security, and usability. Each proposal must be evaluated and approved by the Buyer.
[bookmark: _Toc183437901][bookmark: _Toc185322388]Requirements for architecture
[bookmark: _Toc183437902][bookmark: _Toc185322389]Requirements for infrastructure usage
Development of the solution must be compatible with the technology stack described in section 2.2.1 Technologies.
The developed solution must use RC hardware infrastructure for the deployment of the solution.
[bookmark: _Toc183437903][bookmark: _Toc185322390]Requirements for availability
The technology stack used for the software developed must be fully compatible with the existing technologies and infrastructure of the Buyer. The solution must leverage existing infrastructure components, such as the RC firewall, wherever applicable, to ensure seamless integration and minimize duplication of resources.
The solution must ensure high availability of services by using software solutions such as messaging queues, message brokers, component duplication, load balancers etc.
Measures used for ensuring solution availability should be automatic in nature (especially in case of incidents) and the only manual intervention should be when system must be reinstated to stable state.
Measures for ensuring availability must be described in detail in design documentation.
The solution must adhere to the principal of 24/7 availability, ensuring continuous uptime without interruption.
Solution must be available 99,99% of the time.
Solution must ensure robustness and fault tolerance measures when user provide incorrect inputs. Solution must provide message to the user about incorrect action and proceed to stable work state.
Data synchronization must not have a negative effect on solutions availability.
[bookmark: _Toc185322391]Requirements for the making and restoration of backup copies
[bookmark: _Toc157081877]The Provider shall define and implement the processes, tools and rules for making backups in accordance with the backup policy provided by RC, using the backup tools and resources available to RC.
The solution must allow you to recover data from backup copies of data. The Provider shall define and implement the processes, means and rules for the restoration of copies.
The solution being developed must be coordinated with the reserve copying equipment available at the Centre of Registers in order to ensure the possibility of manual and automatic backup of all stored data, i.e. the solution must be installed in such a way that the reserve copying equipment available to the Centre of Registers can be fully used (the reserve copying equipment currently used by the Centre of Registers – EMC Networker).
The solution must be coordinated with the reserve copying equipment available at the Centre of Registers, so that technical administrators have the capability to set automatic backup according to the specified frequency, the established place of data storage (logical disk, remote stations, etc.), the categories of documents to be copied, records, documents, as well as to carry out copying of the entire solution’s database.
The solution must be aligned with the reserve copying equipment available at the Centre of Registers so that the technical administrators have the right to initiate the procedure for restoring data from the backup copy. The integrity of the data must be ensured when the data are restored.
The solution must be aligned with the reserve copying equipment available to the Centre of Registers in such a way as to make it possible to generate a log of the reserve copy in the solution and to ensure the possibility to view and print the log in which the following are to be recorded: the date, time of the backup copy, the method of making the backup copy (automatic, manual), the name of the reserve copy file, the place of storage of the reserve copy file and other information agreed during the Project. It must be possible to view and print the journal of the reserve copy.
[bookmark: _Toc185322392]Requirements for performance
The Provider must perform performance test on IPR IS before any changes are deployed and after the deployment of developed solution.
The provider must ensure the following performance requirements for web services:
For simple web services, where the execution time of an individual web service does not exceed 100 milliseconds, when working simultaneously 20000 parallel users, each of whom makes one request per second, the response time must not exceed 2 seconds. 
44.1. For complex web services where the completion time of an individual request exceeds 100 milliseconds, performance criteria must be negotiated and agreed upon with the RC during the development.
44.2. Other exceptional cases for performance criteria must be negotiated and agreed upon with the RC.
During the acceptance testing phase (or any other agreed time), the Provider must ensure that all necessary conditions are in place for RC's representative specialists to conduct performance testing. If required, the Provider must perform any configuration or programming tasks necessary to ensure the test of solution's performance under various usage scenarios. The Provider is not responsible for supplying any software or hardware needed for the execution of the performance testing.
The Provider must carry out the necessary solution programming and / or configuration works, based on the results of the performance tests performed by the RC representatives, if the test results do not meet the performance and speed requirements specified in the above points.
Solution must ensure that the actions taken by the system Users and service users do not block the actions of other system users and service users and do not affect the speed of the solution (unless, for reasons of data integrity, system users and service users are blocked from accessing the data processed by other system users or e-users at that time).

[bookmark: _Toc185322393]Requirements for software and licensed software
The use of the solution must not be limited by license requirements.
Providers used commercial off-the-shelf-software, which is necessary for the operation of the solution, must be accompanied by all the necessary licenses so that the RC does not have to purchase additional licenses (or otherwise invest) for the operation of the software for at least 10 years.
All costs of the required license software must be included in the offer.
If the software offered is licensed depending on the number of users (people or systems) using the solution, the parameters of the servers, etc., the Provider shall provide licenses that ensure the rational and efficient operation and use of the solution.
All necessary licenses must be acquired in the name of the RC. All (named) licenses necessary for operation must be handed over to the RC. The licences submitted should not be valid before the start of the pilot phase and no later than the start of the warranty maintenance phase.
The Provider must guarantee compensation to RC for any claims related to the use of copyrights, patents, licenses, or trademarks associated with the goods or services used in connection with the developed software, except in cases where such claims arise due to the fault of RC.
Acquisition of license for Oracle database is an exception to licensing requirements written in this document. Buyer will provide the Oracle database license.
If existing libraries or sets of libraries that fulfill the required functionality are already in use by the Buyer, the Provider must prioritize reusing these libraries to maintain consistency and system integrity.
In cases where replacement of the Buyer's existing libraries is necessary, the Provider must ensure that such replacements do not disrupt the system's integrity or operational continuity.
Any proposed changes to libraries must be documented and submitted to the Buyer for approval as part of the change management procedure outlined in the Service Provision Regulation. 
The Provider is responsible for ensuring that the reuse or replacement of libraries complies with all licensing agreements and does not infringe on any intellectual property rights.
All software that will be created within the scope of the Service provision must be fully transferred to the RC (all property rights and source codes are transferred). The Provider must deliver the complete source code to the Buyer upon project completion, or as agreed upon in the project milestones.
The source code must be provided in a format that is compatible with the Buyer’s environment and version control system. Any third-party libraries or components used must be clearly identified, along with links to documentation and licensing terms.
The source code must be delivered exclusively on electronic media and must comply with the following requirements:
44.3. The source code must be provided as file packages prepared for deployment, with clear documentation specifying the standard tools and the deployment process.
44.4. Source code must include data migration, launch and other scripts for starting the solution and other information necessary for the successful launch of the system from the source code.
44.5. The source code must be accompanied by comments (indicate documentation, e.g. javadoc or similar documentation of an equivalent programming language) and comply with good practices in the formatting of software code, the designation of variables, methods, and classes or user interfaces.
The source code provided by the Provider must be written in a clear and readable manner to facilitate maintenance, future development, and collaboration. The following standards must be adhered to:
44.6. Use industry-standard formatting guidelines specific to the programming language (e.g., PEP 8 for Python, Google's Java Style Guide, etc.).
44.7. Variable, function, class, and file names must be descriptive and follow consistent naming conventions (e.g., camelCase, PascalCase, or snake_case depending on the language).
44.8. Hardcoded values should be avoided, and configuration files or constants should be used where applicable.
44.9. The source code must be compatible with the GitLab version control system used by RC and must support continuous integration practices.
44.10. RC code repository tool (GitLab) must be used for deployment processes.
44.11. During the development of the solution, RC intends to conduct both automatic and manual source code analysis, as well as code reviews, on the GitLab platform. The Provider agrees to consider these reviews and implement any changes in accordance with the RC’s feedback and comments.
The RC will provide all the necessary resources (hardware) of computing and computer networks, license software necessary for their operation (operating systems, virtualization software, server management, data storage management, network equipment management, data archiving, backup copying), therefore, the price of these components should not be included in the offer price.

[bookmark: _Toc180508236][bookmark: _Toc183437907][bookmark: _Toc185322394]REQUIREMENTS FOR SERVICE PROVISION

[bookmark: _Toc157700370][bookmark: _Toc180508237][bookmark: _Toc182492647][bookmark: _Toc183437908][bookmark: _Toc185322395]Requirements for the workplace
According to the designated procedures, the Buyer will provide access to its resources (hereinafter referred to as "access") for the Provider's employees participating in the execution of the Procurement object (hereinafter referred to as "Provider specialists"):
Provider specialists will be granted access to the Buyer's applications: JIRA, CONFLUENCE.
44.12. Depending on the specifics of the Procurement object, a Provider specialist may be granted access to DB schemas necessary for the execution of the Procurement object in the DEV environment.
44.13. Provider specialists, application programmers will be granted access to the Buyer's GIT repository for managing source text versions of the Procurement object software, and servers dedicated to the execution of the Procurement object in the Buyer's infrastructure development environment (DEV), without granting administrative rights, and necessary DB schemas.
 As required, the Buyer will provide secure remote access – a virtual desktop infrastructure, hereinafter – VDI, through which Provider specialists will access the Buyer's resources necessary for service provision.
As needed, the Buyer may provide Provider specialists' computer workplaces with secure remote VPN access to the resources dedicated to them necessary for the execution of the Procurement object.
Provider's specialists will not be granted access to the Buyer's production data or production environments. All development, testing, and maintenance activities shall be conducted within the Buyer's development (DEV) and testing (TEST) environments using anonymized or synthetic data provided by the Buyer. 

[bookmark: _Toc180508238][bookmark: _Ref180748807][bookmark: _Toc182492648][bookmark: _Toc183437909][bookmark: _Toc185322396]Requirements for ordering additional services
There are dedicated 1000 hours for additional changes.	Comment by Dominykas  Paulikas: Kiek papildomų valandų numatoma projekte?
Services will be ordered via the Buyer's JIRA by submitting tasks – specific tasks are assigned to the Provider's specialist(s), who are previously granted access to the Buyer's.
12 months warranty should be applied to all changes requested by additional ordering of services.
When the provision of services does not start on the date of signing the Contract but from the day the order for services is submitted, then the provision of services will start to be counted from the first task assigned to the Service Provider or their specialist in JIRA.
Amendments to the requirements set out in the RPO, the Technical Specification, or other annexes to the Service Agreement may be initiated by either the Provider or the Buyer. 
Changes may arise due to circumstances that were unforeseeable and uncontrollable at the time of the tender submission or the conclusion of the purchase agreement. These include situations that could not have been reasonably foreseen and controlled, as well as the risks associated with such occurrences.
Any amendment must be implemented after both the Supplier and the Buyer have approved the change in writing, formalizing the agreement as an annex to the contract. Implementation must comply with the terms of the Service Agreement and this technical specification, adhering to the principles of public procurement. The following activities should be applied, considering the nature of the change:
44.14. Document the effect of the change, assess its criticality level (minor, medium, critical), and describe the consequences.
44.15. Ensure the change is not critical and does not affect the functionality of the entire solution.
44.16. If the change is functional, ensure it is marked on the test plan and will be additionally tested.
44.17. Document changes made to technical documentation and business processes related to the change in functionality.
44.18. Ensure the change is authorized and signed by a person authorized by the Buyer.
44.19. Ensure the change is notified to all parties involved in the provision of the Services.
44.20. Ensure the change does not complicate the achievement of the procurement goals.
44.21. Ensure any changes related to functionality are entered in the change log.
If the change in functionality is carried out without following the procedures set out above, such a change is considered invalid.
[bookmark: _Toc182492649]
[bookmark: _Toc157700372][bookmark: _Toc180508239][bookmark: _Toc182492651][bookmark: _Toc183437910][bookmark: _Toc185322397]Requirements for RPO implementation
The Provider or Buyer may propose an alternative method of implementing a separate RPO requirement or exchanging a requirement for equivalent functionality, which should not negatively affect the purpose, tasks, and final outcomes of the Procurement, nor should it violate the regulations governing procurement. Each proposed alternative or replacement functionality must be approved by the Buyer. In cases where a requirement is exchanged for equivalent functionality, the Provider must provide a written justification, including a description of the impact and criticality of the change, demonstrating that the change does not affect the overall functionality of the solution. An evaluation of the replaced functionality's time costs must also be performed (detailing the time costs for implementing the replaced functionality and presenting the time costs for implementing the new functionality). A change management procedure defined in the Service Provision Regulation must be applied for implementing alternative specification requirements.
The Service Provision Regulation must include a dedicated section outlining the procedure for proposing and assessing the changes made during the Project timeline. The specific section must detail the steps for submitting proposals, the criteria for evaluation, the roles and responsibilities of all involved parties, and the timeline for decision-making processes.
The Provider may propose alternative architectural implementation methods that would ensure equivalent or better system performance, high availability, scalability, interoperability, support, security, and convenience. Each proposal must be evaluated and approved by the Buyer.
Along with the proposal, the Provider must submit the proposed software's technical documentation and documents confirming that the Provider is the manufacturer of the proposed equipment, or an official representative and/or authorized partner entitled to sell, install, and configure the proposed equipment.
Along with the Contract, the Provider signs a data processing agreement.
The Provider ensures that the person implementing the technical part of the Contract signs the Confidentiality pledge provided by the Buyer.
The Provider must follow the current versions of laws and regulations during the execution of the Contract. The Provider is also bound by any new or amended laws and regulations relevant to the execution of the Contract if they arise during the Contract period. If new or amended laws conflict with the requirements described in the Technical Specification, the Provider must comply with the requirements following the versions of the laws and regulations in effect at the time of the Contract execution.
Within 20 business days of the Contract coming into effect, the Provider must organize an introductory meeting with the Client and submit for coordination and presentation the Service Provision Regulation, covering the following main parts (but not limited to): 
44.22. service performance and presentation deadlines;
44.23. organizational structure of service provision;
44.24. communication procedures;
44.25. quality checking, delivery, and coordination procedures;
44.26. other important information.
The Provider must communicate with the Buyer during meetings, in writing, and by email, and participate in the discussion of documents being prepared with interested parties and assist in presenting and discussing the content of the documents submitted, as well as provide other consultations related to the preparation of the Specification for the Client. The content of all meetings must be recorded as specified in the Service Provision Regulation.
The Provider is responsible for providing the necessary tools and technical equipment for the Services.
During the execution of the Contract, the Provider's specialists invited will participate in meetings organized by the Buyer.
Each Provider's specialist providing Services must fill in a daily time sheet in the Buyer's JIRA system every workday of Service provision.
The Provider's proposed specialist(s) must be able to communicate verbally and in writing in the state language (Lithuanian) at no less than C1 level according to the Common European Framework of Reference for Languages. If the specialist does not meet this requirement, the Provider must ensure interpretation or translation services as part of the contract, which must be included in the proposal price.

[bookmark: _Toc185322398][bookmark: _Hlk130120810]Requirements for service provision phases and software development iterations
Procurement services must be implemented in accordance with the procedures of the Client for the management of changes in registers and information systems at all stages of the lifecycle. The services should be provided using an incremental information system development method. The duration of phases and the breakdown of work into increments must be coordinated with the Buyer.
Solution development needs must be registered in the Buyer's Jira system in the Solution Development project, selecting Issue type Epic. If needed, a detailed description of an Epic may use an Epic template prepared in the Buyer's Confluence system. The Epic is broken down into Stories, smaller elements of the product backlog.
The Provider, having completed a part of programming work, must refine the analysis and design outcomes.
The go-live for all functionalities across all iterations should be completed within 9 months at the latest from the signing of the contract.
Each functionality must have a minimum warranty period of 12 months from its individual go-live date.
If certain functionalities go live in stages, with some functionalities becoming operational before others, each functionality shall have its own separate warranty period.
Service provision regulation document should be prepared not later than 10 business days after signing the contract.
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[bookmark: _Toc180508272][bookmark: _Toc185319849]7 table. Service implementation stages
	Stage
	
Responsibilities
	
Results / Requirements
	
Deadline

	Initiation
	Provider: 
1. Prepares the Service Provision Regulation and other planning documents, incorporating the IPR DB separation.
2. Coordinates with the Buyer on project objectives.
Buyer:
3. Provides necessary information regarding the current state of IPR IS and requirements for IPR DB separation.
4. Offers comments and recommendations on the Service Provision Regulation, focusing on separation of IPR IS.
	1. Prepared Service Provision Regulation, detailing project goals, priorities, phase scopes and results, stakeholders, work schedule, quality requirements, risk and their management methods, communication principles, responsibilities, criteria for interim and final results acceptance, change management procedures;
2. Interim activity reports, if specified in the Service Provision Regulation.
	Stage results must be presented and coordinated with the Client no later than 10 business days from the effective date of the Service Provision Contract. Alternatively, the stage results must be presented within the period specified in the Service Provision Regulation.

	Detailed analysis
	Provider:
1. Conducts assessment of current and needed states;
2. Prepares detailed analysis documentation;
3. Carries out other activities planned for the analysis stage. 
Buyer:
1. Provides necessary information;
2. Provides comments and recommendations;
3. Approves the Provider's stage results.

	1. Project execution plan-schedule (may be presented as an appendix to the Project Execution Regulation);
2. Detailed analysis documentation created, including but not limited to:
2.1. Requirements refinement for IPR DB separation.
2.2. Detailed specifications for database structure, set of data streams and their exchange scenarios that include but is not limited to data exchange between IPR and ESPBI (bidirectional) and interactions between components. Specification must be approved by the Buyer.
2.3. Risk assessment and mitigation strategies for solution.
	The deadline must be coordinated in the project execution schedule, but the end of the stage must not be later than 25 working days from the end of the Initiation stage.











	Design
	Provider:
1. Analyses existing design documentation and prepares enhanced design documentation versions.
2. Develops designs for the separation of IPR database and dependent components
3. Analyses and supplements interface description documents.
4. Conducts design and prepares design documentation versions.
Buyer and TP:
1. Provides necessary information about current functionality of database, interfaces and data exchange mechanisms.
2. Offers comments and recommendations on the design.
3. Provides comments and recommendations on the stage results presented by the Provider.
	1. Detailed analysis documentation versions created.
2. Technical architecture document created, illustrating new IRP architecture.
3. Logical database model for the separated IPR database.
4. Design document, including:
· Functional descriptions.
· Design decisions and rationale.
· Schematics of databases and modules.
· Data flow diagrams showing different possible scenarios.
5. IPR data exchange description created;
	The deadline must be coordinated in the project execution schedule, but the end of the stage must not be later than 20 working days from the end of the Detailed Analysis stage.

	Programming
	Provider:
1. Carries out necessary programming and software configuration works, implements functional and non-functional requirements;
2. Supplements interface specifications;
3. Refines detailed analysis and design documentation;
4. Ensures that load and performance testing is included in the scope.
Buyer:
1. Prepares the development and internal testing environment in Buyer’s infrastructure;

	1. Development iterations plan prepared and coordinated with Buyer;
2. Internal testing report;
3. Updated interface specifications;
4. Software prepared for deployment into the Buyer's test environment;
5. Detailed analysis and design documentation updated;
	The deadline must be coordinated in the project execution schedule and the length be no longer than 40 working days.

	Installation into the Buyer's TEST environment
	Provider:
1. Develops an deployment plan for deployment into the Buyer's test environment for internal testing.
2. Prepares and provides software suitable for installation in the Buyer's testing environment.
3. Prepares data loading, data migration and launch scripts into the Buyer's test environment.
4. Prepares test cases for internal testing.
5. Conducts internal testing.
6. Fixes issues found during internal testing.
Buyer and TP:
1. Reviews and evaluates the deployment plan;
2. Provides the necessary information;
3. Controls the testing environment;
4. Reviews and evaluates the integrative testing plan.
Buyer:
1. Installs the provided software into the Buyer's testing environment.

	1. Ready-made software for installation in the Buyer's testing environment.
2. Developed testing scenarios.
3. The software is installed in the Buyer's testing environment.
4. Developed internal testing scenarios.
5. Prepared data for integration testing (in the form of SQL and / or other scripts).
6. An integration test plan has been prepared and agreed with the Buyer.
7. Ready-made software for installation in the Buyer's testing environment.
8. Performs internal testing which includes integration testing.
9. Prepares internal testing results report.
	The Provider prepares the software, the necessary data loading scripts and installs them into the Buyer's testing program;
Installation and data loading is performed by the Buyer

	Acceptance testing (AT)
	Provider:
1. Prepares acceptance testing plan.
2. Prepares acceptance testing scenarios.
3. Provides neccesary tools for performing acceptance testing.
4. Fixes registered issues and defects.
5. Updates all project-related technical documentation;
6. Retests the software and related software components that had issues and defects.
7. Makes further adjustments to the software based on additional comments and corrects any subsequent errors;
8. Creates all technical documentation for the project;
9. Prepares a test report.

Buyer and TP:
1. Provides feedback on the acceptance testing plan and testing scenarios;
2. Participates in acceptance testing.
3. Tests the performance of the system.
Buyer 
1. An independent Provider selected by the Buyer conducts security testing according to the methodologies and scenarios specified in this technical specification;
2. Accepts the software for trial operation.

	1. Acceptance testing successfully conducted;
2. Errors identified during testing have been corrected;
3. User instructions have been updated;
4. Acceptance testing report has been prepared.
5. Performance testing report has been completed.
6. Security testing report has been completed.
7. Error elimination reports have been prepared.
	Acceptance testing must be completed successfully according to the defined criteria.
Acceptance testing must be carried out before the software is installed in the production environment.
The minimum duration of this stage should be 10 working days.

	PROD setup
	Provider:
1. Develops a setup plan for the production environment;
2. Drafts a plan for initiating operations;
3. Prepares and supplies software that is ready for setup in the Buyer's production environment;
4. Creates data loading, data migration and launch scripts for the Buyer's production environment;
5. Develops and agrees on a Pilot Operation Plan;
Buyer and TP:
6. Reviews and evaluates the deployment plan;
7. Provides all necessary information required for the deployment;
8. Leads the launch of new functionalities;
9. Reviews and evaluates the pilot operation plan.
Buyer:
10. Installs the provided software into the production environment;
11. Monitors and controls the production environment.
	1. Software is ready for installation in the production environment.
2. Software has been installed in the production environment.
3. Data prepared for production operations, available in SQL and/or other script formats.
4. A plan for initiating operations has been prepared and approved.
5. A launch plan for new functionalities has been coordinated with all data recipients/providers.
6. New functionalities have been launched and the solution is confirmed ready for operation within the specified timeframe.
7. Comprehensive installation documentation prepared, detailed in section 6.4.3:
7.1. Installation documentation:
7.1.1. A summary description of the implemented solution.
7.1.2. Detailed descriptions of data structures, attributes, and data exchange protocols.
7.1.3. A technical realization description, which includes details of the requirements for the technical solution and the solution’s expansion capabilities.
7.1.4. Other relevant documentation as required.
8. Source code and comprehensive instructions for assembling the project.
9. Installation plan:
9.1. Defined responsibilities of all participants involved in the installation.
9.2. Detailed descriptions of the installation activities.
9.3. A schedule outlining the timing of installation activities.

	The installation stage must be completed within one week following the conclusion of the acceptance testing phase and must be finished by the start of pilot operation.

	Pilot operation
	Provider:
1. Provides consultation on issues related to the pilot operation;
2. Responds to defects detected during the pilot operation;
3. Offers expert advice to the Buyer’s employees and IT specialists;
4. Prepares a report on the pilot operation;
5. Ensures the data integrity and consistency of the solution throughout the pilot operation.
Buyer and TP:
6. Engages with the developed solution functionalities and scenarios during the pilot operation;
7. Records any errors detected during the pilot operation.

	1. All errors identified during the pilot operation have been addressed. The Provider must rectify any defects in the solution's functionality, as recorded in the problem register of the pilot operation, according to the agreed-upon schedule;
2. Documentation for pilot operation (including, but not limited to, detailed in section 6.4.6):
2.1. Pilot operation report evaluating detected errors, their resolution status and methods, and recommendations for ongoing operations, with emphasis on separated IPR IS;
2.2. Error register, stemming from the list of errors in the pilot operation.
	The pilot operation phase must last no less than 20 working days

	Acceptance - rendition
	Provider:
1. Updates all relevant technical documentation;
2. Provides a final report on the fulfillment of the contract upon completion of all services.
Buyer and TP:
1. Reviews, accepts, and approves the results delivered by the Provider;
2. Participates in the signing of the delivery-acceptance act;
3. Provides feedback on the provided documentation and offers suggestions for improvements.

	1. Finalised report outlining the execution and outcomes of the contract;
2. Delivery-acceptance act;
3. All project-related documentation has been created and finalized.
	All services outlined in the contract must be rendered, excluding warranty services.

	Warranty
	Provider:
1. Prepares a comprehensive document outlining the warranty supervision procedure;
2. Provides 12 months of warranty service, as stipulated in the contract.
Buyer:
1. Operates the developed solution as intended;
2. Documents any errors detected during the solution’s operation.


	1. Detailed and harmonized document outlining the warranty supervision procedures;
2. The specifics of the warranty care to be provided are described in section 4.6 "Requirements for warranty care".
	The Warranty supervision procedure document must be submitted at least one month before the project implementation is completed.
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[bookmark: _Toc185322399][bookmark: _Toc144274562]Requirements for documentation and its coordination
All project documentation prepared by the Provider must be prepared or uploaded in Confluence in both Lithuanian and English languages, in accordance with the rules of the respective language grammar and formatting rules illustrated with diagrams, tables, graphs and other visual means, the presented material is arranged clearly, consistently and in detail.
Amended documents provided by the Provider must visibly tracked within Confluence to clearly indicate modifications.
The documents agreed with the Buyer must be amended during subsequent stages, if changes are made to the modified solution, considering the results of the acceptance testing, other project activities and circumstances that are related to the content of the submitted documentation. The project documentation must be actualized (updated) and the final versions submitted within the deadlines agreed with the Buyer, but no later than by the date of submission of the final delivery-acceptance transfer act.
Preliminary versions must be maintained in Confluence. Comments and corrections in draft documents must be provided using Confluence’s commenting and change-tracking functionalities. Additionally, version control must also be implemented using Confluence’s built-in versioning features.
The provider will have to prepare the documentation indicated in section 6.4 table “Stages of service implementation".
All documents prepared by the Provider must be agreed upon with both the Buyer and the Service Provider. Detailed principles and deadlines for the coordination of documents must be outlined and agreed upon in the Service Provision Regulation developed by the Provider.
 The final versions of the documents must be available in Confluence. Intermediate versions of documents are to be maintained only in Confluence.
All Project documentation prepared by the Provider must be approved by the responsible persons of the Buyer.
The Buyer and other interested parties must submit comments on the evaluated documentation:
44.27. Within no more than 10 days for documents up to 100 pages.
44.28. Within a period agreed with the Provider, not less than 10 days, for documents exceeding 100 pages.
After receiving comments, the Provider must make the required corrections according to the following timelines:
44.29. for documents up to 100 pages, corrections must be made within 5 working days;
44.30. for documents over 100 pages, corrections must be completed within a maximum of 10 working days.
44.31. The Buyer’s GitLab repository must be used to store the solution source codes.
For processes ensuring and installing system quality, the Buyer’s GitLab repository must be used.
During the solution development, the Buyer intends to conduct both automatic and manual software source code analysis review procedures on the GitLab platform. The Provider must consider these reviews and make changes in accordance with the Buyer's comments.
During the solution development, static code analysis tools must be coordinated and utilized with the Buyer to ensure code compliance with good practices, correct syntax formation, and security vulnerability checks.
For the development of the solution and its components, frameworks such as Spring, Spring Boot, Symfony, or equivalents must be used for the creation of web and/or microservices.
The solution and its components must be capable of operating with a common data layer (Persistent Storage).
The solutions must be able to operate with a common memory layer (RAM).
Integration must be conducted in accordance with good practices based on 'Dependency Management' principles, where integration packages are developed as separate software libraries and implemented using tools like Maven, Composer, or equivalents.

[bookmark: _Ref180572324][bookmark: _Toc183437913][bookmark: _Toc185322400]Requirements for analysis and design
During the implementation of the analysis and design stages, the Provider must carry out a detailed analysis and design of project needs. Detailed requirements analysis and design documents must be prepared as specified in Section 6.4.2 Requirements for analysis and design of the RPO.
The detailed requirements analysis document must include use cases prepared according to the functional and non-functional requirements of the Technical Specification and the needs expressed by the Buyer. These use cases should include usage case diagrams and detailed descriptions, specifying steps (main course, alternative course, exceptional progress), and other constraints using Unified Modeling Language (UML) notation. All functional and non-functional requirements of the Technical Specification must be linked to the content of the detailed analysis document (chapters, appendices, diagrams, etc.). This linking must be clear in illustrating how each requirement of the RPO is designed and realized.
During the analysis and design stages, the Provider shall conduct meetings with operational specialists appointed by the Buyer and specialists from other relevant institutions to ensure all stakeholder inputs are considered.
During the detailed analysis and design stages, the Provider shall refine the functional and non-functional requirements of the RPO to develop a Solution that fully meets the expressed needs of the Buyer.

[bookmark: _Ref180672665][bookmark: _Toc183437914][bookmark: _Toc185322401][bookmark: _Toc144274563]Deployment requirements
For the installation of versions of the solution into the Buyer's environments, the Provider shall prepare a detailed Installation Plan.
The data backup mechanism must be configured, and data recovery procedures must be described and tested to ensure reliability and quick restoration in case of data loss.
The installation of versions of the solution must be carried out in stages, with each service station using the solution separately to ensure system integrity and minimal disruption.  
The installation of versions of the solution must follow the prescribed order:
44.32. A new version of the Solution is installed in the DEV environment.
44.33. tests are performed on the installed version of the solution.
44.34. if testing is unsuccessful, necessary changes are made to the Solution, and the installation process is repeated.
44.35. after successful completion of the tests, the installation process advances to the next stage.
A new version of the solution, successfully tested in the DEV environment, is installed in the TEST environment.
44.36. tests are performed on the installed version of the Solution.
44.37. if testing is unsuccessful, necessary changes are made to the Solution, and the installation process is repeated.
44.38. after successful completion of the tests, the installation process is deemed complete. 
44.39. During the installation of the version, the server where the installation work is being carried out will be inaccessible to users to prevent interference and maintain security.
[bookmark: _Toc183437915][bookmark: _Toc185322402]Testing requirements
Version tests of the Solution (hereinafter referred to as "Testing") must be carried out.
The Provider must select and possibly add to the following testing goals based on the Technical Specification and Buyer's needs):
44.40. Ensure that all functional and non-functional requirements have been implemented.
44.41. Verify that the requirements have been implemented to the appropriate extent.
44.42. Determine whether the implementation satisfies the Buyer and other interested parties.
44.43. Identify, register, and correct any functionality errors (bugs).
The following tests must be carried out by selecting the necessary types from the list below:
44.44. [bookmark: _Ref182396579]Conducted by the Provider without the participation of the Buyer’s representatives but must provide evidence of such testing – internal testing reports, scripts for automatic testing (scripts must be uploaded to the Buyer's code versioning system GitLab) and a list of identified inconsistencies. Internal testing must be performed in the Provider's development environment. Automatic tests must be included in the automatic CI/CD processes. The provider must perform the following internal tests:
44.44.1. Integration. Must be conducted to verify that individual modules or components of the system interact correctly with each other, ensuring that data flows between modules as intended.
44.44.2. Functional. Must be conducted to ensure that the system's functionalities align with the specified requirements and functions correctly as a whole in the developed environment.
44.44.3. Performance. Must be conducted to validate that the system meets performance criteria under expected and peak load conditions, ensuring responsiveness, stability, and scalability. The performance tests must be conducted before the deployment of solution and after the deployment of developed solution.
44.44.4. Security. Must be conducted to identify and rectify security vulnerabilities in the system, ensuring data protection and compliance with security standards (OWASP).
44.45. User acceptance testing. Carried out in the TEST environment with the participation of the Provider, Buyer, and other interested parties. During this test, the implementation of the test objectives (determination of the level of implementation) must be checked. Acceptance testing activities must be carried out based on the acceptance testing plan submitted by the Provider, with acceptance testing scenarios developed by the Provider in a specified test management tool (e.g., Buyer's test manager XRAY).
44.45.1. During UAT, the Buyer will form a group of "testers" consisting of representatives from the Buyer, the Provider, and other interested parties as needed. Based on the observations provided and legal provisions, the Provider shall improve the parts created in the System.
44.45.2. The tests carried out shall ensure that the system version is suitable for test operation.
44.45.3. During the testing, the recording of identified errors (problems) and incomplete scenarios in electronic form in the led log of observed errors (problems) and their statuses must be carried out. Unless otherwise agreed, errors and scenarios must be recorded in JIRA.
44.45.4. [bookmark: _Ref382998788]
44.45.5. UAT must be carried out based on the hardware purchased by the Buyer.
44.45.6. [bookmark: _Toc352234895][bookmark: _Toc352235586][bookmark: _Toc352235947]The Provider will have to prepare and provide all the data, tools, or other resources necessary for testing.
44.45.7. [bookmark: _Toc352234896][bookmark: _Toc352235587][bookmark: _Toc352235948]The Provider will also have to compile other testing data that will be needed to verify the functional and non-functional requirements of the RPOs. Other necessary testing data, necessary tools, and conditions must be detailed in the acceptance testing plan and agreed with the Buyer.
44.45.8. The UAT is completed when the criteria for acceptance of the test specified in the test plan are met.
44.45.9. The tests carried out shall ensure that the system version is suitable for test operation.
The Provider must prepare the system and its components for automated testing and deployment processes (CI/CD) in the GitLab tool used by the Buyer.
The CI/CD processes agreed upon and concluded by the Provider with the Buyer must ensure the following:
44.46. Checking the quality of artifacts and code.
44.47. Verification of the security of artifacts and code. The Buyer will provide the necessary tools to check the security of the code.
44.48. Automatic execution of tests.
44.49. Installing the software into the testing environment.
44.50. Installing the software into the test operation environment.
44.51. Installing the software into the production environment.
When implementing new functionalities or making changes to existing system versions, the integrity and quality of the data must not be compromised. In the event of any data corruption, deletion, distortion, or structural damage caused by the Supplier’s actions, the Supplier shall be fully responsible for restoring the data to its original condition at no additional cost to the Purchaser. The Supplier must take all necessary measures, including proper data backups, to ensure that data can be promptly restored to the state it was in prior to the implementation of new functionalities.
On his own initiative, the Buyer may remain involved in the process of additional system tests to ensure the quality of the system and compliance with the requirements. The Provider must consider the results of tests conducted by the Buyer's representatives, recorded in the JIRA system, to address all identified defects (violations, recommendations). The Provider must also create the necessary conditions for conducting scheduled tests (included but not limited to): providing the source code, providing login data to system components, creating users necessary for testing, enabling / disabling system components, creating access opportunities for specialized testing and testing software, performing other necessary activities that ensure the full-fledged execution of the testing process.

[bookmark: _Ref181002013][bookmark: _Toc183437916][bookmark: _Toc185322403][bookmark: _Toc144274566]Requirements for pilot operation
The pilot operation (testing in a production-like environment) must be carried out to ensure the quality of the System, test the production configuration of the system components, identify and eliminate any observed defects, errors, or issues, and stabilize the configuration of the working environment using the insights gained during the pilot operation.
The Provider shall prepare a pilot operation plan, outlining the sequence of pilot operation tasks, defining the roles and responsibilities of all involved parties, and describing the communication procedures.
The test operation plan must include at least the following details: the communication scheme of the participants in the pilot operation, the procedure for recording the responsibilities of the participants, the procedure for noting and eliminating errors, the criteria for accepting test operation.
The Provider shall advise the Buyer on the preparation of the pilot operation environment, which includes:
44.52. installation and configuration of system components; 
44.53. migration (entry) of all necessary system data and removal of excess data not required for the pilot operation.
The Buyer shall:
44.54. Ensure the operation and availability of the System throughout the pilot operation phase, unless otherwise agreed in writing.
44.55. Provide any agreed-upon resources, infrastructure, or access required to support the pilot operation as defined in the pilot operation plan.
44.56. Use the agreed-upon issue tracking tool (e.g., JIRA) to record any observed errors, defects, or issues during pilot operation, if such responsibilities are assigned to the Buyer in the plan.
44.57. Initiate the System acceptance process only after the System meets the acceptance criteria defined in the pilot operation plan, ensuring that acceptance activities do not begin prematurely.
During the operation of the test, records of identified errors (problems) must be maintained as follows: 
44.58. Errors must be recorded in the Buyer's error tracking tool – JIRA. If errors are recorded in the Provider's error recording tool, the Provider shall ensure that this tool is permanently accessible online to the Buyer's representatives for at least 8 years;
44.59. The error log must utilize specialized problem logging and tracing software that is network-based and accessible through a web browser;
The Provider must immediately remedy the system deficiencies within the time limits set out in the pilot operation plan, taking into account the errors recorded in the register of problems during the test operation.
The Buyer shall commence System acceptance activities only after the System meets the acceptance criteria established in the pilot operation plan, confirming that the System is sufficiently stable, functional, and suitable for formal acceptance testing.

[bookmark: _Toc183437917][bookmark: _Toc185322404]Requirements for System adoption
The final acceptance of the System or its individual components will occur after the test operation has been successfully completed and all acceptance criteria have been met.
The Provider must provide the final versions of the documentation and the Source Code of the System to the Buyer before the formal submission of the System, especially if there have been changes since the last delivery.
All services will be formally accepted by signing the final delivery-acceptance act.
To ensure smooth continuity of the Purchase, the following provisions apply:
44.60. The Provider, without prejudice to the intellectual property rights of any copyright holder or third parties, contractually transfers to the Buyer the copyrighted rights to the custom-made software and the prepared design documents. This includes, but is not limited to, the indefinite use of the created software without additional remuneration; the right to make copies, modify, further develop, and transfer the software to another technological platform; and the right to use and modify the source code;
44.61. If the software created for the Project uses software of copyright holders or third parties that is integrated into or associated with the custom-made software, its transfer to the Buyer does not limit the Provider's right to further develop, improve, distribute, or perform other necessary actions with the developed software or prepared design documents without separate consent from the Buyer;
44.62. Along with the software, as defined by the Law on Copyright and Related Rights of the Republic of Lithuania, the source code is also transferred to the Buyer. The moral rights of the author of the software may not be exercised in a manner that restricts the property rights of the copyright holder, including the right to adapt, modify, and distribute these works freely. These rights are transferred and granted in the territory of the Republic of Lithuania and EU countries for an indefinite period;
44.63. The Provider shall transfer to the Buyer the System software developed during the Project and its source code or upon the date of acceptance of the services of individual components of the System;
44.64. The Provider shall not disclose any information related to the provision of services to third parties without the written permission of the Buyer or as required by law.

[bookmark: _Toc183437918][bookmark: _Toc185322405][bookmark: _Toc352234921][bookmark: _Toc352235612][bookmark: _Toc352235973][bookmark: _Toc144274568][bookmark: _Hlk146797615]Requirements for warranty
The Provider will be obliged to ensure warranty maintenance of the Solution being developed and the installed licensed software.
The Provider during warranty is responsible for incidents that are directly caused by the functionality that was created during this service provision.
The term of warranty maintenance will be 12 months from the date of signing the final act of delivery-acceptance act and transfer of services.
Warranty service must be provided for:
44.65. Functionality of the created software.
44.66. Standard licensed software configuration.
44.67. Functionality of integration interfaces with external systems.
44.68. Configuration of the production (PROD) environment and the test (TEST) environment.
44.69. All the submitted documentation.
The Buyer must be provided with software tools for monitoring the progress of recording errors and their elimination.
During the warranty service, the Provider will have to provide general system maintenance services that ensure the correct operation of the system:
44.70. Recording of system errors or inaccuracies.
44.71. Correction, testing, installation of system errors or inaccuracies, and submission of the source texts of the updated software tools to the Buyer.
44.72. Adjustment of system documentation according to the corrections made.
44.73. Providing advice on the developed software on warranty issues.
The Provider shall ensure that warranty maintenance services are available 24 hours a day, 7 days a week, including weekends and public holidays.
In the document of the warranty maintenance procedure, the Provider shall describe in detail the conditions of warranty service:
44.74. Reaction time to the problem:
44.74.1. For critical issues:
44.74.1.1. For critical issues, the Provider must react within 1 hour of receiving the notification, regardless of whether it is during working hours, non-working hours, weekends, or holidays.
44.74.1.2. Critical issues must be resolved, and the system restored to normal operation within 2 hours from the receipt of the notification.
44.74.1.3. If the critical issue cannot be resolved within the specified time, the Provider must immediately inform the Buyer, explaining the reasons and providing an updated estimated time for resolution.
44.74.2. For non-critical issues:
44.74.2.1. For non-critical issues reported during the Buyer's working hours, the Provider must react within 2 hours.
44.74.2.2. Non-critical issues reported outside of working hours will be acknowledged at the start of the next business day.
44.74.2.3. Non-critical issues must be resolved within 2 working days from receipt of the notification.
44.75. Telephone and e-mail consultations ("Hot Line") must be provided on weekdays during the officially approved business hours of the Buyer.
44.76. The Provider must establish an on-call support team capable of handling critical issues that occur outside the Buyer's standard working hours.
44.77. After making changes/corrections, an update of the source texts of the systems and submission to the Buyer for assessment must be carried out.
44.78. Before the Buyer accepts the system for production operation, the Provider must provide and coordinate the document of the warranty maintenance procedure.
For the duration of the warranty, issue severity will be classified as:
44.79. Critical issue:
44.79.1. A problem that causes a complete system outage or failure of critical functionalities, severely impacting the Buyer's operations and requiring immediate attention.
44.79.2. Examples include system crashes, data corruption, security breaches, or any issue preventing users from performing essential tasks.
44.80. Non-critical issue:
44.80.1. A problem that causes minor disruptions or inconveniences but does not halt operations or critical functionalities.
44.80.2. Examples include cosmetic errors, minor bugs, or issues with workaround solutions.

[bookmark: _Toc183437919][bookmark: _Toc185322406]Requirements for project management
The Provider must ensure that all communication during the Project is conducted in Lithuanian. If experts from foreign countries are involved, the Provider must provide translation services into Lithuanian at its own expense.
The Provider must communicate and coordinate exclusively with the Buyer regarding all aspects for the project. All interactions with project partners and other interested parties shall be conducted through the Buyer. This includes maintaining open lines of communication and collaboration with the Buyer throughout the project duration.
The Provider shall regularly inform the Buyer about the progress of the Services and, upon the Buyer's request, prepare and present results at various stages of service provision.
The Provider must submit and agree with the Buyer on the Regulation of Service Provision, which should detail the stages of the provision of services and their results (presentations), a calendar schedule for the execution of phases corresponding to the detailed deadlines specified by the Buyer, describe communication and risk management measures and the procedure for combining documents.
Interim reports on the provision of Services must be submitted to the Buyer within 5 working days from the end of the reporting period.
The Provider must continue to cooperate directly with the Buyer, the Project partners, and other interested parties throughout the project, ensuring all stakeholders are engaged and informed
[bookmark: _Toc180508251][bookmark: _Toc183437920][bookmark: _Toc185322407]SPECIFIC REQUIREMENTS FOR THE PROVISION OF SERVICES

[bookmark: _Toc180508252][bookmark: _Toc183437921][bookmark: _Toc185322408]Safety requirements
[bookmark: _Toc180508253][bookmark: _Toc183437922][bookmark: _Toc185322409] Requirements for data protection and information security management 
Data safety must be ensured in accordance with the Data Security Regulations of the IPR IS, the protection of personal data must be ensured on the basis the Law on Legal Protection of Personal Data of the Republic of Lithuania and Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and by which repealing Directive 95/46/EC (General Data Protection Regulation).
The Provider must ensure compliance with the Law on The Management of Information Resources of the State of the Republic of Lithuania, the Law on Cybersecurity of the Republic of Lithuania, the Description of the General Requirements for Electronic Information Security, approved by Resolution No. 716 of the Government of the Republic of Lithuania of 24 July 2013 "On the Description of general requirements for electronic information security, Description of the guidelines for the content of security documents T-29 Description of organizational and technical cybersecurity requirements applicable to cybersecurity entities, approved by Resolution No. 818 of the Government of the Republic of Lithuania of 13 August 2018 "On the Implementation of the Law on Cybersecurity of the Republic of Lithuania", and other relevant legal requirements including government resolutions on electronic information security.
After the completion of the IPR IS Purchase activities, the data stored in the IPR IS must be protected from unauthorized access, use, alteration, disclosure, destruction or loss.
Personal data transmitted through public data transmission channels must be encrypted. 
It is forbidden to make personal identification numbers publicly available.
The IPR IS must ensure the correct management of emergency situations caused by incorrect user actions or other information system issues. Users or systems must be informed about the occurrence of such a situation and possible further actions.
Measures must be implemented to trace activities of system users through the System interface, with audited data specifics to be coordinated with the Buyer during analysis and design phases
To prevent excessive accumulation of audit information, moments for making audit records must be identified during detailed analysis in collaboration with the Buyer.
In the event of IPR IS malfunctions, appropriate notifications must be provided to users.
When designing modifications for the IPR IS, the Provider must coordinate with the Buyer on protections for specific functionalities to safeguard against various threats:
44.81. Security vulnerabilities such as unauthenticated access and software vulnerabilities must be addressed;
44.82. Unauthorized user session interception;
44.83. Unauthorised interception or insertion of data;
Insertion of harmful code, including Injection attacks and Cross-Site Scripting (XSS);
44.84. Other security breaches as listed in the Open Network Program Security Procurement (SSP) and documented by the Open Web Application Security Project (OWASP) at www.owasp.org.
Secure coding practices and standards such as those by OWASP must be adhered to in software development, ensuring no unauthorized data access or other security breaches. 
Security checks (threat simulations, source code views, etc. security checks provided for in the secure coding standards and good practice) must be carried out at each stage of software development in accordance with the methodology for the development of electronic services, approved by the Order of the Minister of Transport of the Republic of Lithuania of 7 October 2015, which sets out the requirements for intrusion resistance testing, which must be carried out from electronic ones the independent service provider of the entity carrying out the development of the services (the Provider). Security checks must be based on the security verification methods specified in generally accepted methodologies (OWASP application security verification standard, OWASP Testing Guide, Penetration Testing Execution Standard (PTES), Open-Source Security Testing Methodology Manual (OSSTMM), Information Systems Security Assessment Framework (ISSAF), SANS, NIST SP 800-30" or equivalent security verification methodologies).
The security of web services provided by the IPR IS must comply with the WS-S (Web Services Security) standards.
The Provider must use certificates provided by the Buyer to secure web services.
The Provider must immediately inform about electronic information security incidents observed in the Buyer's information technology infrastructure during the performance of the contract, inoperative or improperly functioning security measures, non-compliance with information security requirements, signs of criminal activity, information system security vulnerabilities, other important security events and, in agreement with the Buyer, take appropriate measures and actions to identify electronic measures and actions to identify the cause of the information security incidents, to avoid the associated risks.
When providing services in accordance with the requirements set out in the Agreement, the Provider shall implement appropriate organizational and technical measures to protect information from accidental or unlawful destruction, alteration, disclosure, as well as from any other unlawful processing.

[bookmark: _Toc185322410]Requirements for the application of safety legislation

The main security (both software and data) legislation that must be followed in the development of the IPR IS are:
44.85. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons regarding the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation (GDPR)), security management standard LST ISO/IEC 27001:2017 "Information technology. Security methods. Information security management systems. Requirements", LST ISO/IEC 27002:2017 "Information Technology. Security methods. Information Security Controls Practice Regulations" and ISO/IEC 27701:2019 "Security Methods – ISO/IEC 27001 and ISO/IEC 27002 Supplement to Privacy Management – Requirements and Guidelines";
44.86. Law on Legal Protection of Personal Data of the Republic of Lithuania;
44.87. Law on Cybersecurity of the Republic of Lithuania;
44.88. Description of organizational and technical cybersecurity requirements applicable to cybersecurity entities, approved by Resolution No. 818 of the Government of the Republic of Lithuania of 13 August 2018 "On the Implementation of the Law on Cybersecurity of the Republic of Lithuania;
44.89. Requirements for electronic information security of information systems, approved by Order No V-941 of the Minister of National Defense of the Republic of Lithuania of 4 December 2020 "On the approval of the Methodology for Conformity Assessment of Information Technology Security";
44.90. Description of the general requirements for electronic information security, approved by Resolution No. 716 of the Government of the Republic of Lithuania of 24 July 2013 "On the approval of the Description of the General Requirements for Electronic Information Security, the Description of the Guidelines on the Content of Security Documents and the Assessment of the Importance of Electronic Information Constituting the State Information Resources and the Description of the Guidelines for the Classification of State Information Systems, Registers and Other Information Systems";
44.91. Recommendations of data reporting formats and standards approved by order No T-36 of 25 March 2013 of the Director of the Information Society Development Committee under the Ministry of Transport and Communications "On the approval of recommendations for data reporting formats and standards".
The Provider will be required to carry out a IPR IS conformity assessment in accordance with the above-mentioned legislation and submit a report on such an assessment, which must be agreed with the RC. The conformity assessment shall be carried out no later than the start of the test operation of the Solution.

[bookmark: _Toc183437924][bookmark: _Toc185322411]Data security requirements for the provision of services
Security of development and maintenance of information resources (secure coding, etc. must be ensured as required by the Lithuanian standards LST EN ISO/IEC 27001 and LST EN ISO/IEC 27002LST ES ISO/IEC 27002.
The security requirements set out in the data security regulations of the registers and information systems managed by the Buyer, documents implementing the security policy, the description of the procedure for managing cyber and electronic information security incidents and other legal acts (and in cases where such requirements change or arise after the signing of the public contract of sale).
Data security must be ensured by:
44.92. ensuring the integrity, availability and confidentiality of data.
44.93. recording the actions performed by the system users with the data, including the search and revision of the data (the identified group of system users must be required to enter the reason and/or legal basis for the actions performed in the IPR IS).
44.94. creating tools enabling the system Administrator to verify the actions of system users.
44.95. for work with components, the system users are divided into groups according to the nature of the data processing, with some of them being given special rights (roles) to perform certain processing activities. Descriptions of the groups and roles of system users must be drawn up at the analytical and design stage.
44.96. the information stored may not be deleted by any other means or under any circumstances other than those provided for at the analytical and design stages).
44.97. The provider must match the file formats that are allowed to be uploaded to the IPR IS and coordinate them with the Client (e.g. the attachment of potentially unsafe ones that can automatically launch (E.g., it must not be allowed to pin potentially unsafe ones that can automatically launch). Self-executive files).

[bookmark: _Toc183437925][bookmark: _Toc185322412]Requirements for the security of user management
The System must automatically terminate a user's work session after a period of inactivity defined by parameters and inform the user of the reason for the disconnection with a message. The system administrator must be able to change the value of the inactivity period setting.
The system usernames, passwords, and other personal data that are subject to data protection laws must be stored with proper enforcement of access control and information encryption.
The system must be able to divide users into separate roles with different rights of access to individual system functions. A system user shall be able to view and modify only the information and use only the functions that are defined by their access rights. 
According to the requests made by a system user, only the data that they have the right to view must be displayed.

[bookmark: _Toc183437926][bookmark: _Toc185322413]Audit requirements
The following audit requirements are divided into two categories: technical-level audit, focusing on data and system-related technical operations, and business-level audit, focusing on operational processes and business logic steps. These categories must be clearly distinguished and agreed upon during the analysis and design phases.
The use of all system components (user actions) and their operations must be audited.
Requirements for technical-level audits relate to auditing system-level events, data manipulations, configuration changes, and security-related operations. The technical-level audit ensures the ability to reconstruct data processing history, investigate security incidents, identify unauthorized actions, and analyze system problems.
44.98. General technical-level audit scope: 
44.98.1. User authentication events (e.g., login, logout sessions).
44.98.2. Changes to system parameters or settings.
44.98.3. Data-related database operations, including inserting, updating, deleting, and viewing data.
44.98.4. Searches performed, including search criteria (phrases) used.
44.98.5. Integration events with internal and external systems (data sent/received, source/destination systems).
44.99. Technical-level data storage requirements:
44.99.1. Who performed the action (user)
44.99.2. When the action was performed (date and time)
44.99.3. Which data objects were viewed, inserted, updated, or deleted
44.99.4. Which search phrases were used
44.99.5. User IP address
44.99.6. Any additional technical information agreed upon during the analysis and design phases
Requirements for business-level audits focus on capturing the steps, decisions, and actions performed from a business perspective. The business-level audit helps trace operational workflows, understand which business processes were executed, who participated, and how states or configurations changed within the business logic domain.
44.100. General business level audit scope:
44.100.1. Actions taken within business processes (e.g., patient registration steps in IPR, appointment scheduling/cancellation).
44.100.2. State changes in business processes (e.g., status changes, reassignment of responsibilities, modifications of operational parameters).
44.100.3. Documentation of decision-making steps within operational workflows.
44.101. Business-level data storage requirements:
44.101.1. Which user or role performed specific business actions.
44.101.2. Relevant business context (e.g., patient ID, appointment ID, or other domain-related identifiers).
44.101.3. Time and date of business process events.
44.101.4. Changes in business objects or workflows.
44.101.5. Additional business-related information as identified during analysis and design.
[bookmark: _Toc185322414]Requirements for risk, threat and vulnerability management

The IPR IS must include risk, threat, and vulnerability management:
44.102. The Provider must follow recognized methodologies for the secure development of software, such as ISO/IEC 27034-1 or equivalent.;
44.103. The Provider must ensure that all employees involved in the development of the software are familiar with methodologies for secure software development;
44.104. The Provider must perform inspections to identify the main security risks and vulnerabilities of the Solution, as specified in the CWE/SANS Top 25 Most Dangerous Software Errors and the OWASP Top 10 Most Critical Web Application Security Risks, and eliminate any risks and vulnerabilities found. After verification and elimination, the provider must provide a declaration stating that upon completion of the development work, the Solution does not contain the risks or vulnerabilities listed in the CWE/SANS Top 25 and OWASP Top 10;
44.105. The Provider must provide a list of all third-party components used in the Solution;
44.106. The Provider must take appropriate action (i.e., reasonable effort) to ensure that third-party components meet the client's security requirements.
During the acceptance testing phase, pilot phase, or any other agreed-upon time, the provider shall provide all necessary conditions for client representatives who will conduct penetration testing. If necessary, the provider must perform configuration or programming work required to test the security of the Solution in various usage scenarios. The provider is not obligated to supply any software or hardware to run these tests.
The provider must carry out the necessary Solution programming and/or configuration work, considering the results of the penetration tests conducted by the client's representatives, to eliminate all identified significant security vulnerabilities before the Solution is put into operation.

[bookmark: _Toc180508259][bookmark: _Toc183437928][bookmark: _Toc185322415]Requirements relating to national security
The Provider must ensure that the services offered comply with the requirements specified in the "Description of the Organizational and Technical Cybersecurity Requirements Applicable to Cybersecurity Entities," approved by Resolution No. 818 of the Government of the Republic of Lithuania dated August 13, 2018, "On the Implementation of the Law on Cybersecurity of the Republic of Lithuania“.
The Provider must sign an agreement on the processing of personal data as set out in Article 28(3) of Regulation (EU) 2016/679 (General Data Protection Regulation), which must determine the subject matter and duration of the processing of personal data, the nature and purpose of the data processing, the type of personal data and the categories of data subjects, as well as the obligations and rights of the Client.
The Provider is responsible for complying with the requirements of the occupational safety and health legislation in force in the Republic of Lithuania and other documents regulating occupational safety and health at work.

[bookmark: _Toc183437929][bookmark: _Toc185322416]Other safety requirements
Management of security patches and updates:
44.107. The Provider must use the latest stable versions of the software and its patches/fixes for the development of the Solution. During the installation of the Solution into the production environment, it must be ensured that the Solution uses the latest stable versions of the software, if this does not change the essential principles of the IPR IS architecture and functionality as defined at the design stage. Versions of software components that are in the testing stage or have been officially announced by the software manufacturer as no longer supported, improved, or developed from a certain date (end-of-life products) must not be used.
362. Prevention of unauthorized access:
362.1. Any unauthorized or undocumented remote or local access/accounts, or any secret (undocumented) functionality that may compromise the security of the System, is prohibited.
363. Secure configuration:
363.1. The Provider must provide detailed instructions for configuring the security of the IPR IS and platform (operating system, database management system, middleware).
363.2. The Provider must provide a list of platform components, system services, and ports necessary for the functioning of the system. All components that are not necessary for the Solution's functionality must be deactivated before the Solution begins operation.
364. Network architecture:
364.1. Data flows between different levels must be documented, indicating the ports and protocols required for communication, and must be limited by firewalls.
364.2. The external portal of the IPR IS must be in a network segment separate from the internal subsystems of the IPR IS.
[bookmark: _Toc180508260][bookmark: _Toc183437930][bookmark: _Toc185322417]ACCESSORIES 

[bookmark: _1_priedas._Valstybės][bookmark: _Toc180508261]Annex 1: Description of the procedure for managing changes in registers and information systems maintained by the State Enterprise Centre of Registers at all stages of the life cycle.
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