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[bookmark: _Toc185514326]Project description and context
1. The project focuses on modernizing and enhancing Lithuania's Electronic Health Services and Cooperation Infrastructure Information System (ESPBI IS)[footnoteRef:2]. The maintenance of ESPBI IS is handled by the State Enterprise Centre of Registers (RC), while the Ministry of Health (SAM) is responsible for its governance and strategic decision-making. ESPBI IS serves as a central repository for health records and provides specific portals and subsystems used by healthcare specialists, pharmacists and patients. Given that a significant portion of healthcare tasks is performed using Healthcare entities information systems (HEIS) (which is not part of ESPBI, but rather provide and receive data from ESPBI IS), it is crucial to ensure that all HEIS transmitting and receiving data from ESPBI IS meet the established conformance standards. This project aims to strengthen the interoperability & security assurance between ESPBI IS and various HEIS. [2:  ESPBI description more in detail: https://www.esveikata.lt/espbi-specifikacija ] 
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2. Terms and abbreviations used are presented in table 1 “Terms and abbreviations used “.
[bookmark: _Toc182822982][bookmark: _Toc185514342]Table 1. Terms and abbreviations used 
	Term/abbreviation
	Description

	ESPBI IS
	Electronic information system of health services and cooperation infrastructure (lit. Elektroninė sveikatos paslaugų ir bendradarbiavimo infrastruktūros informacinė sistema)

	HEIS
	Healthcare entities information systems refers collectively to all healthcare-related information systems that integrate with the ESPBI IS. HEIS includes, but is not limited to:
· Hospital information systems
· Pharmacy information systems (including remote pharmacy systems)
· Optical shop information systems
· Sales and service point information systems related to healthcare
· Any other healthcare provider or related service information systems that exchange data with ESPBI IS

	RC
	State Enterprise Centre of Registers (lit. Registrų centras)

	SAM
	Ministry of Health (lit. Sveikatos apsaugos ministerija)

	Client
	State Enterprise Centre of Registers or RC

	Service provider
	The company that is providing software development services for the implementation of the project.
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3. The purpose of this document is to provide a structure on how to outline the conformance requirements for Health Information Systems (HEIS) (around 600 instances). These requirements aim to guarantee that the created HEIS conformance process would ensure that the HEIS are reliable, secure, interoperable, and compliant with legal and regulatory standards.
[bookmark: _Toc185514330]Establishing objectives
4. Goals of the conformance process:
4.1. The primary objective is to guarantee the security of patient health data.
4.2. Validate that only authorized personnel with the necessary rights can access specific health data in the HEIS.
4.3. Check whether the HEIS has implemented protocols that preserve the accuracy, consistency, and confidentiality of health data throughout its lifecycle.
5. Involve healthcare providers, patients, regulatory bodies, HEIS vendors, and IT professionals in the conformance requirement development process.
6. Determine the types of HEIS to be checked for conformance (e.g., EHR systems, telehealth platforms, laboratory information systems, pharmacy information systems, and other specialized solutions). Considerations for integration:
6.1. Recognize that not all healthcare institutions integrate with the ESPBI IS through their primary HEIS. Some institutions may have their initial integrations via a Laboratory information system. In such scenarios, for the institution’s HEIS to receive accurate and complete data, a separate HEIS-to-ESPBI IS integration may still be necessary after the LIS integration is established.
6.2. Acknowledge the complexity introduced by subcontracting chains among laboratories. For example, an institution might submit a test order to an external laboratory (the primary external lab), which may then delegate the test to another external laboratory (a secondary external lab). Each laboratory may use a different LIS. Consequently, the institution’s HEIS may only receive the order protocol from the primary external laboratory, while the involvement of the secondary external laboratory remains indirect.
6.3. Pay special attention to the use and maintenance of nomenclatures and classification systems within eLAB. Currently, nomenclatures and classifications are updated hourly in the production environment. Future operational environments may update these classifications once a day. These classifications include both general laboratory nomenclature and microbiology-specific classifications, which will come into play when eLAB is integrated into the new portals. Ensuring that HEIS can handle evolving nomenclature and classification updates is essential for maintaining data consistency and accuracy.
[bookmark: _Toc185514331]Relevant legislation
7. This section outlines the key legal acts related to the project:

[bookmark: _Toc185514343]Table 2. Relevant legislation
	Legislative act
	Impact on HEIS conformance requirements

	REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27 April 2016
on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)
	ESPBI IS and other HEIS personal data processing must comply with the provisions of the regulation and the laws of the Republic of Lithuania and other legal acts regulating the protection of personal data.

	LAW ON THE LEGAL PROTECTION OF PERSONAL DATA OF THE REPUBLIC OF LITHUANIA No. I-1374
	

	LAW ON THE HEALTH SYSTEM OF THE REPUBLIC OF LITHUANIA No. I-552
	Article 13-1 of the Law establishes the basis for the establishment of the ESPBI IS and the specifics of its management. The HEIS being checked for conformance must comply with the rights and obligations of business entities established by law.

	LAW ON HEALTH CARE INSTITUTIONS OF THE REPUBLIC OF LITHUANIA No. I-1367
	The Laws establish the necessary conformance values and scenarios for HEIS to fulfil the duties of health care institutions.

	HEALTH INSURANCE LAW OF THE REPUBLIC OF LITHUANIA No. I-1343
	

	PATIENTS' RIGHTS AND HEALTH DAMAGE COMPENSATION LAW OF THE REPUBLIC OF LITHUANIA No. I-1562
	

	LAW ON NURSING PRACTICE OF THE REPUBLIC OF LITHUANIA No. IX-413
	

	Description of Organizational and Technical Cybersecurity Requirements Applicable to Cybersecurity Entities, approved by the Government of the Republic of Lithuania on August 13, 2018, Resolution No. 818 "On the Implementation of the Law on Cybersecurity of the Republic of Lithuania"
	HEIS must comply with organizational and technical cybersecurity requirements outlined in this act. Service providers must ensure conformity with the specified standards, including modernized ESPBI IS adherence.

	Order of the Minister of Health of the Republic of Lithuania No. 515, November 29, 1999, "On the Procedure for Accounting and Reporting of Healthcare Institutions"
	HEIS medical statistical accounting forms must align with the mandatory healthcare statistical forms and adhere to the minimum data retention periods outlined in this legislative act.

	Order of the Minister of Health of the Republic of Lithuania No. 65, February 1, 2001, "On the Approval of the Procedure for Providing Information about Patients to State Institutions and Other Entities and the Establishment of Criteria for Personal Health Secrets"
	Integrations for transferring data to third-party institutions must comply with the requirements for providing health data, which are part of personal health secrets, as regulated by this act.

	Order of the Minister of Health of the Republic of Lithuania No. 112, March 8, 2002, "On the Rules for Writing Prescriptions and Dispensing Medicinal Products, Medical Devices, and Reimbursable Medical Aids"
	HEIS e-prescription subsystems must conform to the rules regarding prescription issuance, dispensing of medicinal products, and medical aid reimbursement, as outlined in this legislation.
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8. The figure below presents the main steps of the conformance procedure.
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8.1. The process begins with the RC using the prepared conformance requirements, which outline the standards and specifications the HEIS must comply with to integrate with ESPBI IS. Following this, the RC develops detailed test scenarios and executable test cases based on these requirements, creating a data form known as "Conformance test cases."
8.2. Once the test cases are prepared, any HEIS may apply to join the ESPBI IS data exchange, expressing its intent to integrate with the system. The HEIS then receives the conformance test cases from the RC and proceeds to apply these test cases to its own systems to assess compliance with the established requirements. During this phase, the HEIS evaluates whether additional assistance from the RC is necessary. If assistance is needed, the RC provides guidance and advice on executing the test cases. If no additional help is required, the HEIS moves forward to send the test case results back to the RC.
8.3. Upon receiving the test case results, the RC evaluates them to verify compliance with the conformance requirements. Once the evaluation is completed, the RC sends the evaluation results back to the HEIS, indicating whether the HEIS has met the necessary standards or if further action is needed. The HEIS receives these evaluation results and takes note of any feedback or required adjustments. The procedure concludes with both the RC and the HEIS acknowledging the completion of the conformance process, marking the end of this collaborative effort to ensure interoperability and uphold the integrity of national health information systems.
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9. The Service provider must divide the requirements into logical sections (e.g., technical, operational, compliance, administrative).
10. The Service provider must write requirements in a clear and specific manner to avoid any ambiguity, making them easy to understand, measure and verify.
11. The Service provider must provide instructions on how the requirements should be implemented, including best practices and examples.
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12. Establish criteria that the HEIS must meet for conformance.
13. Identify specific conformance criteria, including but not limited to security, data exchange standards, legal compliance, specialist recruitment, and authorization requirements.
[bookmark: _Toc185514336]HEIS conformance requirements
14. The conformance requirements must ensure that the HEIS protects patient data, maintains system integrity, and enables security audits. The requirements should include (but not be limited to):
14.1. Requirements for data encryption.
14.2. Requirements for user authentication and access control.
14.3. Requirements for audit logging of user activities (HEIS securely stored patient data, including views, edits, and any other interactions).
14.4. Security audits and incident control.
14.5. Example requirement: The HEIS must encrypt all stored patient data, require multi-factor authentication for user access, and have a documented procedure for responding to security breaches.
15. The conformance requirements must ensure that the HEIS adheres to all relevant legal and regulatory standards governing healthcare data. The requirements should include (but not be limited to):
15.1. Requirements for data protection laws.
15.2. Requirements for access restrictions management.
15.3. Example requirement: The HEIS must have policies that comply with GDPR requirements and maintain records of patient consents for data processing.
16. The conformance requirements must ensure effective data exchange and integration between the HEIS and ESPBI IS, as well as other healthcare systems. The requirements should include (but not be limited to):
16.1. Requirements for standardized data exchange.
16.2. Requirements for integration capabilities.
16.3. Requirements for interoperability testing.
16.4. Example requirement: The HEIS must support FHIR standards for data exchange and provide evidence of successful interoperability tests with ESPBI IS.
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17. The conformance process must include the development of automated test scripts to validate HEIS conformance to set requirements.
18. Automated test scripts must be written in widely used programming languages such as Python, Java, C#, Bash, or Powershell.
19. For the conformance process, the client shall develop an automated testing suite that performs comprehensive end-to-end validation of document sending and receiving functionalities.
20. For the conformance process, the client shall provide a master file containing a standardized data set for testing purposes, covering all relevant scenarios for document exchange.
21. The testing suite and data set shall be designed for use by any healthcare institution to verify conformance with document exchange requirements.
22. The client shall supply clear instructions for executing the automated tests and interpreting the results.
23. For the conformance process to stay relevant, the client shall maintain and update the testing suite and data set to align with any changes in standards or requirements.
24. The HEIS conformance requirements must specify the areas that require automatic testing (e.g., patient registration, EHR management, appointment scheduling, clinical decision making) including key processes such as the sending of medical documents (data), document signing workflows, and data retrieval from ESPBI IS.
25. The HEIS conformance process must provide executable test files (e.g., batch files, shell scripts), allowing HEIS providers to run automated tests with minimal setup.
26. 
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	Stage
	Responsibilities
	Result
	Results / Requirements

	Initiation
	Service provider: 
1. Prepares the Service Provision Regulation and other project planning documents specific to developing the HEIS conformance process.
2. Coordinates with the Client to define objectives and scope related to the creation of the HEIS conformance process creation.
Client:
1. Provides necessary information regarding existing standards, policies, and requirements for HEIS to conform with.
2. Collaborates in defining the goals and expectations for the HEIS conformance process.
	R-1 – HEIS conformance process initiation document
	1. Prepared Service Provision Regulation, detailing:
1.1. project goals & priorities,
1.2. results (deliveries) description, 
1.3. stakeholders, 
1.4. project team & responsibilities (detailing organizational structure of decision-making process)
1.5. work schedule, 
1.6. risks and their management methods, 
1.7. communication principles, 
1.8. criteria for interim and results acceptance, 
1.9. change management procedures.

	Analysis
	Service provider:
1. Assesses existing HEIS conformance standards, regulations, and best practices.
2. Identifies gaps and requirements for the conformance methodology.
Client:
1. Provides necessary information about current conformance processes and regulatory requirements.
2. Provides comments and recommendations.
	R-2 – HEIS conformance process analysis report
	1. Prepared analysis documentation, including:
1.1. review of existing HEIS conformance processes, if any.
1.2. identification of limitations and issues in current conformance methods.
1.3. summary of relevant regulations, standards, and compliance requirements, their impact to the conformance process.
1.4. structure, main actors, processes and components of the HEIS conformance process.

	Development of HEIS conformance requirements
	Provider: 
1. Develops a HEIS conformance requirements according to HEIS conformance requirements methodology and completed analysis documents.
2. Identifies and specifies conformance criteria covering security requirements, data exchange standards, and legal compliance.
3. Specifies documentation and record requirements that HEIS providers must submit.
Buyer:
1. Provides necessary information and feedback on the conformance process.
2. Reviews and approves the HEIS conformance process requirements.
	R-3 – HEIS conformance requirements
	1. Prepared HEIS conformance requirements.

	Automatic testing
	Service provider:
1. Develops validation and testing protocols to be included in the HEIS conformance process.
2. Specifies how each mandatory requirement will be evaluated, including the use of automatic testing tools where appropriate.
3. Creates test scenarios and cases to verify that HEIS meet the specified requirements.
4. Plans for pilot testing of the methodology with select HEIS to refine conformance requirements.
Client:
1. Provides feedback on the proposed validation and testing protocols.
2. Approves the testing protocols as part of the overall process.
	R-4 – Validation and testing protocol document
	1. Prepared validation and testing protocols, including:
1.1. defined evaluation methods for each requirement (e.g., audits, testing, documentation review).
1.2. developed test scenarios and cases, including criteria for passing/failing.
1.3. specifications for automatic testing procedures and tools to be used.
1.4. guidelines for conducting pilot tests and incorporating feedback into the methodology.
2. Pilot testing on a Client chosen HEIS

	User manuals
	Service provider:
1. Develops user manuals that provide step-by-step instructions on how to use the conformance test cases effectively.
2. Develops guides that will enable the Client to consult and provide support on conformance test cases.
3. Ensures training for RC specified employees regarding conformance process.
	R-5 – User manuals
	1. Prepared HEIS conformance test case manuals.

	Risk analysis
	Service provider:
1. Conducts a risk analysis related to the HEIS conformance assessment process.
2. Identifies potential obstacles and risks in implementing the process.
3. Prepares analysis documentation with risk mitigation strategies.
Client:
1. Provides necessary information for risk assessment.
2. Reviews and provides feedback on the risk analysis.
3. Approves the risk management component of the methodology.
	R-6.1 – HEIS Conformance process risk analysis report
R-6.2 – Risk register
	1. Prepared risk analysis report, including:
1.1. identification of risks associated with the conformance assessment process.
1.2. assessment of the impact and likelihood of each risk.
1.3. proposed mitigation strategies and action plans.
1.4. recommendations for ongoing risk monitoring and management during the implementation of the methodology.
2. Prepared Risk register documenting all identified risks and management procedures.

	Recommendations
	Service provider:
1. Evaluates the existing cultural, technological, and human resource aspects influencing the HEIS conformance process.
2. Compiles a detailed recommendation document outlining proposed changes and strategies.
	R-7 – HEIS conformance process enhancement recommendation document
	1. Prepared recommendation document, including:
1.1. recommended changes to organizational policies.
1.2. recommendations for training sessions of conformance processes.
1.3. recommendations for additional competences and responsibilities from the Client.
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27. The documents agreed with the Client must be amended during subsequent stages, considering the results of the acceptance testing and pilot operation, other project activities and circumstances that are related to the content of the submitted documentation. The project documentation must be actualized (updated) and the final versions submitted within the deadlines agreed with the Client, but no later than by the date of submission of the final delivery-acceptance transfer act.
28. Project work must be registered in the Client's Jira by selecting Issue type Epic. If needed, the Epic template prepared in the Client's Confluence system can be used for a detailed description of the Epic. A need Epic is broken down into Stories, smaller items on the product to-do list.
29. All documents prepared by the Service provider must be agreed upon with both the Client and the Service provider.
30. The final versions of the documents must be submitted electronically (.doc, .docx, .pdf, or another agreed format suitable for editing).
31. The Client and other interested parties must submit comments on the evaluated documentation within no more than 5 days.
32. After receiving comments, the Service provider must make the required corrections within 5 working days.
33. The Client’s GitLab repository must be used to store the system source codes.
34. For processes ensuring and installing system quality, the Client’s GitLab repository must be used.
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35. The Provider must ensure that all communication during the Project is conducted in Lithuanian. If experts from foreign countries are involved, the Provider must provide translation services into Lithuanian at its own expense.
36. The Provider must communicate and coordinate exclusively with the Buyer regarding all aspects for the project. All interactions with project partners and other interested parties shall be conducted through the Buyer. This includes maintaining open lines of communication and collaboration with the Buyer throughout the project duration.
37. The Provider shall regularly inform the Buyer about the progress of the Services and, upon the Buyer's request, prepare and present results at various stages of service provision.
38. The Provider must submit and agree with the Buyer on the Regulation of Service Provision, which should detail the stages of the provision of services and their results (presentations), a calendar schedule for the execution of phases corresponding to the detailed deadlines specified by the Buyer, describe communication and risk management measures and the procedure for combining documents.
39. Interim reports on the provision of Services must be submitted to the Buyer within 5 working days from the end of the reporting period.
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41. The Service provider shall provide up to 2000 (two thousand) man-hours dedicated to implementing changes requested by the Client during the project execution and after its completion. These hours are intended for any modifications, enhancements, or adjustments to the delivered solution as per the Client's needs.
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