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REQUEST FOR INFORMATION

DATA MANAGEMENT SYSTEM FOR SMART METERING INTEGRATED WITH THE EXISTING INFRASTRUCTURE




1. GENERAL INFORMATION. AB “Energijos Skirstymo Operatorius” (hereinafter – ESO or DSO) is conducting a market consultation to evaluate potential alternatives to the existing EnergyIP system. Through this consultation, ESO seeks to collect information on the availability of market solutions, indicative pricing models, commercial and contractual conditions, including post‑contract arrangements, as well as the possibilities for integration with ESO’s current smart metering infrastructure.
2. OBJECT FOR INQUIRY. Meter data management system including meter operation center functionalities and key management system.
3. NEED FOR INQUIRY. Performing market analysis regarding meter data management systems’, including meter operation center functionalities and key management systems, development, supply, and indicative pricing. 
4. ESO also welcomes responses not only for the solutions explicitly described in this document, but also for alternative or complementary approaches that respondents consider relevant to the stated objectives. Vendors are encouraged to propose innovative solutions, architectures, or delivery models that may provide equal or improved outcomes for ESO. 

The current ESO SMI architecture is composed of: 
· Internal legacy systems: Enterprise asset management (EAM), Readings Hub (RH), Data Hub (DH), Dispatch management system (DMS), Billing
· Cellular P2P smart electricity meters provided by SAGEMCOM
· Head End System (SICONIA) provided by SAGEMCOM
· Hand Held Unit application provided by SAGEMCOM
· Meter Data Management System (MDMS, EnergyIP) provided by SIEMENS
· Key Management System (KMS) provided by SIEMENS and based on the Hardware Secure Modules (HSM) and a Public Key Infrastructure (PKI) provided by WORLDLINE

SAGEMCOM’s SICONIA Head End System (HES) is the Automated Meter Management (AMM).
SICONIA HES is in charge of managing the infrastructure including end-to-end secure communication with the on-field devices based DLMS/COSEM standards.
Main functionalities of SICONIA HES are:
· Providing services for remote configurations
· Device control transactions and on demand readings
· Managing periodical data collection
· Connectivity monitoring
The SIEMENS’s EnergyIP MDM supports the deployment of smart electricity meters by participating in the provisioning and commissioning of newly installed meters.  After a meter is added to the system, EnergyIP receives, validates, estimates and frames the received data. The validated, estimated and framed interval data is used to perform billing calculations and to provide the results to the billing system.
The SIEMENS’s Meter Operation Center (MOC) component of the EnergyIP solution provides functionality for processing and monitoring mass operations for the formed device groups in campaigns as well as reporting, dashboards, event lists, and other tools for daily operator’s use. 
The SIEMENS’s KMS is the turnkey solution for the life-cycle management of meter keys and certificates. Meter keys can be exported in a secure way (encrypted) to HHU devices and later used for local connections using an optical probe. For remote meter communication, the DLMS/COSEM messages are encrypted and decrypted in KMS using the HSM devices (cryptons). The KMS provides a GUI and a REST API for importing meter shipment files and managing keys.

The amount of data that systems operate:
· Currently installed number of meters is around 1.3 million. The future plan is to reach 2.15 million.
· Every meter collects LP1, LP2 and PQ data every midnight: 
· 1phase meter 30 OBIS channels, 1 364 reads.
· 3phase and CT/VT meters 54 OBIS channels, 4 724 reads.
· Events are collected every 3 hours.
· Alarms are collected near real time.
· Currently infrastructure is capable to collect 15 min data during next 15 min (near real time) for around 180k meters. The future plan is to reach 323k meters.
· Currently infrastructure is capable to collect PQ data every 5 min during next 5 min (near real time) from around 2k meters.

Key use cases that must be covered by Smart Metering infrastructure:
1. Meter installation
2. Meter parametrization
3. Meter replacement
4. Meter uninstallation/deletion
5. Meter firmware update
6. Data collection in PUSH and PULL modes
7. Retrieve data on demand
8. Remote meter connection and disconnection
9. P1 port parametrization
10. Customers move in/move out 
11. Billing 
12. Local meter parametrization

5. QUESTIONS FOR MARKET
	Nr.
	Question:
	Answer:

	Product related

	1.
	Is the MDM or KMS system developed as in-house product or third-party?
	

	2.
	What is the pricing model (license, subscription, usage‑based)?
	

	3.
	What is the life cycle and the regular system upgrade policy? How are the updates, patches, and upgrades delivered?
	

	4.
	What components are configurable by user interface?
	

	5.
	How does the system address:
· Data security;
· Access control;
· Audit logging.
	

	6.
	Which regulatory, cybersecurity, and data‑protection requirements are supported (e.g., GDPR, NIS2)?
	

	7.
	Has the system been certified or audited by external bodies?
	

	8.
	What is the typical system deployment and integrations implementation timeline?
	

	9.
	What risks do you foresee during transition, and how are they mitigated?
	

	10.
	Are there any vendor lock‑in aspects to be aware of?
	

	11.
	What is the typical total cost of ownership over 5–10 years?
	

	12.
	How do you ensure long‑term product support after end of the contract?
	

	13.
	What are the known limitations of your system?
	

	14.
	How does the system support:
· Meter lifecycle management;
· Meter data validation, estimation, and correction (VEE);
· Handling of faulty or misbehaving meters;
· Investigation and root‑cause analysis.
	

	15.
	How does the system ensure data consistency and traceability across the integrations?
	

	16.
	How does the system support bulk operations (e.g. tens or hundreds of thousands of meters)? Are there any limits?
	

	17.
	Which operations can be executed in bulk:
· Meter configuration;
· Parameter changes;
· Firmware updates;
· Key updates.
	

	Key management related

	18.
	Does the MDM system have integration with key management system (KMS)?
	

	19.
	What type of Key Management System do you support or provide (centralized, distributed, HSM‑based)?
	

	20.
	Is the KMS your proprietary solution or based on a third‑party product?
	

	21.
	What scale does the KMS support (number of meters, keys, transactions per day)?
	

	22.
	How does the system handle mass key generation, rotation, and renewal (key lifecycle management)?
	

	23.
	How are keys:
· Generated;
· Distributed;
· Stored;
· Rotated;
· Revoked.
	

	24.
	How is key lifecycle aligned with meter lifecycle events (installation, replacement, decommissioning)?
	

	25.
	Are Hardware Security Modules (HSMs) used?
	

	26.
	Is the KMS integrated with PKI solution (certificate management)?
	

	Technical details related

	27.
	What is the technical architecture (on‑premises / cloud / hybrid)?
	

	28.
	Which technologies, platforms, and databases are used? And how are they licensed?
	

	29.
	What integration mechanisms are supported (APIs, file share, messaging, batch, real‑time)?
	

	30.
	How does the solution integrate with:
· Metering systems
· Billing systems
· Market data hubs
· External regulatory or operator systems
	

	31.
	What standards or protocols are supported (IEC, DLMS/COSEM, CIM, etc.)?
	

	32.
	What volumes (meters, messages, transactions) can the solution support?
	

	33.
	What performance benchmarks can you provide?
	

	34.
	How is high availability and disaster recovery handled?
	

	35.
	What data backup and recovery solutions are supported?
	

	36.
	What authentication methods and MFA providers are supported out of the box?
	

	37.
	Does it have dedicated interface for privileged users or do all the users use the same UI?
	

	38
	What monitoring tools (like Grafana or Zabbix) are supported out of the box?
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