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Information system for centralized collection and management of audit trail logs related to changes in the ESPBI IS, including configuration and development services
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1. [bookmark: _Toc187942414]Description & context
1.1. [bookmark: _Toc187942415]Project description and context
1. The project aims to implement audit trail along with the necessary services to facilitate data collection into the engine to enhance the traceability and accountability of actions performed within the Electronic Health Services and Cooperation Infrastructure Information System (ESPBI IS). The need for it arises from legal disputes that require detailed tracking of actions to understand the sequence of events. Audit trail shall collect and store audit data for traceability purposes, ensuring that all necessary actions are recorded and can be reviewed when required.
2. In future stages, there may be consideration to display a broader range of data to users, such as patients viewing more extensive information about actions performed on their data through the patient portal. However, this functionality is not implemented currently.
1.2. [bookmark: _Toc187942416]Terms and abbreviations

3. Terms and abbreviations used are presented in table 1 “Terms and abbreviations used “.
[bookmark: _heading=h.2et92p0]Table 1. Terms and abbreviations used 
	Term/abbreviation
	Description

	Audit trail solution
	Possibility to track ESPBI IS events in centralized manner and analyse them. It includes both collection of audit data and audit trail engine itself. It should consist of at least: storage and collection of data, visualization of data, data search possibility.

	Audit trail engine
	The tool used to collect, store and manage audit trail data.

	ESPBI IS
	Electronic information system of health services and cooperation infrastructure (lit. Elektroninė sveikatos paslaugų ir bendradarbiavimo infrastruktūros informacinė sistema)

	HIS
	Healthcare information system

	RC
	State Enterprise Centre of Registers (lit. Registrų centras)

	SAM
	Ministry of Health (lit. Sveikatos apsaugos ministerija)

	Client
	State Enterprise Centre of Registers or RC

	Service provider
	The company that is providing Audit trail solution and implementation services



2. [bookmark: _Toc187942417]Project scope
2.1. [bookmark: _Toc187942418]Document purpose
4. The purpose of this document is to specify the technical requirements for the Audit trail. The document outlines the objectives, scope of data auditing, technical specifications, and service provision requirements to ensure that the auditing solution meets the necessary standards for reliability, security, and compliance.
2.2. [bookmark: _Toc187942419]Project expectations and core requirements
5.1. The audit trail solution shall be implemented. During the project it is expected that service provider will:
5.1.1. Service provider shall analyse the current situation and all specified logged events to ensure that events across all possible areas are appropriately logged. It must be ensured that specified events cannot be entered into the ESPBI IS without being logged (it should not be possible to bypass). To achieve this Service provider shall conduct a comprehensive analysis to confirm compliance. The analysis shall include:
5.1.1.1. Reviewing the programming code of the ESPBI IS (access rights will be granted during the project).
5.1.1.2. Examining existing documentation.
5.1.1.3. Conducting interviews with the Client's representatives.
5.1.2. Implement audit trail solution consisting of at least:
5.1.2.1. Audit trail engine that should be responsible for collecting audit events.
5.1.2.2. Search possibility to ensure user friendly search of events.
5.1.2.3. Data view of logged events in user-friendly way.
5.1.3. Ensure the actual data  logs are logged:
Audit trail solution technical specification requirements  



Audit trail engine preparation requirements  



5.1.3.1. Verify that new events are correctly logged and ensure they can be searched by data category.
2.3. [bookmark: _Ref185360851][bookmark: _Ref185361413][bookmark: _Ref187004768][bookmark: _Toc187942420]Scope of data auditing
6. Audit trail solution must be capable of auditing the following actions, as detailed in the following table. Client will request for work packages based on defined priorities:

[bookmark: _heading=h.2s8eyo1]Table 2. Data auditing scope
	Action
	Description
	Data source

	First priority

	Document creation
	Logging when a document is created (document-level logging is sufficient; the fact of change is logged without the need for actual data of what was changed).
	ESPBI core data exchange server

	Document revocation or deletion
	Logging when a document is revoked or delated. 
	ESPBI core data exchange server

	Document retrieving
	Logging when a document or list of documents is retrieved.
	ESPBI core data exchange server

	Document signing (confirmation)
	Logging when a document is signed or confirmed.
	ESPBI core data exchange server

	Document status changes
	Logging all status changes of documents by date and healthcare specialist.
	ESPBI core data exchange server

	Second priority

	Encounter creation
	Logging when an encounter (visit) is created.
	ESPBI core data exchange server

	Ordering of tests
	Logging when tests are ordered.
	ESPBI core data exchange server

	Laboratory test results
	Logging when laboratory test results are provided.
	eLAB back-end (WS)

	Diagnosis actions
	Logging creation, confirmation, edits, status changes, and certainty levels of diagnoses.
	ESPBI core data exchange server

	Allergy actions
	Logging creation, confirmation, edits, status changes, and certainty levels of allergies.
	ESPBI core data exchange server

	Health risk factor actions
	Logging confirmations and edits of health risk factors.
	ESPBI core data exchange server

	Editing patient form (Form E003)
	Logging when the patient form is edited.
	ESPBI core data exchange server

	Medication price inquiries from remote pharmacies
	Logging when medication price inquiries are made.
	Remote pharmacies module back-end (WS)

	Medication price responses from remote pharmacies
	Logging when medication price responses are received.
	Remote pharmacies module back-end (WS)

	Patient portal actions
	Logging actions performed by patients in the patient portal, including:
· Adding authorizations
· Editing patient data
	Portal back-end (WS)

	Document downloads in patient portal
	Logging document downloads, specifying with or without stamp.
	Portal back-end (WS)

	Viewing document attachments
	Logging when an attachment to a document is opened.
	Portal back-end (WS)

	Editing contact information
	Logging when patients edit their contact details.
	Portal back-end (WS)

	Third-priority

	Consent sent to patients
	Logging when consents are generated and sent to patients.
	ESPBI core data exchange server

	Patient portal logins
	Logging patient login and logout events.
	Portal back-end (WS)

	Visibility restrictions set by patients
	Logging when patients set or modify document visibility restrictions (The patient can hide documents from doctors. Also, patients can have their own records and grant others access to view specific entries).
	Portal back-end (WS)

	HIS data retrieval from ESPBI IS
	Logging when HIS data is read from ESPBI IS.
	ESPBI core data exchange server

	Sending ESI / ILTU codes to patients
	Logging whether the ESI /ILTU code was sent to the patient.
	Not yet implemented.

	Adding related persons
	Logging when patients add or modify related persons.
	ESPBI core data exchange server

	Adding representative persons
	Logging when patients add or modify their representatives.
	ESPBI core data exchange server

	Video calls
	Logging when someone connects or disconnects during video calls (not implemented yet).
	Not yet implemented.

	Administrator portal settings changes
	Logging changes made to system configurations by administrators.
	 Portal back-end (WS)



2.4. [bookmark: _Toc187942421]Limitations & possible audit trail solution schema
7. The audit data must be stored separately from the main ESPBI IS to ensure data integrity and security. This separation allows for independent management and protection of audit logs.
8. Diagram illustrating the audit trail solution architecture (e.g., figure provided below) is included to provide a visual representation of how the audit data flows and is stored (the provided diagram is an example and service provider can offer different type of logic and align it with the Client).
[image: ]
[bookmark: _heading=h.3rdcrjn]Figure 1. Example audit trail architecture
3. [bookmark: _Toc187009329][bookmark: _Toc187009394][bookmark: _Toc187942422]Audit trail solution technical specification
3.1. [bookmark: _Toc187942423]Requirements for audit trail solution engine
3.1.1. [bookmark: _Toc187942424]Functional requirements
9. Audit trail solution must fulfil the following functional requirements, organized into key categories:
3.1.1.1. [bookmark: _Toc187942425]Data capture
10. Audit trail solution must log and process all specified audit events received from the ESPBI IS. This includes recording detailed information such as Event ID, Event Action Code, Event DateTime, User ID, Patient ID (if applicable), session ID (if applicable), organization ID (if applicable) and other relevant event details for actions like Create, Update, Delete, Read/View, and Execute.
11. Audit trail solution must collect all specified events listed in section 2.3 that should be captured by ESPBI IS. Additionally, there must be a possibility to allow integration of additional events/data later. Technical logs, traces and metrics should be possible to include in the solution in the future. Service provide shall describe how audit trail solution could handle such events, what additional modifications would be needed to include them:
11.1. Technical logs are records of system operations and events, used for diagnosing issues, such as a server restart during an update.
11.2. Metrics are measurements of resource usage or performance, such as CPU utilization during peak load.
11.3. Traces detail the steps and durations of a request’s processing, like tracking a database query’s execution time.
12. Audit trail solution must anonymize sensitive information, such as authentication headers or tokens, from being recorded.
13. Audit trail solution must log (store ESPBI IS captured events) both successful and unsuccessful events or actions.
14. Audit trail solution must capture auditing tasks and activities performed by administrators and the engine itself, not limited solely to end-user interactions (not ESPBI IS audit, but the audit engine itself).
3.1.1.2. Data storage
15. Audit trail solution’s provided audit data must be stored separately from the main ESPBI IS. The Client will ensure the necessary infrastructure for storage, and all components must be on-premises. The service provider shall provide insights and what exactly storage capacity might be needed for Audit trail solution.
16. Audit trail solution must provide configurable options for storing, backing up, archiving, and deleting audit data, ensuring that these operations can be adjusted as needed to meet organizational policies and compliance requirements. Furthermore, the storage, archiving, and backup policies should be defined per data category (e.g., audit trail, system logs, metrics, and traces), allowing for granular management and policy enforcement.
17. Audit trail solution must allow new data categories to be created on demand, either through the user interface (UI) or, in specific cases, by using configuration files.
3.1.1.3. [bookmark: _Toc187942427]User role management
18. Audit trail solution must have a developed role-based access control (RBAC) mechanism in place.
18.1. The RBAC must be able to define different user roles and permissions for accessing Audit trail solution.
18.2. The RBAC must be able to restrict access to audit logs only to authorized personnel.
19. Audit trail solution must support multi-factor authentication for administrative access.

3.1.1.4. [bookmark: _Toc187942428]Alerts, monitoring, and anomaly detection
20. Audit trail solution must have the ability to support triggering alerts or notifications based on specific audit events or thresholds. Administrators must be able to define conditions under which alerts are sent to designated channels or personnel.
21. Audit trail solution must include a dashboard to display key metrics and the status of the audit trail engine, such as data storage usage categorized by type. Additionally, the solution must offer alerting capabilities for events related to its operation, such as notifications when the storage space for audit trail data is nearing or has reached its limit.
3.1.1.5. [bookmark: _Ref187699947][bookmark: _Toc187942429]Data archiving
22. Audit trail solution must enable automatic archiving of data to a separate database.
23. Audit trail solution must allow configuration of the types of data and the timing for data archiving based on predefined criteria. The configuration should be possible via UI.
24. Audit trail solution must store archived data for 7 years after it is removed from the active system and support data restoration within one business day.
3.1.1.6. [bookmark: _Toc187942430]Data analytics and reporting
25. Audit trail solution must have possibility for analysing audit data to identify trends and patterns.
26. Audit trail solution must have the ability to schedule automated reports that should be sent to configured address.
27. Audit trail solution reports must be exportable in standard formats (e.g., PDF, CSV).
28. Audit trail solution must support custom report creation based on defined criteria via user interface (UI).

3.1.1.7. [bookmark: _Toc187942431]Searching and filtering
29. Audit trail solution must have the ability to search (via API) audit logs using various criteria such as date range, user ID, event type, etc.
30. Audit trail solution must have the ability to apply filters to narrow down audit logs to relevant entries.

3.1.2. [bookmark: _Toc187942432]Non-functional requirements
3.1.2.1. [bookmark: _Toc187942433]General architecture requirements
31. Solution should be implemented following SOA (Service-Oriented Architecture) principles with the goal of minimizing dependencies between components.
32. Implementation of the solution must ensure data integrity and availability via use of dedicated data exchange layers. If some data is updated all other components must have the access to newest data available in real time.
33. The size of the data entity or the size of data storage must not be constrained by software or its architecture.
34. All the solution components must support Unicode UTF-8 encoding.
35. In cases where it is necessary, the solution must use well-established and stable third-party software solutions.
36. Audit trail solution must be developed to minimize individual coding and customization by using development systems, standards-based development environments, commercial off-the-shelf (COTS) software, and reusing proven existing software modules.
3.1.2.2. [bookmark: _Toc187942434]Compatibility
37. Audit trail solution must be operatively manageable and configurable using a user interface (UI) and an application programming interface (API) and must support the capability to perform searches and queries via an API and/or SDK.
38. Audit trail solution must prioritize, and process messages received on any interface in the order they are received, unless specific queuing rules are established for messages.
39. Audit trail solution must apply date and timestamp to all sent and received interface interactions, using Coordinated Universal Time (UTC).
40. Audit trail solution must perform both structural (schema) validation and content validation on messages to ensure data integrity and compliance with business rules.
41. Audit trail solution must have the capability to import and export data without continuous assistance from the software provider or component vendors, using open standards or reliable and flexible data transmission methods integrated with the software.
42. Audit trail solution must support commonly prevalent interaction models, protocols, and architectural styles, such as RESTful web services.
3.1.2.3. [bookmark: _Toc187942435]Scalability and performance
43. Audit trail solution must be scalable to handle increasing volumes of audit data without performance degradation.
44. Audit trail solution must have clear horizontal and vertical scaling strategies. Service provider shall setup and document clear horizontal and vertical scaling strategies.

3.1.2.4. [bookmark: _Toc187942436]Maintenance
45. Audit trail solution must use error codes with additional information containing a clear description to facilitate diagnosing and resolving issues, indicating at least the timestamp when the error occurred, system identifier, operation or process ID, and nature of the error.
46. Audit trail solution must support automated resource creation and deployment from predefined templates.
47. Audit trail solution must ensure that software components are continually updated and improved using the latest releases or versions, including updated relevant licenses, according to an agreed service management schedule.

3.1.2.5. [bookmark: _Toc187942437]Usability & user-experience
48. Audit trail solution must provide a graphical user interface (GUI) and an application programming interface (API) for managing audit log settings and categories.
49. Audit trail solution must have the ability to validate data elements according to configurable business rules.
50. Audit trail solution must provide detailed error codes in response to incorrect incoming messages.
51. Audit trail solution must handle interface errors by returning them to the source via the same interface used for the original message. In cases of process failures during data exchange, failed messages should be routed to a dead letter queue. The system must log failures to log all errors, including entries that indicate when logging attempts have failed, without containing any information about the user.
52. Audit trail solution must use error codes for each message failure scenario identified during development, including message transmission errors, content validation errors, and message processing errors.
53. The user interface (UI) of Audit trail solution must be intuitive and user-friendly, ensuring that it is easily understandable by non-technical users. The UI should emphasize simplicity and clarity, avoiding programming jargon and providing a well-digested user experience.
3.1.3. [bookmark: _Toc187009346][bookmark: _Toc187009411][bookmark: _Toc187009347][bookmark: _Toc187009412][bookmark: _Toc187942438]Requirements for database
54. The configuration of the database must be discussed, negotiated, and approved by the Client prior to implementation.
55. Audit trail solution should have no limitations regarding the number of data entries except cases when there are hardware constraints.
56. Audit trail solution database should be implemented using open-source solutions (i.e. PostgreSQL or equivalent) if possible. The technological stack of audit trail solution database must be negotiated and agreed up on with the Client prior to implementation.
3.1.4. [bookmark: _Toc187942439]Performance
57. Audit trail solution must be suitable for storing 12 months of online transactions. The remaining data should be archived. Requirements for archiving is provided in separate section (see Data archiving).
58. Audit trail solution shall manage at least 50 thousand events per 1 minute.
59. Audit trail solution must support the simultaneous processing and receipt of multiple participant requests.
3.1.4.1. [bookmark: _Toc187009350][bookmark: _Toc187009415][bookmark: _Toc187942440]Security
60. Security measures should be ensured to be compliant with:
60.1. Law on Legal Protection of Personal Data of the Republic of Lithuania and Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and by which repealing Directive 95/46/EC (General Data Protection Regulation).
60.2. Law on The Management of Information Resources of the State of the Republic of Lithuania, the Law on Cybersecurity of the Republic of Lithuania, the Description of the General Requirements for Electronic Information Security, approved by Resolution No. 716 of the Government of the Republic of Lithuania of 24 July 2013 "On the Description of general requirements for electronic information security, Description of the guidelines for the content of security documents T-29 Description of organizational and technical cybersecurity requirements applicable to cybersecurity entities, approved by Resolution No. 818 of the Government of the Republic of Lithuania of 13 August 2018 "On the Implementation of the Law on Cybersecurity of the Republic of Lithuania", and other relevant legal requirements including government resolutions on electronic information security
61. During implementation process Service provider shall follow best market practices for cybersecurity as security management standard LST ISO/IEC 27001:2022 "Information technology or similar.
62. Audit trail solution must ensure the integrity of audit logs, protecting them from unauthorized modifications.
63. Audit trail solution must detect and record onto audit trail unauthorized access attempts (to audit trail engine itself). 
64. Audit trail solution must encrypt audit data at rest using industry-standard encryption algorithms.
3.1.4.2. [bookmark: _Toc187942441]Reliability
65. Audit trail solution must have 99.75% overall availability and 99.99% communication availability outside of scheduled maintenance periods.
66. Audit trail solution must have mechanisms established to ensure that, in the event of a system failure, data is not lost.
67. Audit trail solution must implement a business continuity process that allows it to continue functioning in the event of a failure, operating at the required volume and processing any backlog within the required period.
68. Audit trail solution must be able to restore uncorrupted data from backups to a suitable point, resuming processing without losing or duplicating incoming or outgoing messages.
69. Audit trail solution must be able to detect the loss and duplication of messages transmitted to/from it and have the capability to correct them.
70. Audit trail solution must be consistent, ensuring that a specific incoming message request yields the same result regardless of how many times it is performed.
71. Audit trail solution must support the ability to deploy load balancing or other technologies to distribute the load across multiple processing nodes.
72. Audit trail solution must not utilize more computational resources than necessary to process the current volume of operations.
73. Audit trail solution must support backup, recovery, and restoration (including rollback), compatible and aligned with the broader disaster recovery solution. Service provider shall prepare business continuity plan.
74. Audit trail solution must ensure the completion and verification of scheduled periodic backups of data and software of audit trail solution data.
75. Audit trail solution must be able to continue receiving incoming requests and messages even if it cannot complete processing at that time and must provide controls and functions to process all received messages and provide appropriate responses.

3.2. [bookmark: _Toc187942442][bookmark: _Ref187700094][bookmark: _Ref187701317][bookmark: _Ref187701762][bookmark: _Ref187701935]Requirements for audit trail solution preparation (data capture from data sources).
76. Services must ensure not only the provision of an audit trail engine but also the capturing of data from existing systems.
77. Service provider shall align with the client on what exactly data should be captured based on provided scope. The currently identified data is provided in the table above (see Scope of data auditing). Service provider must analyse the client’s systems, including source code when necessary, to identify all areas where specific data can be captured. Service provider must ensure mechanisms are in place to prevent data bypassing and provide a detailed description of the data integration process. Client’s systems must be configured (Service provider shall identify configuration needs and Client will ensure them) to supply the required data to the audit trail engine.
78. Service provider shall ensure audit trail engine integration with existing source systems. Sources are provided in other section (see Scope of data auditing).
79. Data transfer from source systems to the centralized audit trail solution must be accurate, complete, and support real-time or near-real-time ingestion of data.
80. Data preparation and processing must be performed to standardize logs from multiple systems into a unified format.
4. 
5. [bookmark: _Toc187942443]Audit trail engine implementation activities & results
[bookmark: _heading=h.49x2ik5]Table 3. Audit trail engine implementation activities
	Stage
	Responsibilities
	Result
	Results / Requirements

	Initiation
	Service provider: 
1. Prepares the Service Provision Regulation and other project planning documents.
2. Coordinates with the Client on project objectives related to Audit trail solution implementation.
Client:
1. Provides necessary information regarding the current system architecture and requirements.
2. Collaborates in defining the goals and expectations for Audit trail solution implementation.
	R-1 – Audit trail solution implementation initiation document
	1. Prepared Service Provision Regulation, detailing:
1.1. project goals & priorities,
1.2. results (deliveries) description, 
1.3. stakeholders, 
1.4. project team & responsibilities (detailing organizational structure of decision-making process)
1.5. work schedule, 
1.6. risks and their management methods, 
1.7. communication principles, 
1.8. criteria for interim and results acceptance, 
1.9. change management procedures.

	Analysis
	Service provider:
1. Conducts assessment of the AS-IS and TO-BE situation.
2. Prepares detailed analysis documentation.
3. Includes the audit trail diagram illustrating data flow and architecture.
Client:
1. Provides necessary information.
2. Provides comments and recommendations.
3. Approves the Service Provider's stage results.
	R-2 – Audit trail solution requirement analysis and design report
	1. Prepared analysis documentation, including:
1.1. review of existing Audit trail solutions, if any.
1.2. existing processes and workflows.
1.3. current data flows and dependencies in the Client infrastructure.
1.4. specific limitations and issues within the Client setup.
1.5. target architecture and process improvements.
2. Audit trail process diagram.
3. Use case specifications for Audit trail solution scenarios, including:
3.1. scenario descriptions, outlining steps and objectives.
3.2. required inputs, expected outputs, user roles involved in each scenario.
3.3. specific functionalities to be demonstrated or tested for each use case.
3.4. acceptance criteria.
4. Detailed description of each event to be logged.
5. Detailed descriptions of audit trial solution design, describing existing configurations, modifications, etc.

	Implementation (deployment) and configuration
	Provider: 
1. Installs and configures Audit trail solution according to the agreed requirements.
2. Develops any necessary customizations or integrations.
3. Sets up data storage separately from ESPBI IS.
4. Ensures internal testing.
Client:
1. Provides access to necessary systems and environments.
2. Supports in resolving any technical issues.
3. Reviews and approves the implementation progress.
	R-3 – Internal testing report
	1. Audit trail solutions installed and configured.
2. Data storage set up separately from ESPBI IS.
3. User roles and permissions configured according to requirements.
4. Internal testing report shall consist of:
4.1. Defined evaluation methods for each requirement.
4.2. Developed test scenarios (Service provider shall prepare testing scenarios) and cases, including criteria for passing/failing.
4.3. Specifications for testing procedures and tools to be used.
4.4. Test results documented, including any issues found and resolutions.

	Testing and validation
	Service provider:
1. Provides consultation during UAT.
2. Checks and solves testing bugs.
Client:
1. Actively tests the solution
2. Register bugs
	R-4 – UAT report
	1. Client could include additional testing scenarios. Client will test identified scenarios.
1. Service provider shall participate in testing sessions and provide consultations.
1. Client shall register bugs, and client will need to solve the cases and participate in additional testing sessions if needed.
1. UAT report shall consist of all tested scenarios and their results.

	User manuals
	Service provider:
1. Develops user manuals that provide step-by-step instructions on how to use the Audit trail solution effectively.
2. Conducts training sessions for administrators and key users.
	R-5 – User manuals and training materials
	1. Prepared Audit trail solutions user manuals and training materials. User manuals should include system configuration, system deployment procedure and other audit trail solutions functions.
2. Conducted training sessions and provided training materials. At least 10 users should be trained for at least 20 hours each.

	Final report and recommendations
	Service provider:
1. Prepares the final report for the Audit trail solution implementation, including risks, alternatives, and recommendations for future steps.
2. Updates all relevant project documentation.
3. Includes performance metrics, lessons learned, and best practices.
4. Suggests potential future enhancements or optimizations based on findings.
	R-6 – Final Audit trail solution implementation report
	1. Final report prepared, encompassing:
1.1. Summary of activities and outcomes during implementation.
1.2. Description of each implemented feature and comments on how it meets requirements.
1.3. Alternatives considered and their evaluations.
1.4. Identified risks and mitigation strategies.
1.5. Performance metrics collected during testing.
1.6. Recommendations for scaling the solution to handle production-level workloads.
1.7. Lessons learned and best practices identified.
1.8. Suggestions for potential future enhancements or optimizations.
1.9. Other recommendations for future implementation.

	Warranty documentation
	Service provider:
1. Prepares a comprehensive document outlining the warranty supervision procedure;
2. Provides 12 months of warranty service, as stipulated in the contract.
Buyer:
1. Operates the developed system as intended;
2. Documents any errors detected during the system’s operation.


	R-7 – Warranty documentation
	1. Detailed document outlining the warranty supervision procedures.



6. [bookmark: _Toc187942444]Requirements for service provision
6.1. [bookmark: _Toc187942445]Requirements for analysis and design
81. During the implementation of the analysis and design stages, the Service provider must carry out a detailed analysis and design of project needs.
82. The Provider or Client may propose an alternative method for implementing a specific requirement or substitute the requirement with an equivalent functionality that does not negatively affect the objectives, goals, and final results of the Procurement and does not contradict the requirements of the legislation regulating procurement. Each proposed alternative or functionality change must be approved by Client. In the case of substituting a requirement with an equivalent functionality, the Service provider must provide a written justification, including a description of the impact and criticality of the change, demonstrating that it does not affect the overall functionality of the System. Additionally, an assessment of the time costs for the replaced functionality must be conducted (detailing the time required to implement the replaced functionality and presenting the time costs for implementing the new functionality). The implementation of alternative specification requirements must follow the change management procedure.
83. The detailed requirements analysis document must include use cases prepared according to the functional and non-functional requirements of the Technical Specification and the needs expressed by the Client. These use cases should include usage case diagrams and detailed descriptions, specifying steps (main course, alternative course, exceptional progress), and other constraints using Unified Modeling Language (UML) notation. All functional and non-functional requirements of the Technical Specification must be linked to the content of the detailed analysis document (chapters, appendices, diagrams, etc.). This linking must be clear in illustrating how each requirement of the RPO is designed and realized.
84. All diagrams shall be prepared using MagicDraw tool and should be uploaded to Client’s MagicDraw server.
85. During the analysis and design stages, the Service provider shall conduct meetings with operational specialists appointed by the Client and specialists from other relevant institutions to ensure all stakeholder inputs are considered. Also, Service provider shall analyse associated documentation and source code to ensure that all events are properly captured and logged preventing events bypassing.
[bookmark: _Toc187942446]Implementation requirements
86. Service provider shall align the configured audit trail solution report (see Requirements for audit trail solution preparation (data capture from data sources).
87. Service provider is responsible for all configurations needed for the audit trail solution.
88. All development activities by the Service provider must be performed directly on RC servers.
89. All implementation deliverables must be uploaded to a GitHub repository managed by the Client.
6.2. [bookmark: _Toc187942447]Testing requirements

90. Version tests of the audit trail solution (hereinafter referred to as "Testing") must be carried out.
91. User-acceptance testing shall be carried out only if there are no critical issues identified within Service provider’s internal testing. Up to 10 non-critical issues could be identified.
92. The Service provider must select and possibly add to the following testing scenarios based on the Technical Specification and Client's needs):
92.1. Ensure that all functional and non-functional requirements have been implemented.
92.2. Verify that the requirements have been implemented to the appropriate extent.
92.3. Determine whether the implementation satisfies the Client and other interested parties.
92.4. Identify, register, and correct any functionality errors (bugs).
93. Testing should be conducted according to the Service provider prepared scenarios.
94. The Service provider must document the testing protocols and share them with the Client.
95. Service provider shall participate in all UAT testing sessions.
96. The results of the Testing, including any identified issues and their resolutions, must be reported to the Client in a timely manner.
97. All issues shall be registered in Client’s internal issue management system (JIRA).

6.3. [bookmark: _Toc187942448]Deployment requirements 

98. For the installation of versions of the system into the Client's environments, the Service provider shall prepare a detailed Configured Audit trail solution report / User manuals.
99. Deployment shall be carried out only if no critical issues are identified during UAT. Up to 5 non-critical issues still could be identified that will be solved after deployment.
100. The installation of versions of the system must be carried out in stages, with each service station using the System separately to ensure system integrity and minimal disruption. 
101. The installation of versions of the system must follow the prescribed order:
101.1. A new version of the System is installed in the DEV environment.
101.1.1. tests are performed on the installed version of the System.
101.1.2. if testing is unsuccessful, necessary changes are made to the System, and the installation process is repeated.
101.1.3. after successful completion of the tests, the installation process advances to the next stage.
101.2. A new version of the System, successfully tested in the DEV environment, is installed in the TEST environment.
101.2.1. tests are performed on the installed version of the System.
101.2.2. if testing is unsuccessful, necessary changes are made to the System, and the installation process is repeated.
101.2.3. after successful completion of the tests, the installation process is completed. 
101.3. A new version of the System, successfully tested in the TEST environment, is installed in the PROD environment.
101.3.1. tests are performed on the installed version of the System.
101.3.2. if testing is unsuccessful, necessary changes are made to the System, and the installation process is repeated.
101.3.3. after successful completion of the tests, the installation process is completed. 
102. [bookmark: _heading=h.32hioqz]During the installation of the version, the server where the installation work is being carried out will be inaccessible to users to prevent interference and maintain security.
103. System deployment to Client’s environment will be provided by Client’s system administrators based on Service provider’s prepared user manuals.
6.4. [bookmark: _Toc187942449]Requirements for documentation and its coordination
104. All project documentation prepared by the Service provider must be prepared in Lithuanian and English language in accordance with the rules of the respective language grammar and formatting rules illustrated with diagrams, tables, graphs and other visual means, the presented material is arranged clearly, consistently and in detail.
105. The documents agreed with the Client must be amended during subsequent stages, considering the results of the acceptance testing and pilot operation, other project activities and circumstances that are related to the content of the submitted documentation. The project documentation must be actualized (updated) and the final versions submitted within the deadlines agreed with the Client, but no later than by the date of submission of the final delivery-acceptance transfer act.
106. Project work must be registered in the Client's Jira by selecting Issue type Epic. If needed, the Epic template prepared in the Client's Confluence system can be used for a detailed description of the Epic. A need Epic is broken down into Stories, smaller items on the product to-do list.
107. All documents prepared by the Service provider must be agreed upon with both the Client and the Service provider.
108. The final versions of the documents must be submitted electronically (.doc, .docx, .pdf, or another agreed format suitable for editing).
109. The Client and other interested parties must submit comments on the evaluated documentation within no more than 5 days.
110. After receiving comments, the Service provider must make the required corrections within 5 working days.
111. The Client’s GitLab repository must be used to store the system source codes.
112. [bookmark: _heading=h.3o7alnk]For processes ensuring and installing system quality, the Client’s GitLab repository must be used.
6.5. [bookmark: _heading=h.23ckvvd][bookmark: _Toc187009360][bookmark: _Toc187009425][bookmark: _Toc187009361][bookmark: _Toc187009426][bookmark: _Toc187009362][bookmark: _Toc187009427][bookmark: _Toc187009363][bookmark: _Toc187009428][bookmark: _Toc187009364][bookmark: _Toc187009429][bookmark: _heading=h.ihv636][bookmark: _heading=h.1hmsyys][bookmark: _Toc187009365][bookmark: _Toc187009430][bookmark: _Toc187009366][bookmark: _Toc187009431][bookmark: _Toc187009367][bookmark: _Toc187009432][bookmark: _Toc187009368][bookmark: _Toc187009433][bookmark: _Toc187009369][bookmark: _Toc187009434][bookmark: _Toc187009370][bookmark: _Toc187009435][bookmark: _Toc187009371][bookmark: _Toc187009436][bookmark: _Toc187009372][bookmark: _Toc187009437][bookmark: _Toc187009373][bookmark: _Toc187009438][bookmark: _Toc187009374][bookmark: _Toc187009439][bookmark: _Toc187009375][bookmark: _Toc187009440][bookmark: _Toc187009376][bookmark: _Toc187009441][bookmark: _Toc187942450]Requirements for project management

113. The Service provider must ensure that all communication during the Project is conducted in Lithuanian unless agreed otherwise. If experts from foreign countries are involved, the Service provider must provide translation services into Lithuanian at its own expense.
114. The Service provider must cooperate directly with the Client, Project partners, and other interested parties involved in the Project. This includes maintaining open lines of communication and collaboration throughout the project duration.
115. The Service provider shall regularly inform the Client about the progress of the Services and, upon the Client's request, prepare and present results at various stages of service provision.
116. The Service provider must submit and agree with the Client on the Regulation of Service Provision, which should detail the stages of the provision of services and their results (presentations), a calendar schedule for the execution of phases corresponding to the detailed deadlines specified by the Client, describe communication and risk management measures and the procedure for combining documents.
117. The Service provider shall prepare and submit to the Client weekly brief reports on the provision of services, which shall include:
117.1. Updates on the progress of the Service Agreement.
117.2. Information about the risks and problems recorded during the reporting week.
117.3. Updates on any agreed changes in the change register.
118. The Service provider must continue to cooperate directly with the Client, ensuring all stakeholders are engaged and informed.
6.6. [bookmark: _Toc187942451]Requirements for change management

119. The Service provider shall provide up to 200 (two hundred) man-hours dedicated to implementing changes requested by the Client during the project execution and after its completion. These hours are intended for any modifications, enhancements, or adjustments to the delivered solution as per the Client's needs.
6.7. [bookmark: _Toc187942452]Requirements for warranty

120. Provider will be obliged to ensure warranty maintenance of the Audit trail solution being developed and the installed licensed software.
121. Provider during warranty is responsible for incidents that are directly caused by the functionality that was created during this service provision.
122. The term of warranty maintenance will be 12 months from the date of signing the final act of delivery-acceptance act and transfer of services.
123. Warranty service must be provided for:
123.1. Functionality of the created software.
123.2. Standard licensed software configuration.
123.3. Functionality of integration interfaces with external systems.
123.4. Configuration of the production (PROD) environment and the test (TEST) environment.
123.5. All the submitted documentation.
124. Issues during warranty should be registered and monitored in Client’s issue management software (JIRA).
125. During the warranty service, the Provider will have to provide general system maintenance services that ensure the correct operation of the system:
125.1. Recording of system errors or inaccuracies.
125.2. Correction, testing, installation of system errors or inaccuracies, and submission of the source texts of the updated software tools to the Client.
125.3. Adjustment of system documentation according to the corrections made.
125.4. Providing advice on the developed software on warranty issues.
126. The Provider shall ensure that warranty maintenance services are available 24 hours a day, 7 days a week, including weekends and public holidays.
127. In the document of the warranty maintenance procedure, the Provider shall describe in detail the conditions of warranty service:
127.1. Reaction time to the problem:
127.2. For critical issues:
127.2.1. For critical issues, the Provider must react within 1 hour of receiving the notification, regardless of whether it is during working hours, non-working hours, weekends, or holidays.
127.2.2. Critical issues must be resolved, and the system restored to normal operation within 2 hours from the receipt of the notification.
127.2.3. If the critical issue cannot be resolved within the specified time, the Provider must immediately inform the Client, explaining the reasons and providing an updated estimated time for resolution.
127.3. For non-critical issues:
127.3.1. For non-critical issues reported during the Client's working hours, the Provider must react within 2 hours.
127.3.2. Non-critical issues reported outside of working hours will be acknowledged at the start of the next business day.
127.3.3. Non-critical issues must be resolved within 2 working days from receipt of the notification.
127.4. Telephone and e-mail consultations ("Hot Line") must be provided on weekdays during the officially approved business hours of the Client.
127.5. The Provider must establish an on-call support team capable of handling critical issues that occur outside the Client's standard working hours.
127.6. After making changes/corrections, an update of the source texts of the systems and submission to the Client for assessment must be carried out.
127.7. Before the Client accepts the system for production operation, the Provider must provide and coordinate the document of the warranty maintenance procedure.
128. For the duration of the warranty, issue severity will be classified as:
128.1. Critical issue:
128.1.1. A problem that causes a complete system outage or failure of critical functionalities.
128.1.2. Examples include system crashes, data corruption, security breaches, or any issue preventing users from performing essential tasks.
129. Non-critical issue:
129.1. Problem that causes minor disruptions or inconveniences but does not halt operations or critical functionalities.
129.2. Examples include cosmetic errors, minor bugs, or issues with workaround solutions.
7. [bookmark: _Toc187942453]Licensing requirements
130. Audit trail solution must be provided under an open-source license that allows free use, modification, and distribution. The license must comply with the Open Source Initiative (OSI) approved licenses.
131. Audit trail solution must not require any licensing fees or costs for its use, whether initial or recurring.
132. Audit trail solution must be supported by an active community that contributes to and maintains the solution. It should not be a niche solution, but rather one with broad adoption and community engagement to ensure robust support and continuous development.
133. The source code of Audit trail solution must be accessible to the Client, allowing for inspection, customization, and enhancement as needed.
134. The Service Provider must ensure that all components and dependencies of Audit trail solution are also available under compatible open-source licenses without licensing fees.
135. Audit trail solution must not include any proprietary software components that would impose restrictions on its use, modification, or distribution.
136. Any modifications or customizations made to Audit trail solution by the Service Provider must also be provided under the same open-source licensing terms.
137. The Service Provider must provide documentation confirming compliance with all licensing requirements, including details of all open-source licenses applicable to Audit trail solution and its components.
138. All open-source licenses used must be compatible with each other and must not impose conflicting obligations on the Client.
139. Any future updates or upgrades to Audit trail solution provided by the Service Provider must continue to comply with these licensing requirements.
140. The Service Provider must disclose any third-party open-source components used in Audit trail solution and ensure they comply with the specified licensing terms.
141. The Service Provider warrants that it has the right to provide Audit trail solution under the specified open-source license and that the use of the engine will not infringe on any intellectual property rights of third parties.
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