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DRAFT  PUBLIC PROCUREMENT CONTRACT

1. SUBJECT OF THE CONTRACT 
1.1. The subject of the CONTRACT[footnoteRef:2]* is the provision of maintenance services for the subsystem for standardized accounting data collection and processing (i.SAF-T), hereinafter referred to as the SERVICE or SERVICES, as specified in this CONTRACT. [2: * The terms and abbreviations are set out in Section 1 of the TECHNICAL SPECIFICATION OF THE SERVICE in Annex 1 to the CONTRACT Definitions] 

1.2. All benefits provided by the SUPPLIER to the CLIENT during the term of the CONTRACT, in accordance with the provisions thereof, are hereinafter be referred to as the RESULT OF THE SERVICE. 
1.3. The SERVICE is provided by the SUPPLIER to the CLIENT.
1.4. The requirements for the provision of the SERVICE and for the PARTIES specified in the CONTRACT, in the PROCUREMENT DOCUMENTS and in other documents referred to in the PROCUREMENT DOCUMENTS are hereinafter referred to in the CONTRACT as the REQUIREMENTS.
1.5. The provision of the SERVICE must be carried out in accordance with the REQUIREMENTS.
1.6. In the event of new legal acts or changes to legal acts relating to the SERVICE coming into force, the SUPPLIER is obliged to comply with the terms of such legal acts from the date of their entry into force. Any provision of the REQUIREMENTS that is inconsistent with the effective date of the new legislation or amendment relating to the SERVICE will not apply as from the effective date of such new legislation or amendment and will be replaced by the provision of the effective date of the new legislation or amendment relating to the SERVICE.
1.7. The PARTIES, with the aim of ensuring adherence to environmental principles and reducing the consumption of natural resources in the provision of the SERVICE, commit to refraining from printing paper documents related to the execution of the CONTRACT and to exclusively use electronic documentation.
2. PRICE AND PAYMENT TERMS
2.1. [bookmark: _Ref137859863]The CLIENT does not pay the SUPPLIER an advance, i.e. he does not pay the SUPPLIER in advance. 
2.2. The total value of the CONTRACT is 247 933,88 EUR excluding VAT, or 300 000 EUR including VAT. The SERVICE rates include all taxes, overheads, and expenses incurred by the SUPPLIER in performing its obligations under the CONTRACT, as well as expenses related to the "E. Invoice" IS system.
Detailed rates for the SERVICE:
	SERVICE Part1
	Unit of Measurement
	Indicative Quantity 2
	Hourly Rate, EUR (excluding VAT)
	Hourly Rate, EUR (including VAT)

	Hours allocated to the SERVICE
	Hour
	3000
	
	


1  The implementation and execution timelines for each part of the SERVICE, based on individual CLIENT orders, must be coordinated with the CLIENT.
2 The indicated number of hours is indicative and will be ordered based solely on the CLIENT’s actual needs; therefore, it cannot serve as a basis for the SUPPLIER to demand that the CLIENT order the entire quantity. The CLIENT reserves the right to order more hours than specified; however, the total value of the CONTRACT cannot exceed the allocated budget for the procurement.

2.3. [bookmark: _Ref496169436]For the properly executed part of the SERVICE (confirmed by the act of transfer-acceptance of the part of the SERVICE), the CLIENT makes payment to the SUPPLIER within a period of no later than 30 calendar days from the date on which the act of transfer-acceptance of the part of the SERVICE has been signed and the CLIENT confirms the VAT invoice in the IS "E.Invoice".
2.4. The CLIENT reserves the right to pay the SUPPLIER for obligations fulfilled under the CONTRACT up to the date of signing the SERVICE transfer-acceptance act.

2.5. The SUPPLIER must submit VAT invoices through the "E. Invoice" IS system. The "E. Invoice" online service is accessible at www.esaskaita.eu.
2.6.  The SERVICE rates may not be recalculated due to changes in price levels or taxes, except in cases specified in Clauses 2.7 and 2.8..
2.7. [bookmark: _Ref101273451]The CONTRACT pricing policy is based on a fixed rate with periodic review. The VAT-inclusive rates specified in the CONTRACT will be reviewed in the event of a change in the value-added tax (VAT) rate. During the term of the CONTRACT, the SERVICE rates specified therein shall be adjusted to reflect the new VAT rate.
2.8. Either PARTY have the right to initiate a recalculation (adjustment) of the prices/rates specified in the CONTRACT no earlier than six (6) months from the effective date of the CONTRACT (or, if a recalculation has already been conducted, from the date of the most recent recalculation under this clause), provided that the change in the price index of services provided to economic operators (k), as calculated under Clause 2.11, exceeds 5 percent. Recalculations shall be based on data from the Official Statistics Portal published by the State Data Agency without requiring either PARTY to provide an official document or confirmation from the State Data Agency or any other institution.
2.9. The PARTIES must specify in the adjustment the index value at the beginning of the period and its determination date, the index value at the end of the period and its determination date, the price change (k), recalculated prices/rates, and the recalculated initial CONTRACT value.
2.10. Recalculated rates apply to orders placed after the PARTIES enter into an agreement on the recalculated rates.
2.11. New prices/rates are calculated using the following formula:
, where:
· a is the price/rate (EUR, excluding VAT) (if previously recalculated, this is the rate after the last recalculation).
· a₁ is the recalculated (adjusted) price/rate (EUR, excluding VAT).
· k is the percentage change (increase or decrease) in the price index of services provided to economic operators (calculated as J62 - Computer programming, consultancy, and related activities).
The value of k is calculated using the formula:
, (%), where:
· Ind_latest is the most recent price index published on the date the request for price adjustment is submitted to the other PARTY.
· Ind_start is the price index at the start of the period (quarter). For the first adjustment, this is the quarter in which the deadline for submission of PROCUREMENT offers falls. For subsequent adjustments, this is the quarter in which the index used during the most recent adjustment was published.
2.12. Calculations use index values accurate to four decimal places. The calculated percentage change (k) is rounded to one decimal place for further calculations, and the recalculated rate (a) is rounded to two decimal places. 
2.13.  Subsequent recalculations of prices or rates may not cover periods already subject to previous recalculations.
2.14. Payments specified in Clause 2.3 of the CONTRACT is made by transferring the corresponding amount to the SUPPLIER's account as specified in the CONTRACT.
2.15. All amounts and payments stipulated in the CONTRACT is calculated and executed in euros.
2.16. The use of the SERVICE result cannot impose any additional costs on the CLIENT that would increase the SERVICE rates.
2.17. The CLIENT also establishes the possibility of direct payments to subcontractors. If the SUPPLIER indicates subcontractors in its proposal or, pursuant to Clause 3.26 of the CONTRACT, informs about the involvement of subcontractors, the CLIENT notify the subcontractors about the possibility of direct payment no later than three (3) working days from the conclusion of the CONTRACT or the SUPPLIER’s notification. Subcontractors wishing to use this option must submit a written request to the CLIENT. A tripartite agreement must be concluded between the CLIENT, the SUPPLIER, and the respective subcontractor for this purpose. The SUPPLIER may only reasonably object to direct payments to subcontractors. If the SUPPLIER does not object, the CLIENT shall transfer the amounts specified in the VAT invoices submitted by the SUPPLIER or in documents submitted by subcontractors regarding amounts payable to subcontractors for fulfilling obligations under the CONTRACT directly to the respective subcontractor's specified bank account. Such payments will be considered proper fulfillment of the CLIENT’s payment obligations to the SUPPLIER under the CONTRACT.
3. PROVISION AND PERFORMANCE OF SERVICES
3.1. All REQUIREMENTS (all conditions) related to the PROVISON of the SERVICE become the SUPPLIER's obligations under the CONTRACT.
3.2. Within 20 business days from the effective date of the CONTRACT, the SUPPLIER shall coordinate with the CLIENT the procedure for the provision of the SERVICE, as well as the list of groups of IT resources used by the State Tax Inspectorate (STI) and the necessary access rights. The procedure for the provision of the SERVICE shall specify the procedure for SERVICE provision by the CLIENT and the SUPPLIER, the procedure for order submission and acceptance, issue resolution, and incident reporting, which both PARTIES shall comply with.
3.3. The SERVICE must be initiated, recorded and analysed only by using the software tools of the IT Service Desk software tools of STI. 
3.4. The SERVICE shall performed in parts, and each part of the SERVICE shall be documented and formalized with a SERVICE part transfer-acceptance act.
3.5. A SERVICE part transfer-acceptance act may be signed only if the part of the SERVICE is properly and qualitatively performed. In accordance with the REQUIREMENTS of the CONTRACT, it is considered that each SUPPLIER's obligation specified in the CONTRACT is properly fulfilled, and the part of the SERVICE related to such an obligation is of adequate quality when such a part of the SERVICE meets the REQUIREMENTS necessary for its intended use. If the part of the SERVICE is properly and qualitatively performed, the SERVICE part transfer-acceptance act shall be signed no later than within 5 business days from the receipt of such an act.
3.6. Resolved incidents must specify the actual number of working hours spent by the SUPPLIER, matching the time allocated for task execution.
3.7. During the term of the CONTRACT, the SUPPLIER undertakes to resolve all malfunctions and/or errors referred to the STI IT Service Desk AS after the CONTRACT takes effect. Malfunctions and/or errors shall be resolved based on their severity (critical errors first, followed by major errors, and then other errors) and registration order (the earliest registered issues are resolved first). If necessary, the CLIENT, in agreement with the SUPPLIER, may change the priority of issue resolution.
3.8. All scenarios executed by the SUPPLIER must be unencrypted and must allow for their content to be reviewed before execution.
3.9. Deployment packages designed for implementing or updating the i.SAF-T system, together with the source code and deployment instructions, shall be provided in accordance with the procedure established in the SERVICE provision process mutually agreed upon by the CLIENT and the SUPPLIER by publishing them on SVN.
3.10. Along with the SERVICE part transfer-acceptance act, a separate summary shall be provided, indicating all documentation submitted and agreed upon during the provision of the SERVICE, as stored in the SVN repository, as specified in the SERVICE technical specification, and any other information related to the provision of the SERVICE.
3.11. The SUPPLIER shall provide the CLIENT with the following information together with the SERVICE part transfer-acceptance act:
	Information on the i.SAF-T system maintenance of database and application server warranty objects.






	Application Name
	Module Code (actual physical object name)
	Name
	Type
	IT Incident
No. / Change No. / External Task
No.
	Warranty Valid
	Notes

	
	
	
	
	
	From (Date)
	Until (Date)
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	



3.12. The SERVICE must be delivered in a way that ensures the developed and/or modernized software (SERVICE results) operates in real-time, during both trial operation and under the quality guarantee.
3.13. During the provision of the SERVICE, the SUPPLIER must ensure uninterrupted operation of the i.SAF-T system.
3.14. SUPPLIER employees providing the SERVICE shall access the i.SAF-T and STI IT systems only from workstations prepared for this purpose by the CLIENT through the Administrator Action Control System (AVKS) implemented at the STI, in compliance with the provisions of the "Rules for the Administration of Users of the Information Systems of the State Tax Inspectorate under the Ministry of Finance of the Republic of Lithuania," approved by Order No. V-455 dated 29 December 2007 (as amended by Order No. V-403 dated 16 August 2018).
3.15. Remote access to the STI IT systems and i.SAF-T servers may only be allowed in accordance with the procedures established by the User Administration Rules.
3.16. The SUPPLIER's representatives shall communicate with the CLIENT's representatives in Lithuanian regarding matters related to the PERFORMANCE of the SERVICE.
3.17. Requirements for the SUPPLIER's team:
3.17.1. If a member of the SUPPLIER's team specified in the proposal needs to be replaced, the candidate must possess qualifications and experience not lower than those of the replaced specialist. The candidate may be included in the SUPPLIER's team only after the CLIENT evaluates and approves the candidate based on submitted qualification and experience documents;
3.17.2. All SUPPLIER team members specified in the SUPPLIER's proposal for the PROCUREMENT must participate in the execution of the CONTRACT. The SUPPLIER may replace its team members only with the CLIENT's prior written consent;
3.17.3. The CLIENT may initiate the replacement of a SUPPLIER team member who fails to properly perform their duties as specified in the CONTRACT, providing the reasons for such a request.;
3.17.4. [bookmark: _Ref101276833]The SUPPLIER shall propose replacing team members in the following cases: 
3.17.4.1. Death, illness, or accident of the team member;
3.17.4.2. Other reasons beyond the SUPPLIER's control.
3.17.5. The SUPPLIER shall immediately notify the CLIENT of the occurrence of circumstances mentioned in clause 3.17.4.;
3.18. The CLIENT shall be informed of the planned leave of SUPPLIER team members during the term of the CONTRACT.
3.19. The SUPPLIER shall comply with all conditions and requirements of the CONTRACT, adhering to data protection laws.
3.20. Confidential information shall be provided to the SUPPLIER only to the extent necessary for the PROVISION of the SERVICE.
3.21. The SUPPLIER shall ensure and guarantee that its employees will maintain the confidentiality of non-public information both during the provision of the SERVICE and after the termination of the CONTRACT or their employment.
3.22. SUPPLIER employees who violate information security requirements (confidentiality, integrity, and availability) may be held liable under the Criminal Code, the Code of Administrative Offenses, and other laws of the Republic of Lithuania.
3.23. The SUPPLIER shall ensure that designated experts are available during the system maintenance period, as specified in the SERVICE provision procedure (during the CONTRACT period). Upon the CLIENT's request, experts shall provide the SERVICE at the CLIENT's premises.
3.24. The SUPPLIER may engage subcontractors for the execution of the CONTRACT. After signing the CONTRACT and before its execution begins, the SUPPLIER shall notify the CLIENT of the names, contact details, and representatives of known subcontractors. Any changes to this information during the term of the CONTRACT, as well as subcontractors engaged later, must also be reported. The SUPPLIER may replace subcontractors specified in the Procurement documents proposal only with the CLIENT's prior written consent. The new subcontractor(s) must possess qualifications not lower than those of the replaced subcontractor, and relevant documents proving the absence of disqualification grounds must be submitted as required by the Procurement documents.
3.25. All information security requirements applicable to the SUPPLIER shall also apply to its subcontractors.
3.26. The SERVICE offered by the SUPPLIER must not pose a threat to national security. The CLIENT shall determine whether the SERVICE poses a national security threat based on information from competent authorities. The SERVICE shall be deemed a threat to national security if the Government of the Republic of Lithuania adopts a decision confirming that the intended transaction does not meet national security interests under the Law on the Protection of Objects of Importance to National Security of the Republic of Lithuania.
4. RESPONSIBILITIES OF THE PARTIES
4.1. The PARTIES shall refrain from any unreasonable actions that could harm the other PARTY.
4.2. If the SUPPLIER fails to fulfill or improperly fulfills the obligations set forth in the CONTRACT, the CLIENT has the right to demand compensation for direct damages caused by the non-fulfillment or improper fulfillment of the CONTRACT, up to the value of the CONTRACT, except for the exceptions established in Article 6.252(1) of the Civil Code and possible regress cases under the Civil Code.
4.3. In case of the SUPPLIER's delay in performing contractual obligations (except for the cases specified in Clause 4.4 of the CONTRACT), late payment interest is set at 0.06 percent of the value of the delayed obligations for each delayed day, but not exceeding 5 percent of the total value of the CONTRACT.
4.4. For the CLIENT's delay in settling payments with the SUPPLIER, late payment interest is set at 0.06 percent of the overdue amount for each delayed day, but not exceeding 5 percent of the total value of the CONTRACT. 
4.5. If, during the use of the SERVICE results, it becomes evident that the documentation provided by the SUPPLIER related to the SERVICE and handed over to the CLIENT is incomplete and insufficient to meet any REQUIREMENTS specified in the PROCUREMENT DOCUMENTS, the SUPPLIER shall compensate the CLIENT for all direct losses incurred as a result.
5. VALIDITY, AMENDMENT, AND TERMINATION OF THE CONTRACT
5.1. [bookmark: _Ref496704963]The CONTRACT enters into force on the day it is signed by both PARTIES and registered in the CLIENT's information system and remains valid until all obligations under the CONTRACT are fully fulfilled by the SUPPLIER and the CLIENT.
5.2. The CONTRACT is concluded for 36 months (including the payment term to the SUPPLIER) or until the SERVICE is provided for the total amount allocated for this procurement, whichever occurs first.
5.3. The CLIENT has the right to terminate the CONTRACT if, during its validity, the SUPPLIER loses, under applicable law, the right to engage in economic, commercial, or any other activity necessary for the PROVISION OF THE SERVICE.
5.4. If the SUPPLIER fails to properly fulfill the CONTRACT, the CLIENT may terminate it by giving the SUPPLIER written notice at least 10 calendar days in advance.
5.5. The CONTRACT may be terminated before the specified term:
5.5.1. By written agreement of the SUPPLIER and the CLIENT;
5.5.2. The CLIENT may terminate the CONTRACT by giving the SUPPLIER at least 10 calendar days' written notice if the SUPPLIER fails to fulfill or improperly fulfills its contractual obligations, constituting a material breach of the CONTRACT. In determining a material breach, the CLIENT shall follow the provisions of Article 6.217 of the Civil Code. A material breach may also include a delay of more than three months in fulfilling the obligations under the CONTRACT or failure to remedy deficiencies within a reasonable additional time.
5.5.3. Upon termination of the CONTRACT under Clause 5.5.2, the SUPPLIER shall be included in the list of unreliable suppliers.
5.6. The CLIENT may unilaterally terminate the CONTRACT on the grounds provided in Article 90(1) of the Public Procurement Law.
5.7. The CLIENT reserves the right to unilaterally terminate the CONTRACT at any time by giving the SUPPLIER written notice 14 calendar days in advance. In such cases, the CLIENT shall pay the SUPPLIER for the part/result of the SERVICE performed under the CONTRACT up to the termination date.
5.8. If the SUPPLIER wishes to unilaterally terminate the CONTRACT earlier on its own initiative, it may do so by providing written notice to the CLIENT at least 10 calendar days in advance. In this case, the SUPPLIER shall pay the CLIENT a penalty of 10 percent of the CONTRACT value within five business days from the CONTRACT termination date. The SUPPLIER also undertakes to compensate the CLIENT for all direct losses incurred due to such termination that are not covered by the penalty.
5.9. The termination or expiration of the CONTRACT does not negate the PARTIES' right to demand compensation for direct losses arising from the non-fulfillment of the CONTRACT, nor does it waive the payment of late payment interest accrued until the CONTRACT's termination.
5.10. Upon termination or expiration of the CONTRACT, the provisions of the CONTRACT related to liabilities and settlements between the PARTIES remain in effect.
5.11. The CONTRACT shall be terminated if the Government of the Republic of Lithuania, under the provisions of the Law on the Protection of Objects of Importance to National Security of the Republic of Lithuania, decides that the CONTRACT does not comply with national security interests.
5.12. The terms of the CONTRACT cannot be amended during its validity, except in cases specified in Article 89 of the Public Procurement Law.
5.13. All amendments, supplements, and annexes to the CONTRACT shall be valid if made in writing and signed by the authorized representatives of both PARTIES. All amendments, supplements, and annexes become integral and inseparable parts of the CONTRACT.
5.14. The CLIENT reserves the right to withdraw from the purchase of the entire SERVICE or its result if it does not have sufficient funding beyond its control (the CLIENT is a state-funded institution performing the functions of the tax administrator in the Republic of Lithuania), or if the SERVICE or its result is no longer required for performing tax administration functions, or for other reasons. In this case, no sanctions provided for in the CONTRACT shall apply to the CLIENT. In such an event, the CLIENT shall pay the SUPPLIER for the SERVICE results performed under the CONTRACT up to the date of withdrawal.
6. FORCE MAJEURE CIRCUMSTANCES
6.1. Neither PARTY shall be held liable for the complete or partial non-fulfillment of their obligations under the CONTRACT if they prove that the obligations were not fulfilled due to force majeure circumstances.
6.2. The PARTY unable to fulfill its obligations due to force majeure must immediately, but no later than within five days of the occurrence or discovery of such circumstances, inform the other PARTY in writing. If the force majeure circumstances persist for more than one month, either PARTY may terminate the CONTRACT by giving written notice to the other PARTY.
6.3. Force majeure circumstances are as defined in Article 6.212 of the Civil Code and the Rules on Exemption from Liability due to Force Majeure Circumstances approved by the Government of the Republic of Lithuania in Resolution No. 840 of July 15, 1996.
7. OTHER PROVISIONS
7.1.  The titles of the CONTRACT clauses have no binding force—they are intended solely to facilitate the search for the provisions of the CONTRACT.
7.2. The CONTRACT is concluded based on the Public Procurement Law and the Civil Code. All disputes arising from the CONTRACT shall be resolved in accordance with the legal acts of the Republic of Lithuania.
7.3. All disputes arising from the CONTRACT between the PARTIES shall be resolved by mutual agreement, or, if no agreement is reached, in accordance with the legal procedures established by the laws of the Republic of Lithuania.
7.4. The CLIENT representatives responsible for the proper execution of the CONTRACT are Senior Advisor of the Control Department of the State Tax Inspectorate Under the Ministry of Finance of the Republic of Lithuania, acting as the Director of the Control Department Laura Viešūnienė, e-mail: Laura.Viesuniene@vmi.lt, tel. (8 5) 2742671, and the Head of Tax Planning Control and Prevention Division in the Control department of the State Tax Inspectorate Under the Ministry of Finance of the Republic of Lithuania, Kristina Gačionytė, e-mail: Kristina.Gacionyte@vmi.lt, tel. (8 5) 2742990. Any change in the responsible person shall be communicated in writing to the SUPPLIER.
7.5. The CONTRACT includes an annex, the TECHNICAL SPECIFICATION OF THE SERVICE, which is an integral and inseparable part of the CONTRACT.
8. Requisites of the PARTIES
8.1. The PARTIES shall notify each other immediately in writing of any change in the particulars set out in the CONTRACT.
8.2. The requisites of the PARTIES are as follows:

The SUPPLIER								The CLIENT



ANNEX 1 TO THE CONTRACT
TECHNICAL SPECIFICATION OF THE SERVICE
	
Abbreviations used:

	Abbreviation
	Explanation

	RESTORING WORKING CAPACITY
	Restoring the information system in case of failure and ensuring that the system functions correctly for internal and external users

	DB
	Database

	IS
	Information System

	i.MAS	
	Smart Tax Administration System

	i.SAF-T
	Subsystem for the storage and management of standardized accounting data (integral element of i.MAS)

	Error
	Incorrect functionality, leading to incorrect results and/or processes

	PROCUREMENT
	The public procurement for the acquisition i.SAF-T maintenance services

	PROCUREMENT DOCUMENTS
	The documents of the public procurement for the acquisition of i.SAF-T maintenance services

	SERVICE
	i.SAF-T maintenance services

	SERVICE PART
	A component of the SERVICE

	REQUIREMENT
	The requirements specified in the CONTRACT and its annexes

	SAF-T
	Standard Audit File for Tax purposes

	A SMALL-SCALE MODERNISATION
	A small-scale upgrade/change to i.SAF-T functionality

	CONTRACT
	The public procurement services contract

	SVN 
	Software version control and repository software used for managing documentation and source code

	PARTY, PARTIES
	Upon signature of the CONTRACT, the SUPPLIER AND the CLIENT

	SUPPLIER
	The entity(ies) participating in the open procurement procedure for the purchase of the SERVICE which will conclude the CONTRACT with the CLIENT and provide the SERVICE specified in the CONTRACT

	FAILURE
	This is a functional failure or quality loss of part or all of the i.SAF-T

	CLIENT
	State Tax Inspectorate Under the Ministry of Finance of the Republic of Lithuania

	STI
	State Tax Inspectorate Under the Ministry of Finance of the Republic of Lithuania

	STI IT Service Desk AS
	Application software used by the CLIENT to register and order i.SAF-T maintenance works (in the said system the CLIENT registers IT incidents and Changes, and transfers the external tasks created therein to the SUPPLIER)






1. TECHNICAL SPECIFICATION:
The SERVICE is required for the maintenance of the i.SAF-T and includes all maintenance services not covered by the quality guarantee.
  The SERVICE includes the following elements (hereinafter referred to as SERVICE parts): 
· Upgrade the i.SAF-T operating system (currently running CentOS 6);
· Optimise the i.SAF-T processing servers by distributing them to dedicated database servers (ensuring that each processing server works with its dedicated database server);
· Consultation services – Consulting of the CLIENT‘s employees on working with the i.SAF-T, its components, and the administration of the used software;
· Non-guarantee services for troubleshooting i.SAF-T operational issues, bug fixes, and updating operational documentation when changes are made to the i.SAF-T;
· Data correction (maintenance) when the reason for the correction is not caused by the improper functioning of the software provided by the SUPPLIER. If the reason for the data correction is due to the improper functioning of the software provided by the SUPPLIER, the SUPPLIER will perform the data correction at their own expense;
· A small-scale modernization works that do not require major project changes. External Tasks involving a small-scale modernization will be transferred and executed according to an agreed schedule;
· Evaluation and analysis of the software code provided by other contractors for i.SAF-T creation and/or modernization solutions;
· Restoring of functionality of the i.SAF-T and its components;
· If needed, by mutual agreement between the CLIENT and the SUPPLIER, monitoring and operation of i.SAF-T and its components, servers and databases and service processes. This part of the SERVICE includes:
· Monitoring and maintaining the technical resource utilization/load indicators of servers (CPU, disk, memory, network resources) for the i.SAF-T operation;
· Monitoring and maintaining the operating systems, databases, application servers, services, and other related components for the i.SAF-T operation;
· Monitoring the system performance indicators, the number of active sessions, session duration, response time to user requests, including when other system components (web services, integration platforms, databases, third parties) are involved, and monitoring response times and their changes, providing conclusions and recommendations to the CLIENT and maintaining the operation of the i.SAF-T.
	The SUPPLIER must provide periodic reports on the SERVICE and its progress, as agreed with the CLIENT.




1.1. Names of Purchased Services, Quantities (Volumes), and Requirements for Purchased Services:
General Requirements
1.1.1. The SUPPLIER must ensure the operational continuity of i.SAF-T during the provision of the SERVICE.
1.1.2. Upon signature of the CONTRACT, the SUPPLIER shall appoint a Supervisor.  
1.1.3. The SERVICE must be initiated, accounted for, and analyzed exclusively using the STI IT Service Desk AS (in accordance with the Information Technology Process Management Rules of the State Tax Inspectorate under the Ministry of Finance of the Republic of Lithuania, approved by the Director of the State Tax Inspectorate under the Ministry of Finance of the Republic of Lithuania on September 23, 2008, Order No. V-299 "On the Approval of the Information Technology Process Management Rules of the State Tax Inspectorate," as amended by Order No. V-343 of July 30, 2015).   
1.1.4. During the CONTRACT implementation period, the SERVICE SUPPLIER is obligated to resolve all incidents and/or errors directed to the STI IT Service Desk AS after the contract enters into force. Incidents and/or errors shall be addressed according to their criticality (first critical errors, then major errors, followed by other errors) and registration order (earlier registered incidents and/or errors shall be addressed first). If necessary, the CLIENT, in agreement with the SERVICE SUPPLIER, may change the priority of incident and/or error resolution.
1.1.5. During the provision of the SERVICE, if there have been changes, the SERVICE SUPPLIER, in agreement with the CLIENT, shall provide and/or appropriately modify existing documents (in accordance with the State Tax Inspectorate’s rules for the establishment, creation, implementation, maintenance, and liquidation of state information resources, approved by the Director of the State Tax Inspectorate under the Ministry of Finance of the Republic of Lithuania on June 13, 2006, Order No. V-216, as amended by Order No. V-443 on November 29, 2012, and as further amended by Order No. V-201 on May 12, 2023), including:
1.1.5.1. R11. Description of the quality assurance service provision procedure / Technical maintenance and quality assurance service provision procedure; 
1.1.5.2. R14. Protocol of working group meetings;
1.1.5.3.   R25. Documents for unforeseen works/orders/changes;
1.1.5.4.   R26. Functional requirements document;
1.1.5.5.   R27. Technical architecture;
1.1.5.6.   R28. Description of data structures (tables relationship diagram, descriptions of tables, fields, indexes, and relationships between tables, descriptions of table views and their fields);
1.1.5.7.   R29 Description of modules;
1.1.5.8.   R31. Integration specifications;
1.1.5.9.   R32. Data processing/transfer report (mandatory if data processing and/or transfer was performed);
1.1.5.10. R34. Draft of regulation amendments;
1.1.5.11. R35. Draft of specification amendments; 
1.1.5.12. R36. Administrator’s guide;
1.1.5.13. R37. User guide;
1.1.5.14. R39. Program texts/non-coded software tools;
1.1.5.15. R56. Installation journal (CO register);
1.1.5.16. R57. Installation instructions;
1.1.5.17. R58. Installation package;
1.1.5.18. Other documents agreed with the CLIENT.
1.1.6.   All results must be provided by uploading them to SVN;
1.1.7. Along with the SERVICE acceptance-transfer act, a separate summary must be submitted, listing all documentation stored in the SVN repository, including installation packages, source code, installation instructions, reports, and any other information related to the provision of the SERVICE. 
1.1.8. [bookmark: _Hlk139019222]The CLIENT registers IT incidents in the STI IT Service Desk AS with urgency and impact levels, based on which the STI IT Service Desk AS assigns a priority level from 1 to 5 to the IT incident, Changes and forwards them to the SUPPLIER, creating external tasks:
1.1.8.1. External Tasks due to improper (incorrect) system (or functionalities) operation or non-operation. 
1.1.8.2. External Tasks requiring a small-scale modernization (small-scale modernization works that do not require significant changes to design decisions) are transferred and executed according to a schedule agreed upon by the CLIENT and SUPPLIER. 
1.1.8.3. [bookmark: _Hlk139019273]External Tasks requiring consultations on system and/or functionality operation.
1.1.9. External tasks of IT incidents are resolved according to their criticality (external tasks with urgency and impact priority “1” are addressed first (the priority for external tasks created in the STI IT Service Desk AS is 1), based on the list of External Tasks of incidents provided by the CLIENT to the SUPPLIER). If more urgent incidents arise, the CLIENT may change the incident and external task priority and submit an updated list of priority external tasks to the SUPPLIER. 
1.1.10. Resolution time of incident External Task is the time from the External Task referral through the STI IT Service Desk AS to the SUPPLIER until the SUPPLIER registers the External Task resolution in the STI IT Service Desk AS, assigning the status “Closed.” The resolution time of the STI IT Service Desk AS is not calculated when the SUPPLIER stops the calculation of the time in the external task by pressing the "Wait" button and asking additional questions necessary for the analysis to the IT incident resolver, or after negotiating with the CLIENT on postponing the deadline for the resolution of the external task. Only the CLIENT can change the date of the resolution.
1.1.11.   All mentioned deadlines and SERVICE working hours are calculated according to the CLIENT’s officially established working hours (Monday to Thursday: 8:00 AM to 5:00 PM, Friday: 8:00 AM to 3:45 PM, with a lunch break from 12:00 PM to 12:45 PM).
1.1.12. In the STI IT Service Desk AS, the suspension of a SERVICE element resolution due to objective reasons can only be done by the CLIENT, unless further resolution requires additional information from the CLIENT, and the CLIENT has been informed about this in the STI IT Service Desk AS.
1.1.13. If the SUPPLIER's proposed resolution does not satisfy the CLIENT, the External Task is returned to the SUPPLIER. By mutual written agreement with the CLIENT, deadlines and scopes can be modified, e.g., if additional circumstances requiring essential External Task formulation modifications are identified during analysis. 
1.1.14. Errors are classified as:
1.1.14.1. Critical error (priority 1 for the external task referred by the STI IT Service Desk AS) – when a malfunction or error is identified, preventing the IS / KVII user from performing essential functions, and no alternative method to perform the function is known;
1.1.14.2. [bookmark: _Hlk188592601]Major error (priority 2 for the external task referred by the STI IT Service Desk AS) – a recurring malfunction or error that makes the IS / KVII operation unstable and/or insecure and prevents the user from performing essential functions, although an alternative method is known;
1.1.14.3. Other error (priority 3 for the external task referred by the STI IT Service Desk AS) – a malfunction or error where the IS / KVII user can perform the function, but it is executed in an unusual sequence, or the result is incomplete or inconsistent with results obtained by other methods, or certain parameter values deviate from those specified in the IS documentation, or documentation discrepancies are noted, or the IS performance slows down, or a threat to the security of electronic information arises;
1.1.14.4. Consultation regarding malfunction – when the IS / KVII user requests a consultation;
1.1.14.5. A small-scale i.SAF-T modernization – a small-scale work that does not require essential changes to the IS design.
1.1.15. The following resolution timelines of Errors are set, starting from the incident referral to the SUPPLIER through the CLIENT's STI IT Service Desk AS:
1.1.15.1. In the case of a critical error – no more than 3 hours. If the critical error cannot be resolved within 3 hours, the SUPPLIER assists the CLIENT in performing the necessary functions by alternative means. In this case, the SUPPLIER must resolve the critical error within 8 working hours, starting from the initial referral of the critical error through the STI IT Service Desk AS;
1.1.15.2. In the case of a major error – no more than 16 working hours. If the major error cannot be resolved within 16 working hours, the SUPPLIER assists the CLIENT in performing the required function by alternative means. In this case, the SUPPLIER must resolve the major error within 40 working hours, starting from the initial referral of the major error through the STI IT Service Desk AS;
1.1.15.3. In the case of other errors – no more than 40 working hours. If the error cannot be resolved within 40 working hours, the SUPPLIER assists the CLIENT in performing the required function by alternative means. In this case, the SUPPLIER must resolve the error within 80 working hours, starting from the initial referral of the other error through the STI IT Service Desk AS;
1.1.15.4. In the case of a consultation – the SUPPLIER agrees to provide urgent consultations (priority 1 task referred by the STI IT Service Desk AS) within 8 working hours, and for an urgent consultation (priority 2 task referred by the STI IT Service Desk AS) within 40 working hours. The specific consultation time is determined by the CLIENT;
1.1.15.5. In the case of a small-scale IS modernization – no more than 160 working hours, not exceeding the total monthly workload as defined in the procurement documents. 

Requirements for i.SAF-T Modernisation Principles:
1.1.16. Scalability: The installation of additional components must not reduce reliability and performance levels.
1.1.17. Changeability and Extensibility: Components must be installed in a way that ensures the possibility of easily modernizing existing functions and adding new features to the i.SAF-T.
1.1.18. Robustness: Components must be installed in a manner that ensures resistance to failures. Errors in specific components should not negatively affect other i.SAF-T functionalities.
1.1.19. The i.SAF-T must be designed and implemented in such a way that making functionality changes in one or more functional areas does not result in the need for a complete redesign of the entire i.SAF-T.
1.1.20. The i.SAF-T software must allow for the management of scheduled tasks (scheduler). There must be a feature allowing users to enable or disable existing tasks and change the execution of tasks.
1.1.21. If the method of data transmission and its purpose require it, the i.SAF-T must ensure data encoding before transmitting the data to third parties.
1.1.22. The i.SAF-T must implement control mechanisms to ensure the integrity and confidentiality of transmitted or received data, so that the data is not altered or disclosed improperly during transmission. The confidentiality of electronic information transmitted over public communication networks must be ensured by using encryption.
1.1.23. The i.SAF-T must automatically terminate the user's session after a predefined period of user inactivity and notify the user of the reason for the disconnection. There must be an option to modify the inactivity period parameter.
1.1.24. The i.SAF-T must allow the configuration of a maximum number of incorrect login attempts after which the user is temporarily prohibited from attempting to log in again. The login attempts limit parameter must be modifiable.
1.1.25. The updated / modernized i.SAF-T must function reliably on the CLIENT’s existing technical platform, local (LAN) and wide-area (WAN) computer networks, and infrastructure designed for the IS, making full use of the installed and employed software solutions and technologies. The installation of modernized and new components (SERVICE parts) of the i.SAF-T must not require any additional costs from the CLIENT (those not included in the offered price).
1.1.26. The software solutions created for SERVICE implementation must ensure full data exchange compatibility and integrity with the i.SAF-T and related IS solutions, as well as the use of processed data in the i.SAF-T and related IS.
1.1.27. If the functionality of the created solution requires licensed software (such as databases or other software solutions), it must be provided with the manufacturer’s technical support. The cost of licenses must be included in the offered price. This requirement does not limit the use of open-source software. Legally, open-source software refers to software products whose use, distribution, and modification are defined by open-source licenses and their terms, with which the user must comply in order to use the product.
1.1.28. The i.SAF-T must include recovery and backup procedures in case of failure.

Requirements for the Implementation of Updates
1.1.29. Installation packages for i.SAF-T deployment, along with the program code, installation instructions, and other related documentation, must be provided according to the process outlined in the Service Delivery Procedure mutually agreed upon by the CLIENT and the SUPPLIER, using the SVN repository. 
1.1.30. The SERVICE must be provided in such a way that the created and/or modernized software (the result of the SERVICE) can function in real-time mode, applying a quality guarantee.
1.1.31. In the case of minor modernization, the SUPPLIER’s employees, together with the state officials and employees of STI, must test the modernized i.SAF-T or its individual parts (modules) in a test i.SAF-T environment and only then, following the version control and change procedures approved by STI, deploy the i.SAF-T in the production environment. 
1.1.32. It is prohibited for the SUPPLIER’s employees to independently perform i.SAF-T installations or other configuration work. The SUPPLIER’s employees may carry out tasks related to i.SAF-T installations, configurations, or other maintenance activities only when necessary for the provision of the SERVICE and only in accordance with the agreed Service Delivery Procedure.


Maintenance Management Requirements
1.1.33. The management and execution of the SERVICE must be conducted in accordance with:
1.1.33.1.  The State Tax Inspectorate’s rules for the establishment, creation, deployment, maintenance, and liquidation of state information resources, approved by the Director of the State Tax Inspectorate under the Ministry of Finance of the Republic of Lithuania on June 13, 2006, Order No. V-216 “On the Rules for the Establishment, Creation, Deployment, Maintenance, and Liquidation of State Information Resources of the State Tax Inspectorate, the Approval of the List of Information System Managers and Other State Information Resources, Registers, and Their Data,” amended by Order No. V-443 on November 29, 2012; 
1.1.33.2. The SERVICE is provided according to the maintenance SERVICE delivery procedure mutually agreed upon by the CLIENT and the SUPPLIER.

1.2. Requirements for the Quality Guarantee:
1.2.1. All elements of the SERVICE result (composite parts as defined by the Civil Code), for which it is possible to establish a quality guarantee period under the Civil Code through a contractual obligation, shall be granted a quality guarantee period as stipulated by the Civil Code, but not shorter than 24 months. The commencement of the guarantee period shall be considered from the moment the IT incident resolution is deployed into the operational environment.
1.2.2. The object of the quality guarantee encompasses all elements of the SERVICE result.
1.2.3. Quality guarantee obligations cannot be divided into separate guarantee obligations for individual, functionally closely related elements of the i.SAF-T SERVICE result (e.g., software modules). This also means that:
1.2.3.1. For the base functionality (modules ensuring interaction with other modules, providing necessary information to others, managing the functioning of other modules, etc.), the guarantee obligations shall apply for no less than the longest guarantee period applicable to the dependent modules;
1.2.3.2. Upon modernization of any related i.SAF-T SERVICE result element or the creation of a new closely related i.SAF-T SERVICE result element, the quality guarantee shall be extended to all closely related i.SAF-T SERVICE result elements;
1.2.3.3. The quality guarantee for each modified i.SAF-T component (when the modification is unrelated to the performance of quality guarantee obligations, such as error correction or defect removal) and for any closely related components shall remain valid until the end of the maintenance service period. However, it cannot be shorter than the guarantee period applicable prior to the modification and must not be shorter than the quality guarantee period specified in the procurement contract.
1.2.4. If the SUPPLIER fails to meet the deadlines for the SERVICE execution, the quality guarantee period shall be extended for the period from the notification of the SERVICE result element defect (error/issue) through the STI IT Service Desk AS to the moment of the defect resolution, as confirmed by the STI.
1.2.5. The restoration of damaged or lost IS data, when the cause of the failure is the improper operation or malfunction of tools provided (installed) by the SUPPLIER (software, created databases, installed technologies, etc.), shall be performed at the SUPPLIER's expense. Additionally, the SUPPLIER shall compensate for any losses incurred by the CLIENT due to these damaged or lost data. Each case shall be individually assessed, taking into account the type of breach, the nature of the lost data, and any responsibility the CLIENT may bear towards other institutions due to the lost data or other losses related to the damaged or lost data. The time spent by the CLIENT's employees or other system operators to resolve the IT incident consequences in other systems may also be considered.
1.2.6. The SUPPLIER must immediately restore the operation of the i.SAF-T in the event of errors related to newly implemented functionalities. Such errors are classified as critical errors.
1.2.7. If the software included in the SERVICE cannot function properly because the SUPPLIER failed to include in the SERVICE price all necessary costs related to the operation of the applicable software from the effective date of the CONTRACT until the end of the quality guarantee period for the SERVICE result elements, the SUPPLIER shall restore the software functionality at its own expense.
1.2.8. If the modification and/or modernization of the SERVICE result elements, for which the quality guarantee obligations under the procurement contract are performed by one SUPPLIER, is carried out by another SUPPLIER, all the quality guarantee obligations for the functionally closely related SERVICE result elements shall transfer to the latter SUPPLIER.
1.2.9. The SUPPLIER, in providing the SERVICE, must comply with the Requirements of the State Tax Inspectorate under the Ministry of Finance of the Republic of Lithuania regarding the quality guarantee and maintenance services for information systems and applied software, approved by the Director of the State Tax Inspectorate on December 30, 2008, Order No. V-390 "On the Approval of the Requirements for the Information Systems Security of the State Tax Inspectorate and the Quality Guarantee and Maintenance Services for Information Systems and Applied Software" (as amended by the Order No. V-20 of January 17, 2019).

1.3. Legislation Related to the PROJECT Implementation:
· Law on Information Society Services of the Republic of Lithuania;
· Law on Tax Administration of the Republic of Lithuania;
· Law on the Management of State Information Resources of the Republic of Lithuania;
· Description of General Requirements for Websites and Mobile Applications of State and Municipal Institutions, approved by the Government of the Republic of Lithuania on December 12, 2018, Resolution No. 1261 “On the Approval of the Description of General Requirements for Websites and Mobile Applications of State and Municipal Institutions”;
· National Cybersecurity Strategy, approved by the Government of the Republic of Lithuania on August 13, 2018, Resolution No. 818 “On the Approval of the National Cybersecurity Strategy”;
· Regulations for the Establishment, Creation, Modernization, and Liquidation of State Information Systems, approved by the Government of the Republic of Lithuania on February 27, 2013, Resolution No. 180 "On the Approval of the Regulations for the Establishment, Creation, Modernization, and Liquidation of State Information Systems".
· Methodology for the Creation of Electronic Services, approved by the Minister of Communications of the Republic of Lithuania on October 7, 2015, Order No. 3-416(1.5 E) "On the Approval of Methodological Documents";
· Methodology for the Creation and Provision of Composite Electronic Services, approved by the Minister of Communications of the Republic of Lithuania on October 7, 2015, Order No. 3-416(1.5 E);
· Technical Requirements for the Electronic Information Security of State Registers (Cadastres), Sectoral Registers, State Information Systems, and Other Information Systems, approved by the Minister of National Defense of the Republic of Lithuania on December 4, 2020, Order No. V-941 “On the Approval of Technical Requirements for the Electronic Information Security of State Registers, Sectoral Registers, State Information Systems, and Other Information Systems”;
· Methodological Recommendations for Ensuring the Usability of Public and Administrative Electronic Services, approved by the Director of the Information Society Development Committee of the Ministry of Communications of the Republic of Lithuania on May 5, 2014, Order No. T-65 "On the Approval of Methodological Recommendations for Ensuring the Usability of Public and Administrative Electronic Services";
· Methodological Recommendations for the Development, Testing, and Evaluation of Websites Accessible to Persons with Disabilities, approved by the Director of the Information Society Development Committee of the Ministry of Communications of the Republic of Lithuania on March 31, 2004, Order No. T-40 "On the Approval of Methodological Recommendations for the Development, Testing, and Evaluation of Websites Accessible to Persons with Disabilities";
· Requirements for quality assurance and maintenance services for information systems and application software of the State Tax Inspectorate under the Ministry of Finance of the Republic of Lithuania, approved by the Order of the Head of the State Tax Inspectorate under the Ministry of Finance of the Republic of Lithuania No. V-390 of 30 December 2008 "On the security requirements for the information systems of the State Tax Inspectorate and the requirements for the guarantee of quality assurance and maintenance services for the information systems and application software of the State Tax Inspectorate under the Ministry of Finance of the Republic of Lithuania" (wording of the Order of 17 January 2019 No. V-20)
· Methodology for Life Cycle Management of State Information Systems, approved by Order No T-29 of 25 February 2014 of the Director of the Committee for Development of the Information Society under the Ministry of Transport and Communications "On Approval of the Methodology for Life Cycle Management of State Information Systems";
· Data Security Regulations for the Information Systems of the State Tax Inspectorate, approved by Order No V-197 of 10 October 2005 of the Head of the State Tax Inspectorate under the Ministry of Finance of the Republic of Lithuania "On the Approval of the Data Security Regulations for the Information Systems of the State Tax Inspectorate" (wording of the Order V-57 of 10 February 2020);
· Rules for the Management of the Internet and Intranet Sites of the State Tax Inspectorate (e. VMI portal), approved by the Order of the Head of the State Tax Inspectorate under the Ministry of Finance of the Republic of Lithuania No. V-307 of 24 August 2014 "On the Approval of the Rules for the Management of the Internet and Intranet Sites of the State Tax Inspectorate (e. VMI portal)" (wording of the Order of 3 February 2021 No. V-54);
· Rules of the State Tax Inspectorate for Project Management, approved by the Order of the Head of the State Tax Inspectorate under the Ministry of Finance of the Republic of Lithuania No V-48 of 24 January 2007 "On the Approval of the Rules of the State Tax Inspectorate for Project Management" (wording of the Order of 7 January 2022 No V-18);
· Rules for the Establishment, Creation, Deployment, Maintenance and Liquidation of State Information Resources of the State Tax Inspectorate, approved by the Order of the Head of the State Tax Inspectorate under the Ministry of Finance of the Republic of Lithuania No. V-216 of 13 June 2006 "On the Approval of the Rules for Establishment, Creation, Deployment, Maintenance and Liquidation of State Information Resources of the State Tax Inspectorate, the Approval of the List of the State Tax Inspectorate's Authorised Representatives for the Establishment, Creation, Deployment, Maintenance and Liquidation of the State Tax Inspectorate's State Information Systems, other State Information Resources, Registers and their Data Management" (wording of the order No. V-443 of 29 November 2012).

1.4. Data Security and Information Confidentiality Requirements (to be filled if the SUPPLIER will have access to confidential or data protection-related information during the performance of the CONTRACT):
1.4.1. If, during the execution of the SERVICE, the SUPPLIER must process real data, the SUPPLIER and the CLIENT must sign the CLIENT's Data Processing Agreement. The SUPPLIER will be given the opportunity to review the text of the Data Processing Agreement and propose amendments to its terms. The SUPPLIER will be authorized to process real data only after the Data Processing Agreement has been signed.
1.4.2. The i.SAF-T must implement control measures ensuring the integrity and confidentiality of transmitted or received data, so that data is neither distorted nor unlawfully disclosed during transmission.
1.4.3. All work related to the SERVICE must be performed in the i.SAF-T development environment, which must match the real i.SAF-T environment in terms of infrastructure.
1.4.4. All software modules created or modernized in connection with the i.SAF-T development, expansion, or technical maintenance must be installed in the production i.SAF-T environment in accordance with the version and change management procedures approved by the CLIENT.
1.4.5. If the SUPPLIER performs the modernization of general i.SAF-T or other parts of the STI IS, the SUPPLIER must assume the quality assurance guarantee and error correction for the modernized i.SAF-T or other STI IS components, and correct at its own expense any errors in the modernized parts. If such errors affect the security of the i.SAF-T or other STI IS, sanctions proportional to the damage incurred will apply.
1.4.6. The i.SAF-T must be protected from common network-based attacks such as SQL injection, cross-site scripting, and denial of service (DOS) attacks. The list of common network-based attacks is published on the Open Web Application Security Project (OWASP) website www.owasp.org.
1.4.7. When a new i.SAF-T component is created or significant changes are made to existing components, the SUPPLIER must ensure the i.SAF-T components' resistance to intrusion. The SUPPLIER must rectify all vulnerabilities identified by itself, the CLIENT, or an independent service provider conducting security assessments.
1.4.8. During the execution of the SERVICE, when modernizing the i.SAF-T or parts thereof, if changes affect the actions performed by users on data, user rights, i.SAF-T parameters, or other relevant factors, the existing i.SAF-T audit solution must be enhanced.
1.4.9. The SUPPLIER may only execute the CONTRACT once its specialists (team members) have signed the Confidentiality Undertaking form, approved by the Director of the State Tax Inspectorate under the Ministry of Finance of the Republic of Lithuania.
1.4.10. i.SAF-T data loss scale indicator (RPO) must be ensured at a level of 0 (zero). 
1.4.11. The SUPPLIER must:
1.4.11.1. Not disclose or transfer information received from the CLIENT to other natural or legal persons, ensure its proper protection, and keep it confidential even after the termination of the procurement CONTRACT; 
1.4.11.2. Immediately inform the CLIENT via email at duomenu_sauga@vmi.lt about any disclosure or transfer of information to other natural or legal persons, and, if possible, within no more than 24 hours from identifying a potential information security incident, and take all necessary actions to prevent further disclosure of the information;
1.4.11.3. Compensate for damages caused by the illegal disclosure of information.
1.4.12. The SUPPLIER must ensure and guarantee that its employees performing the SERVICE will keep confidential any publicly undisclosed information both during the SERVICE provision and after the CONTRACT has ended, as well as after the employment or other relationship of the SUPPLIER’s employees with the SUPPLIER has terminated. The SUPPLIER and its employees may be held liable under the Criminal Code of the Republic of Lithuania, the Code of Administrative Offenses of the Republic of Lithuania, and other applicable laws of the Republic of Lithuania, if the SUPPLIER and/or its employees violate information security (confidentiality, integrity, and availability) requirements during the execution of the SERVICE. The SUPPLIER must compensate for losses related to the unlawful processing of information or other breaches of information security.
1.4.13. The execution of the SERVICE must comply with the Regulation (EU) 2016/679 of the European Parliament and Council of April 27, 2016, on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, repealing Directive 95/46/EC (General Data Protection Regulation), the Cybersecurity Law of the Republic of Lithuania, the description of organizational and technical cybersecurity requirements for cybersecurity entities, approved by the Government of the Republic of Lithuania by Resolution No. 818 on August 13, 2018, and other legal provisions.
1.4.14. The i.SAF-T must implement measures for verifying the accuracy, completeness, and reliability of entered electronic information. 
1.4.15. The SUPPLIER must only receive information deemed confidential to the extent necessary for the execution of the SERVICE. The SUPPLIER must take all legal, technical, and organizational measures to protect the received information.
1.4.16. The maintenance of the i.SAF-T must comply with the established state IS development, expansion, and technical maintenance information security requirements that apply to first-category state IS.
1.4.17. The definition of first-category state IS is provided in the description of the importance assessment of electronic information constituting state informational resources and the classification of state informational systems, registries, and other information systems, approved by the Government of the Republic of Lithuania in Resolution No. 716 on July 24, 2013. Requirements for this category are specified in the description of technical state registries (cadastres), sectoral registries, state informational systems, and other information systems’ electronic information security requirements, approved by the Minister of National Defense of the Republic of Lithuania in Order No. V-941 on December 4, 2020, the description of organizational and technical cybersecurity requirements for cybersecurity entities, approved by the Government of the Republic of Lithuania in Resolution No. 818 on August 13, 2018, and other applicable laws of the Republic of Lithuania.
1.4.18. The SUPPLIER must ensure and guarantee that the employees performing the SERVICE are familiarized with the Information Notice on the processing of personal data of service/goods providers' employees (the notice form can be found at https://www.vmi.lt/evmi/documents/20142/837401/PASLAUGU+PREKIU+TEIKEJU+DARBUOTOJU+ASMENS+DUOMENU+TVARKYMAS.pdf). The familiarization must be done before the commencement of the SERVICE.
1.4.19. The information security expert(s) engaged by the SUPPLIER must evaluate whether the SUPPLIER’s decisions during the execution of the CONTRACT comply with information security requirements.
1.4.20. In extended/modernized or newly created modules or parts of the i.SAF-T, the following records must be made and transmitted in a suitable format to the centralized STI IS auditing solution:
· Activation and deactivation or rebooting of the i.SAF-T and/or its elements, including the audit function;
· Successful and unsuccessful login and logout attempts;
· All user actions, including actions involving data, changes in user or group permissions, and administrator access rights to i.SAF-T resources, changes to i.SAF-T parameters, time and/or date changes, and other actions;
· Other records of significant events related to electronic information security as specified by the CLIENT.
1.4.21. The time stamps of the recorded entries must be synchronized with a precision of at least one second, using at least two time synchronization sources.
1.4.22. Each recorded entry must include the following data: the name (login identifier) of the user performing the action, the action performed (the action performed by the user in the user interface must be recorded), the person(s) whose data were involved, the identifier of the object with which the action was performed, the purpose of use of the personal data entered by the user, the name (identifier) of the device associated with the event, the type/nature of the event, the date and exact time of the action or event, the outcome of the event, and any other information significant to the information security (agreed with STI).
1.4.23. User actions in the i.SAF-T must be recorded in the user interface under action names reflecting the specific action performed. Furthermore, when adding new actions to be recorded, a detailed guide for the newly recorded actions must be provided.
1.4.24. Secure protocols and/or passwords must be ensured when transmitting data over external data transmission networks, ensuring the integrity and consistency of the i.SAF-T solutions.
1.4.25. All information security requirements applicable to the SUPPLIER also apply to its subcontractors.
1.4.26. Testing may not be performed with real data, except for cases necessary and agreed with the CLIENT, where organizational and technical data security measures are employed to ensure the security of real data. Before beginning testing with real data, the organizational and technical data security measures must be described in an informal document and approved by the CLIENT.
1.4.27. The development, testing, and production environments of the i.SAF-T must be separated.
1.4.28. The SUPPLIER, together with the CLIENT, must first test the created or modified i.SAF-T or its separate parts (modules) in a testing environment and only then, following the CLIENT-approved version control and change procedures, deploy them in the production environment. 
1.4.29. The SUPPLIER must submit modified i.SAF-T or its separate parts to the CLIENT for deployment in the production environment only after they have been tested in a testing environment and confirmed to be free of malicious code, unauthorized access possibilities, and/or other vulnerabilities. This must be confirmed by the SUPPLIER's responsible persons.
1.4.30. For the execution of the SERVICE, the SUPPLIER’s employees are granted access only through the STI-installed Administrator Action Control System (AVKS), following the provisions of the Information System Users Administration Rules of the State Tax Inspectorate under the Ministry of Finance of the Republic of Lithuania, approved by Order No. V-455 on December 29, 2007 (as amended by Order No. V-403 of August 16, 2018) (hereinafter – User Administration Rules). Remote access may only be permitted in accordance with the procedures established by relevant laws and the User Administration Rules.

1.5.  Information about the i.SAF-T architecture:
[bookmark: Bookmark5]	The i.SAF-T is an integral part of the i.MAS. i.SAF-T fully supports the Unicode UTF-8 standard, both for storing data in data repositories, and for formatting and presenting it in a browser or web service. i.SAF-T components are equivalent to the implementation of two data centres. Only one data centre is active at a time and the other data centre is in a passive-standby state. If the first data centre becomes idle, the passive data centre becomes active and the traffic splitter redirects incoming connections to it.
	The following logical layers are implemented in each data centre: user interface, user interface storage, processing, processing storage.


