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[bookmark: _Toc47027191][bookmark: _Toc169102389]SUMMARY OF SPECIFICATION
1. This document sets out the requirements for the establishment of a Dactyloscopic Data Register (hereinafter referred to as the “DDR” or “Register”).
2. The document provides information on the legislation to be followed by the provider of development and implementation of DDR (hereinafter referred to as “the Provider”, “the Supplier” or “the Deployer”) selected through the public procurement of DDR development and implementation services and with which the contract for the development and implementation of DDR (hereinafter referred to as “the Agreement”) has been signed for the development and implementation of DDR (see section 4), identifies the objective and purpose of the procurement of DDR development and implementation services (see section 5), provides a conceptual future functional architecture for DDR and its description (see section 7.1), describes the future functional requirements of DDR (see section 7) and non-functional requirements (see section 8), and contains relevant annexes (see section 9).
[bookmark: _Toc47027192][bookmark: _Toc169102390]DEFINITIONS AND ABBREVIATIONS
	Concept/abbreviation
	Explanation

	ADIS
	Cogent Automated Fingerprint Identification System

	ADMIN III
	Centralised user management system of the MoI (on the basis of WS)

	AFIS
	Automated Fingerprint Identification System 

	AUDIT III
	Centralised audit records management system for the MoI (on the basis of WS)

	Centre
	Lithuanian Police Forensic Science Centre (since  February 1, 2024   Forensic Science Service at Police Department under the Ministry of the Interior of the Republic of Lithuania)

	Dactyloscopic card
	A card (also “tenprint card” or “tenprint”) in the prescribed format containing the prints of all fingers and palms of the person’s hands (that is, binary data), the name of the person, the personal identification number, the name and surname of the official who took the prints, the institution, the name and number of the document identifying the person, or the prints of all the fingers and palms of the corpse or of the unidentified helpless person, the place and date of the finding, gender, other data (that is, textual data).

	DB
	Database

	DBMS
	Database management system 

	DDR or Register
	Dactyloscopic data register

	Palm print
	Palm print and print of the outer edges of the hypothenar area (writer’s palm)

	DNA
	Deoxyribonucleic acid

	ECRIS
	European Criminal Records Information Services 

	EU
	European Union

	EURODAC
	European Asylum Dactyloscopy Database

	FIT
	Electronic dactyloscopy workstations using the FIT (Fingerprint Image Transmission) application

	GR
	Population Register of the Republic of Lithuania 

	HDR
	Register of Habitoscopic Data 

	HDV
	Habitoscopic workstation (fingerprinting + photography)

	IAJR
	Departmental register of wanted persons, unidentified bodies and unidentified helpless persons

	CCR
	Register of suspects, accused persons and convicted persons

	IRD
	Information Technology and Communications Department under the Ministry of the Interior of the Republic of Lithuania 

	TRV
	International cooperation board of Lithuanian criminal police bureau

	IS
	Information system

	IT
	Information technology

	Latent print
	Images of the hands with ridge lines of unidentified persons, found and taken at incident scenes (latent prints)

	N.SIS
	Lithuanian National Second-Generation Schengen Information System

	NAP
	National Access Point 

	NIST
	U.S. National Institute of Standards and Technology

	PA (in Lithuanian)
	Fingerprint

	PASPR
	Module for police arrest and detention facilities

	Police Department, PD, Contracting Authority
	Police Department under the Ministry of the Interior of the Republic of Lithuania

	PPPTR
	Register of application of preventive measures

	PRÜM
	Council Decision 2008/615/JHA of 23 June 2008 on the stepping up of cross-border cooperation, particularly in combating terrorism and cross-border crime, laying down requirements for automatic data exchange with other countries of the European Union, and Council Decision 2008/616/JHA of 23 June 2008 on the implementation of Decision 2008/615/JHA on the stepping up of cross-border cooperation, particularly in combating terrorism and cross-border crime

	Project
	Project “Modernisation of the Technical and Software Infrastructure of the Dactyloscopic Data Register”

	Hand prints
	Images of all fingers of the hand and palms with ridge lines (personal cards)

	Hand prints
	Images of hands with ridge lines of unidentified persons, found and taken at incident scenes (latent prints)

	RC
	State Enterprise Centre of Registers

	SIS II
	Second-generation Schengen Information System

	TESTA
	Trans European Services for Telematics between Administrations

	UR-ILTU
	Sub-system of register of foreigners with legal, economic and/or social interests in the Republic of Lithuania

	VRIS CDB
	Central database of the Home Affairs Information System

	MoI
	Ministry of the Interior of the Republic of Lithuania

	VSAT
	State Border Guard Service under the Ministry of the Interior of the Republic of Lithuania

	WebID
	Identification of persons via simpler mobile wireless devices without screen when the results of comparison (identification) are displayed on the screen of an auxiliary device using the Web (intranet) interface


3. Other technical specifications are not defined in the table of figures and abbreviations, but the terms used in the document are defined in the legislation applicable to this procurement and its subject matter and are understood as being used in the context of the subject of this procurement and in good information technology practice.


[bookmark: _Toc47027193][bookmark: _Toc169102391]GENERAL INFORMATION
4. Contracting authority – Police Department under the Ministry of the Interior of the Republic of Lithuania (hereinafter referred to as “Police Department” or “PD” or “Contracting Authority”), legal entity code 188785847, address Saltoniškių g. 19, LT-08105 Vilnius, telephone 8 700 60000, e-mail address – info@policija.lt .
5. The PD is the central statutory body of the Minister of the Interior of the Republic of Lithuania, the purpose of which is to organise police activities in order to ensure personal, public security and public order.
6. The operational objectives of the PD are to organise, coordinate and control the execution of police tasks, as well as to organise and implement the management of subordinate police bodies.
7. In order to achieve its operational objectives, the PD performs the following functions:
7.1. prepare and submit to the Minister of the Interior and the Police Commissioner General proposals for the improvement or implementation of police activities and legal acts related to police activities and functions;
7.2. formulate a general policy for the personnel of subordinate police bodies;
7.3. develop the police’s public relations strategy, ensure publicity of police activities;
7.4. monitor and coordinate the activities of the subordinate police bodies and provide them with recommendations and instructions in the following areas:
7.4.1. the prevention, detection and investigation of criminal offences and other offences;
7.4.2. criminal intelligence;
7.4.3. search, extradition (transfer) of absconded suspects, accused persons, convicted persons, missing persons and persons who have left healthcare facilities having been subject to mandatory medical measures by a court, as well as identification of unidentified bodies;
7.4.4. maintenance of public order (including under the supervision of state institutions, agencies and important state objects designated by the Government of the Republic of Lithuania), supervision of road traffic, authorisation and supervision of licensed activities;
7.4.5. international cooperation between police authorities;
7.5. conduct investigation of misconduct in office and violations of work duties in police institutions, accumulate, manage and analyse information on violations of the legality of the activities of the staff of police institutions, provide for and implement measures to prevent such violations; 
7.6. conduct internal audits in police institutions;
7.7. prepare or participate in the preparation of draft measures for prevention and control, strengthening law enforcement and implement such measures within its remit;
7.8. cooperate with state and municipal institutions and agencies, associations;
7.9. develop international relations and cooperate with the institutions, bodies, offices, agencies of the European Union, other international organisations, competent authorities and bodies of the Member States of the European Union and associated Schengen States, coordinate, within the limits of their competence, international cooperation between police and other law enforcement authorities in the fields of criminal investigation and prevention or public security, ensuring continuous exchange of information;
7.10. implement, within its competence, the state policy on the issues of membership of the European Union;
7.11. organise the execution of orders and instructions of the Police Commissioner General and control of their execution;
7.12. handle requests and complaints from individuals and provide them with information; 
7.13. prepare or participate, within its competence, in the preparation of draft legal acts;
7.14. establish, in accordance with the procedure laid down in the Republic of Lithuania Law on the Management of State Information Resources, departmental registers and information systems for the processing of data necessary for the performance of police tasks;
7.15. carry out centralised material and technical supply of the police, also, in accordance with the procedure and scope laid down by the Republic of Lithuania Law on Public Procurement, conduct public procurement, organise the execution of construction and repair works;
7.16. conduct criminal intelligence and pre-trial investigations into criminal offences falling within the competence of the police; 
7.17. perform other functions established by the Law on Police, other laws and resolutions of the Government of the Republic of Lithuania.
8. In order to achieve its objectives, the PD is implementing a project to modernise the technical and software infrastructure of the Dactyloscopic Data Register (hereinafter referred to as the “Project”).
[bookmark: _Toc47027194][bookmark: _Toc169102392]CONTEXT OF THE PROJECT
9. The PD is the managing body for the management of the DDR. The Centre is a DDR management body which, in accordance with the regulations of the DDR approved by Order No 5-V-88 of 5 February 2007 of the Lithuanian Police Commissioner General on Establishing the Register of Dactyloscopic Data of the Lithuanian Police (as amended by Order No 5-V-41 of 20 January 2011), processes DDR data. The Centre’s specialists process data received from data providers, process and provide DDR data, and carry out the processes analysed further in this section.  
10. The Project aims to implement the development of information resources in order to ensure that the provision, matching, processing and presentation of dactyloscopic data meet the highest modern standards and requirements and use state-of-the-art forensic identification technologies, and that software and hardware are geared to the needs of the modern consumer (external and internal), are flexible and meet state-of-the-art technological, ergonomic and visual market standards.
11. The computerised object consists of the following processes for the submission, processing and provision of dactyloscopic data:
11.1. Collection and submission of dactyloscopic data;
11.2. Checking the quality of dactyloscopic data;
11.3. Collection and  matching of dactyloscopic data;
11.4. Processing and structuring of dactyloscopic data;
11.5. Evaluation/validation of the result obtained;
11.6. Entering and storing dactyloscopic data in the database;
11.7. Communication of results;
11.8. Provision of data.
12. The Rules for the Processing of Data of the Dactyloscopic Data Register, approved by Order No 5-V-341 of the Lithuanian Police Commissioner General of 18 April 2011, set the rules for the management of data in the Dactyloscopic Data Register, the procedure for amending the register data and providing the data to recipients. Pre-trial investigation bodies, police agencies, the Prosecutor’s Office of the Republic of Lithuania, the Prisons Department under the Ministry of Justice of the Republic of Lithuania and subordinate bodies submit to the register management body:
12.1. dactyloscopic cards or electronic dactyloscopic cards where an electronic scanning device is used for dactyloscopic purposes:
12.1.1. persons subject to preventive measures under the Republic of Lithuania Law on the Prevention of Organised Crime;
12.1.2. persons entered in police records in accordance with the procedure laid down by laws or other legal acts;
12.1.3. persons who have been notified of a suspicion of a criminal offence;
12.1.4. persons detained in accordance with the procedure for pre-trial detention, as laid down in the Republic of Lithuania Law on Enforcement of Remand;
12.1.5. persons in temporary detention;
12.1.6. convicted persons who have served a sentence of arrest or a fixed-term custodial sentence imposed in the Republic of Lithuania;
12.1.7. unidentified corpses;
12.1.8. unidentified helpless persons;
12.2. hand print information cards;
12.3. information relating to objects submitted to the register:
12.3.1. a copy of the order concerning the termination of a case for determining a person’s identity;
12.3.2. information about identification of persons who have left hand prints;
12.3.3. requests for the transfer of hand prints to the archive;
12.4. personal dactyloscopic cards, with the exception of electronic dactyloscopic cards, together with a checklist containing the person’s name, surname, personal identification number or date of birth if the personal identification number is not known.
[bookmark: _Toc47027195][bookmark: _Toc169102393]PROJECT INFORMATION
[bookmark: _Toc169102394]Objective and tasks of the project
13. The objective of the Project is to create conditions for the resolution and prevention of criminal activities by ensuring that DDR meets modern standards and requirements. DDR software and hardware meeting modern standards and requirements will speed up the identification process, save resources, ensure quality control, allow connection from remote workstations, directly check the identity of unidentified persons in a helpless state and unidentified corpses, and check prints from the locations of unresolved incidents.
14. The tasks of the Project are:
14.1. update outdated DDR software and hardware;
14.2. implement convenient and efficient processes for the submission, processing and provision of dactyloscopic data;
14.3. realise integrative interfaces (links) for data exchange with state information resources.
15. The Project will benefit the following Project target groups:
15.1. PD specialists;
15.2. Providers of dactyloscopic data;
15.3. Recipients of dactyloscopic data.
[bookmark: _Ref107479503][bookmark: _Toc169102395]Problems solved by the project
16. The main problem to be solved by the Project is the problem of outdated DDR information resources that encounter technological problems, e.g. DDR does not meet modern standards and requirements, does not use state-of-the-art forensic identification technologies, lacks operational stability, does not correspond to modern ergonomic solutions, etc. The problems listed are due to the fact that DDR is implemented by outdated and technologically obsolete software – more than twelve-year-old software versions are used.
17. The Project also addresses the following problems:
17.1. Outdated and obsolete DDR software that faces technological problems;
17.2. Worn-out technical equipment;
17.3. DDR security risks;
17.4. High-speed DDR is unavailable;
17.5. The user interface does not correspond to modern ergonomic solutions;
17.6. Lack of integration interfaces (links).
[bookmark: _Ref536801121][bookmark: _Ref536801122][bookmark: _Toc47027196][bookmark: _Toc169102396]LIST OF RELEVANT DOCUMENTS
18. Below are the legal acts regulating the Centre’s activities related to the Project:

[bookmark: _Toc169104660]4.1 table: Legal acts regulating the Centre’s activities related to the Project
	No. 
	Legislation
	Brief description

	1. 
	Council Decision 2008/615/JHA on the stepping up of cross-border cooperation particularly in combating terrorism and cross-border crime and Council Decision 2008/616/JHA on the implementation of Decision 2008/615/JHA on the stepping up of cross-border cooperation particularly in combating terrorism and cross-border crime (hereinafter referred to as “PRÜM”)
	The aim of the Decision is to improve the exchange of information between authorities responsible for the prevention and investigation of criminal offences and to strengthen cross-border police and judicial cooperation between EU Member States. The Decision contains, inter alia, provisions whereby Member States grant each other reciprocal access to their automated deoxyribonucleic acid (DNA) analysis files, automated dactyloscopic data identification systems and vehicle registers.

	1. 
	Council Regulation No 2725/2000 of 11 December 2000 concerning the establishment of Eurodac for the comparison of fingerprints for the more effective application of the Dublin Convention
	This Regulation establishes a system known as Eurodac (European Asylum Dactyloscopy Database) (hereinafter referred to as “Eurodac”), which is intended to help determine which Member State is to be responsible under the Dublin Convention for examining an asylum application lodged in a Member State and to otherwise facilitate the application of the Dublin Convention under the conditions laid down in this Regulation.

	2. 
	Regulation (EU) No 603/2013 of the European Parliament and of the Council of 26 June 2013 on the establishment of Eurodac for the comparison of fingerprints for the effective application of Regulation (EU) No 604/2013 establishing the criteria and mechanisms for determining the Member State responsible for examining an application for international protection lodged in one of the Member States by a third-country national or a stateless person, and on requests for comparison with Eurodac data by law enforcement authorities of Member States and Europol for law enforcement purposes and amending Regulation (EU) No 1077/2011 establishing a European Agency for the operational management of large-scale IT systems in the area of freedom, security and justice (amended version).
	This Regulation establishes Eurodac to assist in determining which Member State is to be responsible under Regulation (EU) No 604/2013 for examining an application for international protection lodged in a Member State by a third-country national or a stateless person and otherwise to facilitate the application of Regulation (EU) No 604/2013 under the conditions laid down in this Regulation.

	3. 
	Council Framework Decision 2009/315/JHA of 26 February 2009 on the organisation and content of the exchange of information extracted from criminal records between Member States, which provides for the exchange of criminal records and fingerprint data with the Member States of the European Union.
	The Decision establishes the ways in which the convicting Member State shares information on convictions with other Member States; imposes an obligation on the convicting Member State to retain information and specify the ways in which a request for information extracted from criminal records is to be answered; establishes a decentralised information technology system, the European Criminal Records Information Services (ECRIS) for the exchange of information on convictions on the basis of the criminal records database of each Member State.

	4. 
	Agreement No 5-ST6-108 of 5 October 2021 between the Police Department and the Federal Bureau of Investigation of the United States of America on the implementation of enhanced cooperation between the Police Department under the Ministry of the Interior of the Republic of Lithuania and the Federal Bureau of Investigation of the United States of America in the field of crime prevention and law enforcement.
	The parties to the agreement carry out automated searches of fingerprints in each other’s databases in order to identify persons who have committed a crime. Technical PRÜM standards are used for data exchange (although it is not 100 % compatible). This subsystem is integrated into the DDR, maximising the use of the DDR’s PRÜM functionality.



19. Below are the legal acts governing the management and processing of DDR:
19.1. The Republic of Lithuania Law on the Management of State Information Resources;
19.2. The Life Cycle Management Methodology of State Information Systems, approved by Order No T-29 of the Director of the Information Society Development Committee under the Ministry of Transport and Communications of 25 February 2014 approving the Life Cycle Management Methodology for State Information Systems; 
19.3. Description of the procedure for the establishment, development, modernisation and dissolution of state information systems, approved by Resolution No 180 of the Government of the Republic of Lithuania of 27 February 2013 approving the Description of the Procedure for the Establishment, Development, Modernisation and Dissolution of State Information Systems;
19.4. Recommendations on data reporting formats and standards approved by Order No T-36 of the Director of the Information Society Development Committee under the Ministry of Transport and Communications of 25 March 2013 approving recommendations for data reporting formats and standards.
19.5. [bookmark: _Hlk119663826]DDR Regulations approved by Order No 5-V-88 of the Lithuanian Police Commissioner General of 5 February 2007 on the establishment of the Register of Dactyloscopic Data of the Lithuanian Police (version of Order No 5-V-41 of 20 January 2011);
19.6. Data security legislation:
19.6.1. Republic of Lithuania Law on Legal Protection of Personal Data;
19.6.2. Republic of Lithuanian Law on Cybersecurity;
19.6.3. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (OJ 2016 L 119, p.);
19.6.4. Description of the organisational and technical cybersecurity requirements applicable to cybersecurity entities, approved by Resolution No 1209 of the Government of the Republic of Lithuania of 5 December 2018 amending Resolution No 818 of the Government of the Republic of Lithuania of 13 August 2018 approving the National Cybersecurity Strategy;
19.6.5. Resolution No 387 of the Government of the Republic of Lithuania of 20 April 2016 approving the description of the organisational and technical cybersecurity requirements applicable to critical information infrastructure and state information resources;
19.6.6. A description of the general requirements for the security of electronic information, a description of the guidelines on the content of security documents and a description of the importance of electronic information constituting state information resources and of guidelines for the classification of state information systems, registers and other information systems, approved by Resolution No 716 of the Government of the Republic of Lithuania of 24 July 2013 approving the description of the general requirements for the safety of electronic information, the description of the guidelines on the content of security documents and the assessment of the importance of electronic information constituting state information resources and the description of the classification of state information systems, registers and other information systems;
19.6.7. Order No V-941 of the Minister of National Defence of the Republic of Lithuania of 4 December 2020 approving the description of electronic information security requirements for technical state registers (cadastres), departmental registers, state information systems and other information systems and the methodology for assessing the conformity of information technology security;
19.6.8. Resolution No 818 of the Government of the Republic of Lithuania of 13 August 2018 on the implementation of the Republic of Lithuania Law on Cybersecurity.
[bookmark: _Ref536801123][bookmark: _Toc47027197][bookmark: _Toc169102397]PURPOSE AND TASKS OF THE PROCUREMENT
20. The object of the procurement is the modernisation, implementation, warranty maintenance and development of DDR.
21. The purpose of the procurement is to select a Service Provider to provide the services specified in this Technical Specification (functionality of installed, tested, and prepared DDR for operational use, DDR workstation equipment kits).
22. The following activities must be carried out during the implementation of the contract:
22.1. Initiation of the implementation of the contract;
22.2. a detailed analysis of needs and requirements;
22.3. Design of DDR functionality and data exchange interfaces and development of technical architecture;
22.4. Realisation of DDR functionality and data exchange interfaces;
22.5. installation in a testing environment;
22.6. internal and reception tests;
22.7. installation in the production environment;
22.8. provision of user training;
22.9. pilot operation;
22.10. warranty maintenance;
22.11. development;
22.12. Delivery and installation of DDR workstation equipment.
23. Results of the services procured:
23.1. modernised and implemented DDR, supplied and installed DDR workstation equipment, and provided warranty maintenance and development services.
[bookmark: _Toc169102398][bookmark: _Toc47027198]DESCRIPTION OF THE CURRENT SITUATION 
24. DDR is used for the provision, validation, processing and reporting of dactyloscopic data. The following section presents the description, purpose, objective and tasks of the DDR, existing architecture, data providers, etc.
[bookmark: _Toc169102399]Description of DDR
25. DDR is a departmental register. The Police Department is the DDR manager. The Centre is the DDR operator. In 2009, the Police Department concluded a contract with the USA company Cogent Systems GmbH for the implementation of DDR. At the end of 2009, DDR was officially put into service at the Centre. Cogent Systems GmbH granted a three-year guarantee to the DDR components, which entered into force on 31 December 2009 and expired on 31 December 2012.
26. Since 21 November 2014, the Police Department regularly selects the DDR maintenance provider by means of a competitive tender. 
27. Since the introduction of DDR, new options have been added to the functionality of the DDR:
27.1. viewing data via a web interface of persons dactyloscopic cards used by about 700 users from various pre-trial investigation authorities;
27.2. transmission of a person’s dactyloscopic cards (NIST format) through a web interface for automated verification (fingerprint search);
27.3. acceptance of Eurodac dactyloscopic cards (NIST format) by e-mail for verification;
27.4. acceptance of personal dactyloscopic cards (NIST format) from other sources by e-mail for checking/recording;
27.5. acceptance of dactyloscopic cards from the ECRIS system (to be processed by the Information Technology and Communications Department of the Ministry of the Interior) for verification/recording, transfer/reset of fingerprint data to/from archives for deceased persons and persons whose criminal conviction status has been completed/renewed;
27.6. web services operating with SOAP/XML protocol, providing personal data and fingerprint data according to various parameters, checking justification for person fingerprinting and automated checking of dactyloscopic cards (NIST format) (search), ensuring synchronisation with IRD mirror database of persons textual data in IRD, ensuring synchronization with GR in case of changed personal names;
27.7. full processing of dactyloscopic cards from 18 HDV workstations (recording and returning results to workstations).
[bookmark: _Toc169102400]Purpose of the DDR
28. Purpose of the DDR:
28.1. register DDR objects;
28.2. collect, process, systematise, store, use, collate DDR data;
28.3. provide DDR data to pre-trial investigation bodies, prosecutor’s office, courts, other authorised state institutions, in accordance with the procedure laid down by legal acts of the European Union and international treaties, laws and other legal acts of the Republic of Lithuania to law enforcement institutions of foreign states and international law enforcement organisations for the purposes of detection, investigation and prevention of criminal offences, public order and public security;
28.4. perform other DDR data processing operations.
[bookmark: _Toc169102401]DDR Objects
29. DDR objects:
29.1. handprints:
29.1.1. persons subject to preventive measures under the Republic of Lithuania Law on the Prevention of Organised Crime; 
29.1.2. persons entered in police records in accordance with the procedure laid down by laws or other legal acts;
29.1.3. persons who have been notified of a suspicion of a criminal offence;
29.1.4. persons detained in accordance with the procedure for pre-trial detention as laid down in the Republic of Lithuania Law on Enforcement of Remand;
29.1.5. persons in temporary detention;
29.1.6. convicted persons who have served a sentence of arrest or a fixed-term custodial sentence imposed in the Republic of Lithuania; 
29.1.7. citizens of the Republic of Lithuania convicted in foreign countries;
29.1.8. police officers carrying out an inspection or investigation of incident scenes;
29.1.9. unidentified corpses;
29.1.10. unidentified helpless persons;
29.2. hand prints of unidentified persons, left at incident scenes.
30. Data of hand prints are manually entered into the DDR by hand (provided on paper dactyloscopic cards) and electronically (data are provided from special workstations via electronic dactyloscopic devices).
[bookmark: _Toc169102402]Objective and tasks of the DDR
31. The DDR aims to develop an interactive tool for the detection, investigation, prevention, and ensuring of public order and public security as well as identification of unidentified corpses and unidentified helpless persons, using handprints and hand prints.
32. The tasks of the DDR are:
32.1. design and implement the DDR database and data processing and collation functions;
32.2. design and implement interfaces with registers:
32.3. design and implement a statistical reporting generation module;
32.4. design and implement DDR administration tools.
32.5. ensure the conversion of accumulated data into DDR before DDR becomes operational. 
[bookmark: _Toc169102403]Structure of DDR
33. The DDR operated by the Lithuanian Police consists of the following 3 components:
33.1. Central software;
33.2. Central servers;
33.3. Terminal equipment: central workstations, remote workstations (installed in Lithuanian Police County Headquarters with additional dactyloscopy equipment (Livescan)), rapid identification devices (type I and type II).
34. The central software is installed in the IRD facility located at Šventaragio g. 2, Vilnius, in a special server room meeting higher physical and information security requirements.
35. The DDR’s high-level architecture is based on the principle of interoperable independent components and systems linked through middleware. The figure below shows the DDR architecture.
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[bookmark: _Toc121926138][bookmark: _Toc169104837]6.1 Figure. Current DDR logical architecture
36. The following is a description of the components of the current DDR logical architecture:

[bookmark: _Toc169104661]6.1 table: Description of the components of the current DDR logical architecture
	Component
	Description

	PRÜM Subsystem
	The PRÜM subsystem is a part of the DDR, designed to receive/send fingerprint data from/to other European Union States implementing the Council of Europe Agreements on Council Decisions 2008/615/JHA and 2008/616/JHA on the stepping up of cross-border cooperation, particularly in combating terrorism and cross-border crime. The PRÜM Subsystem allows automatic checking (i.e. searching for matches) of dactyloscopic cards and latent fingerprints in the PRÜM databases of other countries. Fingerprint data are sent in encrypted form through the secure Trans European Services for Telematics Services between Administrations (TESTA).

	Web services
	Through this interface, other information systems and registers can access information from the DDR database.

	Oracle Database Management System (DBMS)
	Oracle DBMS is a database for DDR system data storage and fast access.

	Identification subsystem
	The following types of fingerprint searches (comparisons) are performed:
· dactyloscopic cards in the card base (TP/TP);
· latent fingerprints in the card base (LT/TP);
· latent palm prints in the card palm base (LP/PP);
· dactyloscopic cards in the database of unidentified (unsolved) latent fingerprints (TP/UL);
· latent fingerprints in the database of unidentified (unsolved) latent fingerprints (LT/UL);
· palm prints on cards in the database of unidentified (unsolved) latent palm prints (PP/ULP);
· latent palm prints in the database of unidentified (unsolved) latent palm prints (LP/ULP).

	Communication subsystem
	The communication subsystem provides communication (interface) between central DDR servers and DDR workstations and external systems. All operations with the DDR database are carried out only through this subsystem.

	DDR Subsystem
	The purpose is to be the interface between central servers and workstations. The main task is to ensure correct processing of different types of handprints and latent hand prints.

	Eurodac subsystem
	The purpose is to ensure correct checking (i.e. searching for matches) in the DDR database of Eurodac cards from the old FIT (since 2004) and the dozens of existing Eurodac DDR workstations, as well as to export latent prints in PRÜM format suitable for latent searches in the Eurodac database (rarely used). Eurodac cards are sent for comparison and aggregation to the central Eurodac database in Strasbourg and compared to the DDR database for accurate identification of persons.
The connection to the DDR is minimal, completely separate from the DDR software for data exchange and return of results to workstations, as well as for data correction in the Eurodac database. For the Eurodac subsystem, separate from the DDR, there are 2 servers, specialised software and a dedicated central workstation.

	Mobile Identification Subsystem
	The purpose is the identification of persons based on multiple fingerprints entered via mobile wireless devices. The GSM interface is used to communicate with DDR servers. The matching (identification) results are displayed on the device screen.

	WebID Subsystem
	Purpose: identification of persons based on multiple fingerprints entered via mobile wireless devices connected to auxiliary computers via a short-range Bluetooth interface. The matching (identification) results are displayed on the screen of the auxiliary computer.

	Disk subsystem
	An array of RAID5 drives is used to store the DDR database (Oracle DBVS) files. A system must be installed to back up on magnetic tapes.



[bookmark: _Toc169102404]DDR data providers
37. DDR data is reported by the following authorities:
37.1. police authorities;
37.2. Prosecutor’s Office of the Republic of Lithuania;
37.3. other pre-trial investigative bodies:
37.3.1. SBGS;
37.3.2. Special Investigation Service of the Republic of Lithuania;
37.3.3. Military Police of the Lithuanian Armed Forces;
37.3.4. Financial Crime Investigation Service under the Ministry of the Interior of the Republic of Lithuania;
37.3.5. Customs of the Republic of Lithuania;
37.3.6. Fire and Rescue Department under the Ministry of the Interior of the Republic of Lithuania;
37.4. foreign law enforcement agencies and international law enforcement organisations;
37.5. MD;
37.6. IRD;
37.7. State Security Department of the Republic of Lithuania.
38. The data is provided for the detection, investigation, and prevention of criminal offences and for maintenance of public order and public security, as well as for the identification of unidentified corpses and unidentified helpless persons and for the elimination of data not related to a crime or incident.
[bookmark: _Toc169102405]DDR data
39. DDR includes:
39.1. data on handprints:
39.1.1. persons subject to preventive measures under the Republic of Lithuania Law on the Prevention of Organised Crime; 
39.1.2. persons entered in police records in accordance with the procedure laid down by laws or other legal acts;
39.1.3. persons who have been notified of a suspicion of a criminal offence;
39.1.4. persons detained in accordance with the procedure for pre-trial detention as laid down in the Republic of Lithuania Law on Enforcement of Remand;
39.1.5. persons in temporary detention;
39.1.6. convicted persons who have served a sentence of arrest or a fixed-term custodial sentence imposed in the Republic of Lithuania; 
39.1.7. citizens of the Republic of Lithuania convicted in foreign countries;
39.1.8. police officers carrying out an inspection or investigation of incident scenes;
39.1.9. unidentified corpses or unidentified helpless persons;
39.2. data about hand prints left at incident scenes.
39.3. Personal data:
39.3.1. unique identification code (issued at the time of registration);
39.3.2. personal identification number or date of birth, if the personal identification number is not known;
39.3.3. first name(s);
39.3.4. surname(s);
39.3.5. the name of the DDR data provider;
39.3.6. date and basis of fingerprinting;
39.3.7. the date of registration, deregistration, data change of handprints;
39.3.8. handprints;
39.3.9. digital images of the face and distinctive features  (tattoos, scars, etc.);
39.3.10. indicator if the person is listed as wanted.
39.4. Data about an unidentified corpse or unidentified helpless person:
39.4.1. unique identification code (issued at the time of registration);
39.4.2. location of discovery;
39.4.3. date of discovery;
39.4.4. gender;
39.4.5. the identification file number;
39.4.6. name of the DDR data provider;
39.4.7. the date of registration, deregistration, data change of handprints;
39.4.8. handprints.
39.5. Details of hand prints taken at incident scenes:
39.5.1. unique identification code (issued at the time of registration);
39.5.2. print data (name of the DDR data provider, type and date of the offence, number of the pre-trial investigation file, number and date of the expert’s report or statement);
39.5.3. date of registration of hand prints, deregistration, data change;
39.5.4. images of hand prints (photographs, copies, etc.).
[bookmark: _Toc169102406]DDR data flows
40. The DDR interacts with the following registers:
40.1. The Register of Population of the Republic of Lithuania (hereinafter referred to as “GR”); 
40.2. The departmental register of wanted persons, unidentified bodies and unidentified helpless persons; 
40.3. The Register of Suspects, Accused and Convicts (hereinafter referred to as “SACR”); 
40.4. The Register of Preventive Measures; 
40.5. The Habitoscopic Data Register (HDR). 
41. Data is obtained automatically from the relevant registers. Interoperability with related registers is maintained in accordance with the regulations of the relevant registers and data provision agreements. Interoperability is ensured within the remit and resources of the internal affairs telecommunications network provided by the Department of Information Technology and Communications under the Ministry of the Interior of the Republic of Lithuania.
42. Below is information on external and internal data flows of the DDR. 

[bookmark: _Toc169104662]6.2 table: External information flows
	No.
	Source
	Recipient
	Flow type
	Method of trans-mission
	Intensity

	1. 
	Dactyloscopic data provider (DDR and HDV workstations)
	Processor of dactyloscopic data
	Dactyloscopic cards with fingerprints in paper form. Information cards with photos of hand prints (paper form). Personal data (name, surname, personal number, date of birth, place of residence).
	Paper
	100 queries/day

	2. 
	Other IS (MoI ECRIS, Web Interface NIST Card Check)
	DDR
	Dactyloscopic cards with fingerprints and  information in the form of NIST files.
	Cable
	20 queries/day

	3. 
	Eurodac workstations
	DDR
	Dactyloscopic cards with fingerprints and  information in the form of NIST files.
	Cable
	10 queries/day

	4. 
	Processor of dactyloscopic data
	Dactyloscopic data providers
	Communication of results (by post).
	Paper
	50 queries/day

	5. 
	DDR
	Foreign contact centres
	PRÜM queries about dactyloscopic cards and latent prints in the form of NIST files.
	Cable
	40 queries/day

	6. 
	Foreign contact centres
	DDR
	PRÜM queries about dactyloscopic cards and latent prints in the form of NIST files
	Cable
	70 queries/day

	7. 
	TRV
	Processor of dactyloscopic data
	Verification of dactyloscopic cards and latent prints from Interpol countries.
	Paper
	5 queries/day

	8. 
	TRV
	DDR
	Verification of dactyloscopic cards and latent prints from Interpol countries.
	Cable
	15 queries/day

	9. 
	DDR
	SACR and other registers
	Data on handprints
	Cable
	10 queries/day

	10. 
	GR
	DDR
	Personal data (name, surname, personal number, date of birth).
	Cable
	~ 50 queries/day

	11. 
	SACR
	DDR
	Data on decisions to terminate investigation, court rulings to terminate criminal proceedings, court acquittals, annulled or extinct criminal convictions.
	Cable
	~ 50 queries/day

	12. 
	PPPTR
	DDR
	Indicator if the person is being sought
	cable
	1 query/month

	13. 
	Wanted persons register
	DDR
	Indicator if the person is being sought
	cable
	1 query/month

	14. 
	Dactyloscopic      
data processor
	Pre-trial investigating bodies, prosecutors’ offices, courts
	Dactyloscopic data for direct functions.
	By post
	10-50 queries /month

	
	
	Natural person
	Dactyloscopic data relating thereto
	
	



[bookmark: _Toc169102407]Number of DDR records and searches performed
43. Below are the numbers of DDR records.

[bookmark: _Toc169104663]6.3 table: Number of DDR records
	Database
	Explanation
	Number of records (sets) 

	TP
	Tenprint cards (fingers 10-14)
	550,007

	PP
	Palmprints (2 palms from tenprint cards)
	156,193

	TP
	Card composite records
	228,288

	LT
	Latent prints
	40,188

	PL
	Palm Latents
	9,035




[bookmark: _Toc169104838]6.2 Figure. Number of DDR records
44. The table shows the types of DDR requests:

[bookmark: _Toc169104664]6.4 table: Types of DDR requests
	Search queries (= tasks, transactions)

	Type
	Description

	TP/TP
	Card in the card database (search/identification of the person).

	LT/TP
	Latent finger in the card database (identification of the offender).

	LP/PP
	Latent palm in the palm print card database (identification of the offender).

	TP/UL
	Card in the latent fingerprint database (identification of crimes committed by the person).

	LT/UL
	Latent finger in the latent fingerprint database (linking of multiple crimes).

	PP/ULP
	Palm print cards in the latent palm database (identification of crimes committed by the person)

	LP/ULP
	Latent palm in the latent palm database (linking of multiple crimes).



45. The largest category of search queries handled by the DDR are queries PP/ULP (cards in the latent palm print database (identification of crimes committed by a person)), with 96,000 such queries submitted in 2023. In second place was TP/UL (card in the latent fingerprint database (identification of crimes committed by a person)), with 75,000 such queries in 2023. The largest number of matches (hits) result from queries of TP/TP (card in the card database (personal search/identification)); in 2021, the number of matches (hits) amounted to 7,300.
[bookmark: _Toc169102408]Description of the ADIS system
46. Since the end of 2009, DDR has been handled using the Cogent Automated Fingerprint Identification System (ADIS), which consists of the following components:  central software, central servers, terminal equipment (central workstations, remote workstations and mobile workstation) and rapid identification devices.
47. ADIS allows the system to register, process, systematise, store, use, collate and provide Register data, as well as in 24/7 mode to ensure direct exchange of dactyloscopic data.
[bookmark: _Toc169102409]Description of Eurodac
48. Eurodac is a large centralised system in Europe, which provides fingerprint data of third-country nationals applying for asylum in one of the Member States of the European Union. The system has been operational since January 2003 and aims to help determine which Member State should be responsible for examining a specific asylum application in accordance with Council Regulation (EC) No 343/2003 establishing the criteria and mechanisms for determining the Member State responsible for examining an asylum application lodged in one of the Member States by a third-country national (the Dublin II Regulation). Personal data in Eurodac can only be used to facilitate the application of the Dublin II Regulation; the use of personal data for other purposes is subject to sanctions.
49. Eurodac consists of a central unit managed by eu-LISA for the storage and comparison of fingerprints and a system for the electronic transmission of data between the Member States and the central database. Member States take and transmit the fingerprints of every non-EU citizen or stateless person aged at least 14 who applies for asylum or is apprehended in the territory of that Member State in connection with the irregular crossing of their external borders. Member States may also take and transmit the fingerprints of those non-European Union citizens or stateless persons who are found to be staying without authorisation on the territory of a Member State.
50. Only pseudonymised fingerprint data are stored in the Eurodac database and no textual personal  data are available. In the event of a match (hit), the pseudonym together with the name of the first Member State that transmitted the fingerprint data is disclosed to the second Member State. That second Member State then turns to the first Member State because, under the Dublin II Regulation, the first Member State is responsible for examining the asylum application.
51. Data relating to asylum seekers is stored in Eurodac for 10 years from the date on which the fingerprints were taken, unless the data subject is granted citizenship of a Member State of the European Union. In this case, the data must be deleted immediately. Data relating to foreign nationals found to have unlawfully crossed the external border is kept for two years. Such data must be deleted immediately if the data subject receives a residence permit, leaves the territory of the European Union or is granted citizenship of a Member State.
52. In addition to all the Member States of the European Union, the countries of Iceland, Norway, Liechtenstein and Switzerland also participate in Eurodac on the basis of international agreements.
[bookmark: _Toc169102410]Description of PRÜM functionality
53. In accordance with Council Decision 2008/616/JHA of 23 June 2008 implementing Decision 2008/615/JHA on the stepping up of cross-border cooperation, particularly in combating terrorism and cross-border crime, Member States exchange fingerprint data electronically through the Trans European Services for Telematics between Administrations (TESTA) (other names of TESTA: sTESTA, Testa-NG – current version). The PRÜM functionality enables the reception/sending of fingerprint data from/to other States which have implemented Council Decision 2008/615/JHA on the stepping up of cross-border cooperation, particularly in combating terrorism and cross-border crime, and Council Decision 2008/616/JHA on the stepping up of cross-border cooperation, particularly in combating terrorism and cross-border crime.
54. The TESTA network is used for the exchange of data between Member States. The European Commission is responsible for TESTA. Within the scope of Council Decision 2008/615/JHA of 23 June 2008, each Member State makes it possible to exchange and/or search with other Member States in accordance with a standardised common data format. Architecture is based on any peer-to-peer communication model. There is neither a central computer server nor a centralised database for storing fingerprints.
55. Each Member State must establish a TESTA National Access Point (NAP). The detailed structure of TESTA data exchange and the communication protocols used are described in the Annex to Council Decision 2008/616/JHA of 23 June 2008. The national access point ensures the exchange of fingerprint data between the national Automated Fingerprint Identification System (AFIS) and the AFIS of other Member States.
56. The topology for the exchange of fingerprint data is as follows:
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[bookmark: _Toc169104839]6.3 Figure.  Topology of fingerprint data exchange
57. The communication lines used by TESTA are hardware-encrypted (VPN). E-mail messages are used for data exchange between Member States, which are additionally encrypted by software using open standards such as SMTP and s/MIME (X.509). Fingerprint information is provided in NIST format, the structure of which is set out in the Annex to Council Decision 2008/616/JHA of 23 June 2008.
58. Encryption/decryption/signing operations comply with Public Key Infrastructure (PKI) standards.
59. Each Member State’s NAP uses a dedicated national TESTA e-mail server. These services are currently provided to the Police Department by the Core Centre of State Telecommunications (in Lithuanian, KVTC).
60. In order for Member States to use the PRÜM functionality in the AFIS, the following preconditions must be met:
60.1. Connection to the TESTA network (creation of NAP, postal address, encryption certificates, etc.);
60.2. Implementation of multiple types of automated search (comparison) of incoming fingerprint requests and replies in formats corresponding to the PRÜM ICD (Interface Control Document);
60.3. Implementation of convenient interfaces for sending fingerprint requests to other countries and analysis of responses (manual verification);
60.4. Tools for obtaining PRÜM statistics (how many queries have been received and how many successful identifications by date/country/search type);
60.5. PRÜM test and evaluation visit.
61. The following types of fingerprint searches must be implemented:
61.1. TP/TP (CPS) – card in the card database (search/identification of the person );
61.2. LT/TP (MPS) – latent finger in the card database (identification of the offender);
61.3. LP/PP (MPS) – latent palm in the palm print card database (identification of the offender);
61.4. TP/UL (PMS) – card in the latent fingerprint database (identification of crimes committed by the person);
61.5. LT/UL (MMS) – latent fingerprint in the latent fingerprint database (linking of multiple crimes);
61.6. Pp/ULP (PMS) – palm print cards in the latent palm print database (identification of crimes committed by a person);
61.7. LP/ULP (MMS) – latent palm in the latent palm print database (linking of multiple crimes).
62. The most important types of searches are TP/TP, LT/TP, LT/UL. Not all Member States have implemented all types of searches, e.g. some TP/UL and PP/ULP searches are non-functional (although at first glance such searches may seem to be working).
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[bookmark: _Toc169104840]7.1 Figure. DDR functional architecture schematic 
63. Description of the architectural components:
[bookmark: _Toc47027277][bookmark: _Toc169104665]7.1 table: Description of architectural components
	Component
	Description

	64. DDR

	64.1. Processing of dactyloscopic card data
	64.1.1. Dactyloscopic card data processing module is designed for entering or processing received/entered dactyloscopic cards and processing dactyloscopic data (fingerprint, palm print) using image manipulation functions.
64.1.2. Detailed functional requirements are described in section 7.3.2.

	64.2. Processing of latent print data
	64.2.1. The latent print data processing module is designed for processing received/entered latent print data and processing latent prints using image manipulation functions.
64.2.2. Detailed functional requirements are described in section 7.3.3.

	64.3. Finding and validating matches
	64.3.1. The Match Search and Validation Module is designed to perform the search for matches between the received/entered dactyloscopic data or latent prints with data stored in the DDR and the assessment and confirmation of possible matches.
64.3.2. Detailed functional requirements are described in section 7.3.4.

	64.4. Task management
	64.4.1. The module is designed for the creation of automated and user-initiated tasks, assignment of tasks to responsible users and the execution and implementation of assigned tasks.
64.4.2. Detailed functional requirements are described in section 7.3.6.

	64.5. Formulating and providing answers
	64.5.1. The module is designed to formulate essential response data for data providers on data queries and their results (what kind of match has been identified). This data will be used as inputs to other files/systems with final responses to data providers (responses will be sent by non-DDR means).

	64.6. Preparation of reports
	64.6.1. The Reporting module is designed to formulate selected reports, view and export completed reports.
64.6.2. Detailed functional requirements are described in section 7.3.9.

	64.7. View DDR data
	64.7.1. The module is designed for DDR users with appropriate permissions (e.g. police investigators) to search data using different combinations of attributes that meaningfully match the object and to view DDR object data (personal data, dactyloscopic data, etc.).
64.7.2. Detailed functional requirements are described in section 7.3.5.

	64.8. PRÜM data processing
	64.8.1. The module is designed to submit requests to PRÜM and receive answers (results) and to receive and process queries from PRÜM.
64.8.2. Detailed functional requirements are described in section 7.3.6.

	64.9. Dactyloscopy module
	64.9.1. The dactyloscopic (or fingerprinting) module is designed to check the justification for person fingerprinting, create a dactyloscopic card and initiate dactyloscopic actions about a person. Dactyloscopic and habitoscopic data are derived from dactyloscopic and habitoscopic middleware (intermediate software) that will provide APIs for data acquisition.
64.9.2. Due to its purpose and specificity, this module can be realised as a stand-alone application, which must ensure the collection and transfer of personal dactyloscopic data to the DDR database and HDR and PASPR. This module will be used by authorities carrying out dactyloscopic activities (police agencies, prison services, etc.).
64.9.3. This module, like any other DDR functionality, must meet the same security requirements (interfaces with ADMIN III, AUDIT III and other requirements are provided in this specification).
64.9.4. Detailed functional requirements are described in section 7.3.1.

	64.10. Administra-tion module
	64.10.1. The Administration Module is designed to carry out the essential actions of DDR administration:
64.10.1.1. user, rights and role management;
64.10.1.2. management of system parameters;
64.10.1.3. management of classifications;
64.10.1.4. parameterisation of data exchange interfaces, etc.
64.10.2. Detailed functional requirements are described in section 7.3.10.

	64.11. DDR network interfaces, external IS and registries
	64.11.1. The DDR must implement the networked interfaces required for obtaining or providing data to DDR-integrated applications / information systems / registries.
64.11.2. Detailed requirements for integrative interfaces are described in section 7.5.

	64.12. DDR workstations, flat scanners
	64.12.1. [bookmark: _Hlk120097729]DDR workstations are designed to control dactyloscopic equipment, control flat scanners and work with DDR functionality. 


[bookmark: _Toc47027207][bookmark: _Toc169102413]General functional requirements
[bookmark: _Toc169102414]Requirements for the processing of system data
65. In the specification, the term “handling” (processing) must be understood as the functions of the system which, in accordance with the operating rules, must enable the system data (records, objects, entities, documents, etc.) specified in the Specification to be entered, edited, deleted (hereinafter referred to as “data”). The detailed analysis and design phase must define for which data the precise processing functions are to be realised.
66. The logic of the data removal function must be realised for the data subject in a harmonised manner, for example: providing the status of “removed” or “archived” and not further using such data in other system processes, but only at individual coordinated moments of use/operation of the system. In individual cases, if such a need is identified, it must be possible to delete the data by deleting such data from the database and by auditing such an action.
67. The set of states and the functions of providing and modifying them (e.g., cancelling, rejecting, confirming, suspending, etc.) must be defined for data which, according to operational logic, must be processed.
68. Where necessary, the functionality of accumulating the data processing history and the representation of data from that processing history in the harmonised locations of the system (e.g. to represent the editing history of that data alongside the data entity) must be realised for the harmonised data.
69. It must be possible to process harmonised data on the basis of historical data (e.g. document creation on the basis of a previously created document, etc.).
70. It must be possible to create versions of harmonised DDR objects (e.g. editing an existing print image or creating a new version of the print).
[bookmark: _Ref117176674][bookmark: _Ref117580122][bookmark: _Toc121922490][bookmark: _Toc121922761][bookmark: _Toc169102415]Requirements for data processing forms
71. Data processing forms (entering, editing, viewing) must be designed in such a way that the processing of data would be structured.
71.1. Data entry/editing form must use the classifications managed by the system or obtained through the interfaces.
72. Data processing forms must be filled in an automated manner with data stored in DDR or other systems, registers or databases integrated with the DDR.
73. Validation of the data processed in the data entry/editing form must be carried out in accordance with the validation rules laid down for the forms of detailed analysis and design:
73.1. The mandatory data entered must be validated.
73.2. The data format (date, number, text format or other such rule) must be validated.
73.3. The extensions of the attached files and the file size must be validated.
73.4. A logical validation must be carried out between the elements of the form – the selection (input) of one element of the form must be able to enable/disable other elements of the form, etc.
73.5. Any other validation of the data must be carried out if the operational logic so requires and such validation can be realised in the system logic.
74. It must be possible to print and export the data preview forms to files of a format agreed with the Contracting Authority (e.g. *.pdf, *.xlsx or equivalent). The detailed analysis and design phases must harmonise which data formats are to be covered by this functionality.
75. Data processing forms must realise the possibility of uploading/removing files (images, etc.). The list of uploadable file formats must be harmonised during the detailed analysis and design phase.
76. The Deployer must implement all forms of data processing (and their logic) necessary for the implementation of the functional and non-functional requirements of this Specification.
[bookmark: _Ref117176407][bookmark: _Toc121922491][bookmark: _Toc121922762][bookmark: _Toc169102416]Requirements for the processing of data lists
77. The Deployer must implement the functions of managing the lists specified in the Specification and identified during other detailed analysis or design phases. Subject to the operating rules, it must be possible to:
77.1. View the list of data.
77.2. Filter the list.
77.3. Perform a search in the list.
77.4. Sort the list.
77.5. Initiate the functions of managing an entry in the list (edit, delete, undo, etc.).
77.6. At the stage of detailed analysis and design, it must be defined for which data lists which precise processing functions are to be realised.
78. The DDR data lists must implement:
78.1. Paging of lists.
78.2. The functionality of multi-record selection for performing certain actions (e.g. export, removal of selected records). During the detailed analysis or design phase, it must be agreed which lists must permit a selection of multiple entries.
78.3. It must be possible to print the list and export to files in a format agreed with the Contracting Authority (e.g. *.pdf, *.xlsx, or equivalent). It must be possible to manage the volume of items to be exported. The detailed analysis and design phases must harmonise which lists are to be covered by this functionality.
78.4. It must be possible to filter and sort the list of objects by attributes belonging to that list and their logical combinations. Exceptions may be made in agreement with the Contracting Authority.
78.5. Lists must display the number of entries (records) in the list. After filtering the list, the number of records found must be displayed.
79. All search/filtering functions, unless agreed during the detailed analysis and design phase, must be realised in accordance with the following rules:
79.1. Text search fields must realise the search by word or number combination fragment and full word.
79.2. The search must be performed by using Lithuanian letters and by using Latin letters instead of Lithuanian letters (for example, the letters "š" and "s", "ū"/"ų" and "u" are treated equally).
79.3. The search must be case-insensitive.
79.4. The search must be carried out only in the components and data set to which the DDR user has access rights.
79.5. Search results must be presented in the form of a list.
79.6. After a search, the number of search results must be displayed.
[bookmark: _Toc121922492][bookmark: _Toc121922763][bookmark: _Toc169102417]Requirements for functional operation and data processing logic
80. The DDR must implement general and specific operating logic rules which:
80.1. Ensure the correct execution of the operating process;
80.2. Eliminate the need for re-entering information;
80.3. Ensure, as far as possible, the correct processing and control of the data;
80.4. Prevent, as far as possible, impossible, unauthorised, illogical processing operations;
80.5. Simplify and facilitate, as far as possible, operating processes and data processing;
80.6. Ensure, as far as possible, preventive measures for entered data.
81. The Deployer must implement all the logic of data processing, operating processes and system functionality related to the functionality specified in this Specification.
[bookmark: _Ref117176744][bookmark: _Toc121922493][bookmark: _Toc121922764][bookmark: _Toc169102418]Requirements for user information functions
82. User information solutions must be realised where in the operational process and the functionality of the DDR it makes sense to automatically create and send messages to DDR users involved in the operation of the process or DDR function to inform about an event that has occurred (e.g. additional data validation is required) and/or to inform the user of necessary actions (e.g. dactyloscopic data received for validation, etc.). During the detailed analysis and design phase, all the essential elements (moments) of use/operation of the system at which messages are to be generated and sent to the users concerned must be defined.
83. To an agreed extent, it must be possible to manage the rules and methods for sending information messages.
[bookmark: _Ref100582591][bookmark: _Toc169102419]Functional requirements for operation
84. The Service Provider must implement the operational process set out in Annex 9.2, which may, if necessary, be revised (by changing the sequence of steps, specifying the conditions for the execution of steps, etc., but essentially without changing the goal (results created) and scope of the process) during the detailed analysis or design phases, subject to coordination with the Contracting Authority.
[bookmark: _Ref147138979][bookmark: _Toc169102420]Requirements for dactyloscopy module
85. Tasks and general requirements of the dactyloscopy module:
85.1. [DESIRED] Perform a rapid biometric search of a person by prints among dactyloscopic card data of persons stored in the DDR (1:N search by a small number of flat prints).
85.2. To perform fingerprinting of a person - create new text records with personal data and enroll person’s biometric data (fingerprints and facial photos), transfer them in NIST format for recording in the DDR, receive answers from the DDR about the results of processing (recording) in the DDR database and display them at the workplace.
85.3. General requirements for the format of answers from DDR:
85.3.1. The number of answers from the DDR about the processing of one dactyloscopic card is unlimited, there can be several answers, for example, Accepted, Completed, Recorded with a match, Recorded without a match, Error, etc.
85.3.2. The ID numbers of the DDR records created and the personal data of the matching cards (if identified) must be returned.
85.3.3. In the workplace, it is enough to display the last answer from the DDR.
85.3.4. [DESIRED] Answer format - HTML, i.e. rich text with colours, tables and HTML links (useful for displaying supporting information).
85.4. Maintain a list of already completed work (enrolled dactyloscopic cards) at the workplace.
85.5. General requirements for interfaces - for reading data from DDR, GR, UR-ILTU, already existing network interfaces (WS) must be used, for data transfer/return of results to/from DDR - newly created network interfaces (WS, SMTP or equivalent). Direct access to the DDR database by SQL means is not permitted under any circumstances and for any purpose.
85.6. General requirements for the enrolment of biometric data - the entry must be carried out using DDR-integrated dactyloscopy/fingerprinting DDR workstations, to be purchased in the next purchase round (detailed requirements are described in section 7.5).
85.7. [DESIRED] Requirements for rapid biometric search of a person.
85.7.1. The goal is to identify a person in the DDR database by 1-4 flat prints.
85.7.2. The result is the textual data of the person, if a match was obtained in the DDR database.
85.7.3. Duration - up to 3-5 minutes.
85.8. Requirements for fingerprinting of a person.
85.8.1. Clarification of personal data - it must be possible to perform a textual search of the person according to the entered search criteria (personal identification code, first name, last name, date of birth, etc.) in the GR and/or (if not found) UR-ILTU system databases. The purpose of personal data clarification/search is to find and retrieve accurate personal data based on found candidates (if any) that meet the search criteria to avoid manual re-entry. It is understood here that a search based only on the surname and first name may yield several candidates, and only one based on the personal identification number.
85.8.2. Justification for person fingerprinting - based on the clarified personal data, fingerprinting should be done using an existing interface (WS). Such justification should reduce the number of unnecessary fingerprintings, for example, if the person has recently been fingerprinted and these prints are of good quality. This interface must provide an answer as to whether the person is offered to be fingerprinted and other related information (e.g. inadequate quality of available prints). It must be possible for the user to choose a further decision (to fingerprint/not to fingerprint) independently of the given suggestion.
85.8.3. Once a person is decided to be fingerprinted, the person's textual data is filled in (using those found in previous steps to increase productivity and avoid errors) and biometric data (fingerprints and facial photos) are enrolled/entered for further recording in the DDR. In addition to personal data, other information is also filled in (e.g. card barcode, notes, etc.). Some textual data must be entered through menus, e.g. gender, county, category, etc. Some data fields must be filled in automatically, e.g. date, workstation no., DDR user (operator), etc. The overall structure of the dactyloscopic card (its data fields) must be coordinated with the Contracting Authority. All data (textual and biometric) in the form of a single NIST file are sent to the DDR for recording. Answers from the DDR about the processing results are received at the workplace and accumulated in the list of completed works.
85.9. Requirements for entering biometric data.
85.9.1. Fingerprints (10 rolled prints, 2 flat thumbprints, 2 sets of 4 flat fingers, 4 palms (2 for each hand)) - entry is mandatory. Print images must be sized in accordance with ANSI/NIST or equivalent standards.
85.9.2. Facial photos - at least 2 (front and right), can also include full-body photos, tattoos and other special marks, entry is optional.
85.10. Requirements for NIST format for writing to DDR.
85.10.1. Encoding of text data – Unicode UTF-8, i.e. all languages are supported.
85.10.2. Usual fingerprints are type-4/type-14, their images are WSQ 500dpi / Jpeg2000 1000dpi.
85.10.3. Palms – type-15, their images – WSQ 500dpi / Jpeg2000 1000dpi.
85.10.4. Photos - type-10, their images - JPEG/PNG. The size of facial photos is at least 1200x1600 pixels (to be suitable for later transfer to HDR).
85.11. Requirements for the list of completed works.
85.11.1. The purpose is to store the entered dactyloscopic cards of persons and the results of DDR processing, to enable the accounting of completed work.
85.11.2. It must be possible to view all data of the dactyloscopic cards – textual ones and finger/palm/photo images, as well as answers from the DDR about the processing results.
85.11.3. Dactyloscopic cards must be removable from the list.
85.11.4. It must be possible to resend dactyloscopic cards for processing to the DDR (required in case of system failures).
85.11.5. It must be possible to export dactyloscopic card data to files of formats agreed with the Contracting Authority (e.g. NIST Interpol/SIS II/PRÜM, JPEG, PDF or equivalent). It must be possible for the user to select the required format.
85.11.6. It must be possible to export the dactyloscopic card with personal data, fingerprints and palm prints, facial photos to a PDF/JPEG real-size 1:1 A4 format file with the option to select the required elements. This is necessary for high-quality printing of card finger images in real size 1:1.
[bookmark: _Ref147138969][bookmark: _Toc169102421]Requirements for processing dactyloscopic card data
86. Dactyloscopic card data processing functionality must be developed for the electronic input and processing of physically submitted dactyloscopic card data by data providers (ECRIS, Eurodac, PRÜM, DDR workstations, etc.).
87. It must be possible to process dactyloscopic cards.
87.1. It must be possible to fill in new dactyloscopic cards, view data from created cards, edit dactyloscopic card data, delete dactyloscopic cards.
87.2. It must be possible to merge several files of the same person (e.g. when several files of the same person with their assigned dactyloscopic cards have been found in the DDR). The process of merging files must be agreed and implemented with the Contracting Authority.
87.3. Each dactyloscopic card must be linked to the data of a particular person.
87.4. When filling in the dactyloscopic card, it must be possible to specify/select restrictions (e.g. the person does not have certain fingers, the selected fingers do not have a fingerprint or the like). Possible restrictions must be agreed with the Contracting Authority.
87.5. It must be possible to note that the DDR dactyloscopic card must be stored temporarily (for the term specified in the DDR settings), i.e. after the specified deadline the data must be automatically removed from the DDR. Dactyloscopic cards marked for temporary storage may be subject to different data structure requirements (e.g. fewer mandatory attributes). The structure and data of the temporarily stored dactyloscopic cards must be agreed with the Contracting Authority.
87.6. During the filling in of the dactyloscopic card, it must be possible to upload/import images (fingerprints, palm prints, photo of a scanned physical card, etc.) in JPEG, BMP or equivalent formats. Uploaded images are subject to parameters agreed with the Contracting Authority and specified in the DDR settings (e.g. minimum resolution of 500/1000 DPI, etc.).
87.6.1. It must be possible to assign uploaded fingerprints, palm prints to the appropriate areas of the dactyloscopic card (e.g. control fingerprints, selected fingers of the hand, etc.).
87.7. It must be possible to export dactyloscopic card images (fingerprints, palm prints) in JPEG, BMP or equivalent formats. Export of images must also be possible from cards imported in NIST format.
87.7.1. It must be possible to indicate whether additional data agreed with the Contracting Authority (e.g. date, time, height, identification number of the person being photographed, etc.) must be included in the exported image (personal photograph), i.e. whether the information provided during the viewing of the photograph must be displayed in a coordinated location of the photograph.
87.8. It must be possible to upload / import dactyloscopic card data in NIST format (for agreed NIST varieties).
87.8.1. The DDR must be able to recognise and fill in the corresponding locations of the dactyloscopic card with NIST file data.
87.8.2. Automatic validation of the data of imported NIST files (e.g. non-mixed fingerprints, whether rolled fingerprints conform to control fingerprints, etc.) must be performed. The validation rules must be agreed with the Contracting Authority.
87.8.3. It must be possible to formulate automatic tasks for DDR users to perform additional checks on uploaded files (e.g. no control fingerprints).
87.8.4. Data agreed with the Contracting Authority (data source, purpose, date, etc.) must be entered for uploaded files. 
87.9. It must be possible to process dactyloscopic data.
87.9.1. It must be possible to process fingerprint/palm print data using image management functions (see section 7.4.3).
87.9.2. It must be possible to perform other dactyloscopic card data processing operations:
87.9.2.1. Swap fingerprints.
87.9.2.2. Swap palm prints.
87.9.2.3. Use the selected fingerprint from the control fingerprints.
87.9.2.4. Rotate fingerprints clockwise/counterclockwise.
87.9.2.5. Other actions agreed with the Contracting Authority.
87.9.3. The corrected dactyloscopic data must be stored separately, i.e. such data must not replace the original dactyloscopic data (fingerprints, palm prints).
87.10.  All dactyloscopic cards of the same person must be logically grouped by giving them the same cluster number, i.e. the system must automatically detect matching cards of the same person during entry and mark them accordingly.
87.11. It must be possible to textually search for dactyloscopic cards on the basis of entered text search criteria (barcode, personal number, first name, surname, date of birth, etc.). 
87.11.1. It must be possible to search using a barcode reader. The search by barcode must automatically open the detected dactyloscopic card.
87.12. It must be possible to view the list of dactyloscopic cards.
87.13. It must be possible to view the details of a specific dactyloscopic card by providing the user with the details of the selected dactyloscopic card.
87.14. It must be possible to export dactyloscopic card data. It must be possible to export the data to files whose format (NIST, JPEG, PDF or equivalent) and data structure must be compatible with the standards established by international institutions/information systems (Interpol, SIS II, PRÜM, etc.). It must be possible for the user to choose the format in which the data is to be exported.
[bookmark: _Ref147138957][bookmark: _Toc169102422]Requirements for the processing of latent print data
88. It must be possible to import latent print(s). The import of latent print images (fingers and palms) from the following formats is supported: NIST, BMP, JPEG, PNG, WSQ and similar (Jpeg2000, TIFF).
88.1. The DDR must be able to recognise and fill in the corresponding locations of the information card with the NIST file data. For latent prints, fingerprints must be imported and dactyloscopic attributes (minutiae) presented in popular PRÜM, EFS and other formats agreed with the Contracting Authority.
88.2. Data agreed with the Contracting Authority (e.g. data source, purpose, date, etc.) must be entered for uploaded files. 
89. It must be possible to create descriptive data for latent prints (information card). The structure of the information card and its data must be agreed with the Contracting Authority (e.g. investigating authority, type of criminal offence, incident location, date of commission, pre-trial investigation number, etc.).
89.1. It must be possible to create an information card on the basis of the data of the selected information card, i.e. the information card to be created must be filled in with data, with the possibility to correct such data.
89.2. Each latent print of an information card must be given a unique number.
89.3. It must be possible to note that the DDR information card must be stored temporarily (for the term specified in the DDR settings), i.e. after the specified deadline, the data must be automatically removed from the DDR. Information cards marked for temporary storage may be subject to different data structure requirements (e.g. fewer mandatory attributes). The structure of the information cards that are temporarily stored and such data must be agreed with the Contracting Authority.
90. It must be possible to search for information cards based on entered text search criteria (pre-trial investigation number, incident date, etc.). 
91. It must be possible to view the list of information cards.
92. It must be possible to view a specific information card – the user must be provided with the details of the selected information card.
93. It must be possible to correct and delete information cards.
94. It must be possible to process imported latent prints.
94.1. It must be possible to process latent prints using image management functions (see section 7.4.3).
94.2. It must be possible to process each print separately when more than 1 print is captured per imported image.
94.3. It must be possible to indicate whether the latent print is to be included among the prints to be checked, i.e. whether the match search must validate the specified latent print.
94.4. Corrected latency prints must be stored separately, i.e. they must not replace the original latent prints.
94.5. [DESIRED] The workflow of processing latent prints must meet the requirements of the ACE-V (English Analysis, Comparison, Evaluation and Verification methodology) (ENFSI Best Practice Manual for Fingerprint Examination, ENFSI-BPM-FIN-01, 2015, Version 01. Chapter 6, p. 13-18. (https://enfsi.eu/about-enfsi/structure/working-groups/documents-page/documents/best-practice-manuals/)) methodology.
94.6. [DESIRED] The GYRO (Green-Yellow-Red-Orange) (ENFSI Best Practice Manual for Fingerprint Examination, ENFSI-BPM-FIN-01, 2015, Version 01. Chapter 6, p. 13-18. (https://enfsi.eu/about-enfsi/structure/working-groups/documents-page/documents/best-practice-manuals/)) system method must be applied to the marking of dactyloscopic markers (minutiae) at the analysis stage.
94.7. [DESIRED] There must be the ability to manage and link multiple latent prints of the case.

[bookmark: _Ref147138947][bookmark: _Toc169102423]Requirements for finding and confirming matches
95. A match (hit) search and validation functionality must be developed to search for matches (hits) among dactyloscopic data (fingerprints, palm prints) and latent prints submitted for inspection with data stored in the DDR (including data temporarily stored in DDR) and to validate any potential matches (hits) found.
96. It must be possible to transmit the results of the latent print match (hit) search to another employee (verifier) for verification, for confirmation, advice, editing of a latent print or repeated search.
96.1. [DESIRED]  The verifier must be able to access all unmarked images the primary examiner used.
97. It must be possible to print (or export to PDF) an enlarged image of the desired latent print (finger, palm) with textual data (file/image number, print date/time, etc.) together with the candidate’s finger/palm print (on the same scale as the print) with the personal data (name, surname, etc.).
98. The possibility to search for matches (hits) among temporarily stored DDR data (e.g. dactyloscopic cards) must be realised before searching for matches (hits) among permanently stored DDR data. It must be possible for the user to choose whether to search for matches (hits) among temporarily stored DDR data. The process of searching among temporarily stored DDR data must be agreed with the Contracting Authority during the detailed analysis or design phases.
98.1. Temporarily stored data must be subject to the same DDR functionalities as those for permanently stored data, e.g. data correction, review, display of matches (hits) found, reporting, etc. Exceptions agreed with the Contracting Authority may apply (e.g. separate lists of temporarily stored data, etc.).
99. The following methods of searching for matches (hits) must be implemented using the algorithms proposed by the Service Provider:
99.1. dactyloscopic card in the card database (TP/TP);
99.2. latent fingers in the card database (LT/TP); 
99.3. latent palms in the palm print card database (LP/PP);
99.4. dactyloscopic cards in the unidentified (unsolved) latent fingers database (TP/UL);
99.5. latent fingers in the unidentified (unsolved) latent fingers database (LT/UL);
99.6. palm print cards in the unidentified (unsolved) latent palms database (PP/ULP);
99.7. latent palms in the unidentified (unsolved) latent palms database (LP/ULP);
99.8. [DESIRED] manual comparison of latent against individual print or print clipped from tenprint card;
99.9. [DESIRED] comparison of latent  against  known subjects, datasets, or record sets;
99.10. [DESIRED] There must be the ability to generate a latent comparison report. Creating a report must include case details, latent owner analysis, comparison, and conclusions, as well as the verifiers analysis, comparison, and results. The layout and content of the report will be configured to the needs of the Customer during project implementation.
100. It must be possible to initiate the match (hit) search automatically and manually. The moments for initiation of automated match (hit) searches and the search execution process must be agreed and realised with the Contracting Authority.
100.1. It must be possible to set the maximum length of the list of candidates (up to 50 candidates).
100.2. It must be possible to view the results of the match (hit) search – the list of candidates with the matching indicators (percentages, numerical expressions, etc.) of each candidate. Candidates must be automatically displayed from the highest match in descending order. The list must contain the data agreed with the Contracting Authority (personal code (if available) or identification number, person’s name, surname, date of birth, etc.).
100.3. It must be possible to view the details of a particular candidate – the user must be provided with details of the selected candidate. The form and the data contained therein must be agreed with the Contracting Authority.
100.4. It must be possible to link dactyloscopic data/latent prints to the selected candidate (e.g. linking the subject’s fingerprint to a matching latent print). The matching must automatically record the relevant data on the DDR and update the DDR data in accordance with the operating logic rules (e.g. an identified latent print must not be treated as unidentified, etc.).
100.4.1. It must be possible for the user to decide not to enter the data in the DDR (e.g. when dactyloscopic data are only made available for inspection).
100.4.2. It must be possible to automatically record data in the DDR in cases agreed with the Contracting Authority (e.g. if no TP/TP match (hit) records are found).
[bookmark: _Ref147139001][bookmark: _Toc169102424]Requirements for viewing DDR data
101. A DDR data preview functionality must be developed for law enforcement officers to review DDR data and perform other actions in accordance with their privileges.
102. The following functions must be realised:
102.1. Search for dactyloscopic cards based on entered search criteria (personal code, first name, surname, date of birth, etc.).
102.1.1. View the list of dactyloscopic cards.
102.1.2. View the details of a specific dactyloscopic card – the user must be provided with the details of the selected dactyloscopic card.
102.2. Search for information cards according to the entered search criteria (pre-trial investigation number, incident date, etc.). 
102.2.1. View the list of information cards.
102.2.2. View a specific information card – the user must be provided with the details of the selected information card.
102.3. It must be possible to export dactyloscopic card/information card images (fingerprints, palm prints) in JPEG, BMP or equivalent formats. Export of images must also be possible from cards imported in NIST format.
102.4. Export dactyloscopic card/information card data. It must be possible to export the data to files whose format (NIST, JPEG, PDF or equivalent) and data structure must be compatible with the standards established by international institutions/information systems (Interpol, SIS II, PRÜM, etc.). It must be possible for the user to choose the format in which the data is to be exported.
102.5. Upload /import dactyloscopic card/latent print data for validation.
102.5.1. It must be possible to upload files in a format agreed with the Contracting Authority.
102.5.2. Automated verification of matches (hits) between imported data and DDR data must be carried out. In the event of a match (hit), an automatic task must be created for the responsible DDR user to carry out a more detailed validation and provide the results of the validation to the data provider.
102.5.3. It must be possible to view the results of the check (automatic/DDR user). It must also be possible for the user to review the results in cases where the responsible DDR user has rejected the submitted data due to identified shortcomings (e.g. insufficient indications for latent prints).
102.5.4. It must be possible to export the results of the validation in a format agreed with the Contracting Authority.
[bookmark: _Ref147403152][bookmark: _Toc169102425][bookmark: _Ref147138939]Requirements for PRÜM Data Processing
103. Fingerprint records in the database must have a PRÜM attribute that can be turned on/off. Only entries with the PRÜM attribute enabled may be sent to other PRÜM countries. In addition, data from other countries are compared only to records with the enabled PRÜM attribute in the national database.
104. PRÜM Data Processing functionality must be developed to formulate and deliver tasks to PRÜM and to receive and process tasks received from PRÜM.
105. The following functions must be realised:
105.1. Create a task for PRÜM by filling in task data. The structure of the task form and its data must be agreed with the Contracting Authority.
105.1.1. It must be possible to select the country(-ies) from the list for which the task is being formulated.
105.1.2. It must be possible to select the type of task (e.g. TP/TP, LT/TP, etc.).
105.1.3. It must be possible to provide other task data agreed with the Contracting Authority.
105.2. Submit a task. The task must be automatically sent to the countries identified in the scope of the task through the implemented integration interfaces (see chapter 7.5).
105.3. To obtain the results (answer) of the given task, i.e. a list of potential candidates with dactyloscopic data (fingerprint, etc.) and/or other data (e.g. detected errors about insufficient quality, status of change of task, etc.). 
105.4. View the results of the task – detailed data of the results of the selected task must be provided to the user.
105.4.1. It must be possible to correct potentially matching fingerprints, palm prints, latent prints using image management functions (see section 7.4.3).
105.4.2. It must be possible to link the results obtained to the DDR data (e.g. linking the person’s fingerprint submitted to PRÜM to the candidate data received from PRÜM if the user detects a match (hit)). The linking must automatically record the relevant data in the DDR and update the DDR data in accordance with the operating logic rules.
105.5. Receive tasks from PRÜM.
105.6. View the task list. It must be possible to view the lists of tasks received from PRÜM and submitted to PRÜM.
105.6.1. Perform a task search based on the search criteria (country, date, etc.) 
105.6.2. View data for a specific task – the user must be provided with detailed data for the selected task.
105.7. Manage the task received. It must be possible for the user to perform actions with the task received (e.g. to search for matches (hits) among DDR data).
105.8. Prepare an answer. It must be possible to prepare a response for the task received (e.g. enter information on potential matches (hits) found, etc.).
105.9. Reply to PRÜM. It must be possible to submit replies automatically according to harmonised rules and manually.
105.10. Administer quotas for tasks received from PRÜM, i.e. how many tasks per day can be accepted for processing from the State concerned. The operation of the quota functionality must be agreed with the Contracting Authority.
106. As far as possible, the functions described in this Technical Specification must be used for the preparation of PRÜM tasks and for carrying out actions with the tasks received.
107. PRIUM functionality must be developed in accordance with the approved PRÜM Interface Control Document and legal requirements related to PRÜM (https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32008D0616 and https://eur-lex.europa.eu/eli/dec/2008/615/oj).	
[bookmark: _Ref147501324][bookmark: _Ref147501333][bookmark: _Ref147501337][bookmark: _Toc169102426]Requirements for task management
108. A task management functionality must be developed to create tasks for responsible DDR users to perform actions with dactyloscopic card/latent print data.
109. The following functions must be realised:
109.1. Create a task. 
109.1.1. It must be possible to create tasks manually and automatically when certain events occur (e.g. a dactyloscopic card is received for validation). Automatic tasks must be created in cases agreed with the Contracting Authority.
109.1.2. The structure of the tasks and their details must be agreed with the Contracting Authority.
109.2. Assign a task to the responsible DDR user. Rules for the allocation of automatic tasks to DDR users (e.g. by task type, data provider, etc.) agreed with the Contracting Authority must be implemented.
109.2.1. It must be possible to reassign the task to another DDR user.
109.2.2. DDR users must be informed about received tasks by DDR and/or by other means (e.g. e-mail).
109.3. Correct and delete tasks.
109.4. Search for tasks based on entered search criteria (task type, date, status, etc.).
109.5. View the task list. Depending on the user’s rights, it must be possible to review the tasks assigned to the user as well as all tasks.
109.6. View selected task – the user must be provided with details of the selected task.
109.7. Complete the task.
109.7.1. It must be possible to mark the task performed and to enter additional information (e.g. comments).
109.7.2. Responsible DDR users must be informed of the performed tasks by DDR and/or by other means (e.g. e-mail).
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110. A response design and delivery functionality must be developed to provide data providers with information on performed dactyloscopic data or latent print validations.
111. It must be possible to formulate and send automatic replies. 
111.1. It must be possible to provide automatic answers in the following ways:
111.1.1. To the DDR workstation.
111.1.2. To the information system through implemented integrative interfaces (e.g. ECRIS, etc.).
111.2. Rules for generating and sending automated responses (e.g. after dactyloscopic data validation, matches (hits) with DDR data, etc.) agreed with the Contracting Authority must be implemented. After searches initiated by the DDR operator, only essential response data (who matched with whom) is formulated, which is not sent anywhere automatically, but is only uploaded by the DDR operator to other files/systems.
111.3. The structure of the automated responses and their data must be agreed with the Contracting Authority. The structure of the responses may vary depending on the data provider.
111.4. In the absence of technical capability to formulate responses based on harmonised templates, an alternative functionality must be realised to copy/export data (e.g. found matches) conveniently (at the click of a button) for further use (e.g. pasting data into a document not formulated with DDR tools). The structure of the data to be copied/exported must be agreed with the Contracting Authority.
112. It must be possible to search for answers based on the entered search criteria (e.g. personal data, data provider, etc.).
112.1. It must be possible to review the list of formulated replies.
112.2. It must be possible to view a specific answer by providing the user with details of the selected answer.
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113. A reporting functionality must be developed to formulate selected reports and review reporting data.
114. It must be possible to formulate the selected report.
114.1. It must be possible to specify the reporting parameters (e.g. period, user, etc.).
114.2. It must be possible to prepare the following reports on a preliminary basis:
114.2.1. a general (global) report on the activities of the DDR; 
114.2.2. detailed activity report; 
114.2.3. a report on new personal data processing activities; 
114.2.4. a detailed report on the search results; 
114.2.5. a detailed report on the results of the search by criteria; 
114.2.6. a comparative report of fully imprinted fingernail phalanges and control fingerprint search results; 
114.2.7. a comparative report on fingerprint search results;
114.2.8. a report on the distribution of the degree of possible matching;
114.2.9. a report on the distribution of the possible matching score;
114.2.10. a comparative report on the results of the verification/validation; 
114.2.11. a general (global) DDR performance report;
114.2.12. a detailed performance report; 
114.2.13. a report on user successes; 
114.2.14. a user failure report; 
114.2.15. a report on the automatic de-registration of users; 
114.2.16. a report on the duration of the user session;
114.2.17. a report on the increase in size of the DDR database; 
114.2.18. a report on the growth of the matches (hits) database; 
114.2.19. other reports agreed with the Contracting Authority.
114.3. The data stored in the DDR must be used to compile the reports.
114.4. The Service Provider must implement the reports agreed with the Contracting Authority, the possible parameters for their formulation and the data provided in the reports. The preliminary estimated number of reports is 25, which may vary by no more than 20 %.
114.5. It must be possible to review the completed report by providing the user with the details of the report.
114.6. It must be possible to export the completed report in PDF, XLS or equivalent formats.
115. It must be possible to search for generated reports against the entered search criteria (e.g. type of report, date, etc.).
115.1. It must be possible to review the list of completed reports.
115.2. It must be possible to view the selected prepared report by providing the user with the details of the report.
[bookmark: _Ref147138990][bookmark: _Toc169102429]Requirements for the Administration Module
[bookmark: _Ref147309499]Requirements for the management of classifications
116. It must be possible to manage the list of classifications.
116.1. It must be possible to review the selected classification.
116.2. It must be possible to manage the DDR classifications: 
116.2.1. Edit the values of existing classifications.
116.2.2. Enter new values for existing classifications. It must be possible to create (and use) hierarchical classifications for DDR.
116.2.3. Delete/deactivate existing classification values. The values of the classification that have been deleted/deactivated must no longer be allowed to be used in the DDR. The rules for deleting/deactivating classification values must be agreed with the Contracting Authority.
117. The Service Provider must enter (import, create, etc.) all classifications that will be identified as necessary for DDR functionality during the detailed analysis and design phase.
[bookmark: _Ref147309511]Requirements for the management of system parameters
118. It must be possible to administer the settings of data sources.
118.1. It must be possible to determine which data source/uploaded data must be subject to automated quality validation of dactyloscopic card data.
118.2. It must be possible to determine which data sources/uploaded data must be validated without DDR preservation and which sources/data must be validated and stored in the DDR.
119. It must be possible to administer the parameters of the quality validation of the fingerprints. 
119.1. It must be possible to indicate at which percentage/numerical expression the validated fingerprint is considered to be of adequate or insufficient quality. The correct functioning of the fingerprint quality validation algorithms implemented by the DDR must be ensured, taking into account the specified parameters.
120. It must be possible to administer match thresholds for data validation. 
120.1. It must be possible to change the match thresholds for data validation algorithms (fingerprints, latent prints, etc.) proposed by the supplier (e.g. to increase/reduce the percentage of potential matches (hits), etc.) in order to provide more/fewer potential candidates at the specified match (hit) thresholds.
120.2. It must be possible to modify other settings for data validation and matching algorithms, provided that such need is identified during the detailed analysis or design phases.
121. It must be possible to administer parameters of the justification for person fingerprinting.
121.1. Parameters for assessing the justification for person fingerprinting must be realised (e.g. photograph of a person stored by DDR for longer than 5 years, insufficient quality of fingerprints, lack of palm prints for a person, etc.). The list of parameters must be agreed with the Contracting Authority.
121.2. It must be possible to modify the parameters/values of the harmonised parameters. The DDR must assess results of justification for person fingerprinting and provide the result of the evaluation, taking into account the set parameters.
122. It must be possible to administer qualitative parameters for images uploaded to the DDR (fingerprints, palm prints, etc.). 
122.1. The qualitative parameters of the uploaded images must be realised (e.g. minimum resolution of 500 DPI, etc.). The list of parameters must be agreed with the Contracting Authority.
122.2. It must be possible to modify the parameters/values of the harmonised parameters. Depending on the parameters set, the DDR must allow the upload of files corresponding to the specified parameters.
123. It must be possible to modify other DDR system parameters (e.g. deadlines, constants, etc.). A detailed sample of the parameters to be administered must be determined at the stage of detailed analysis and design.
[bookmark: _Ref101252783][bookmark: _Ref147309522]Requirements for administration of rights as well as users and roles
124. For the identification of DDR users, ADMIN III currently used by the Contracting Authority must be used.
125. User data management and role/rights management must be carried out using ADMIN III.
126. The Service Provider must establish a set of roles and rights for DDR users in agreement with the Contracting Authority, which correspond to the specificities of operations and the limitations of access to and use of data by different authorities and personal positions.
127. The Service Provider must implement integrative interfaces with ADMIN III on the identification of DDR users and the receiving of rights and data according to role. ADMIN III operates using web services.
[bookmark: _Ref147501407]Requirements for the administration of workstation access
128. It must be possible for the DDR to provide/restrict access to DDR functionality by entering workstation data (IP, MAC address or other harmonised information) for specific workstations.
[bookmark: _Toc169102430][bookmark: _Toc47027237]Other functional requirements
[bookmark: _Ref147309538][bookmark: _Toc169102431]Requirements for quality validation of fingerprints
129. Functionality must be implemented to allow the automatic quality validation of a fingerprint submitted by data providers (external systems/DDR workstations for dactyloscopy) via integrative interfaces or entered into the DDR, to return the quality validation results and other necessary parameters.
130. The quality check of the fingerprint must be subject to:
130.1. Quality testing algorithms offered by the Service Provider.
130.2. [DESIRED] Fingerprint Image Quality (NFIQ) (https://doi.org/10.6028/NIST.IR.8382)  indicators for version 2.0 or above as defined by NIST.
131. The main elements (moments) of the fingerprint quality validation must be agreed and realised with the Contracting Authority.
132. It must be possible to manually indicate the quality of the fingerprint according to harmonised quality assessment criteria (e.g. indicate that the quality is very good, etc.).
[bookmark: _Ref147309559][bookmark: _Toc169102432]Requirements for validating the quality of dactyloscopic cards
133. The functionality of the quality validation of dactyloscopic cards must be realised.
133.1. Automated quality validation of dactyloscopic cards  submitted/ uploaded by data providers must be carried out, taking into account the quality validation parameters and the quality assessment rules agreed with the Contracting Authority. As a minimum, the following parameters must be realised:
133.1.1. Number of dactyloscopic markers (minutiae) detected.
133.1.2. Completeness of print.
133.1.3. Whether rolled fingers match flat fingers.
133.1.4. Over-inking or under-inking fingerprint images.
133.1.5. Clarity of the ridge flow.
133.1.6. Smudges, tags, etc.
133.2. It must be possible to initiate a manual quality validation of the selected dactyloscopic cards. When filling in/uploading the dactyloscopic card, it must be possible to indicate whether an automatic quality validation is to be carried out.
133.3. It must be possible to review the results of the automatic quality validation/errors detected.
133.4. An automatic task for the responsible DDR user to perform an additional quality validation must be formulated when data quality is found to be insufficient. 
133.5. In cases of insufficient data quality, the DDR user must be able to:
133.5.1. Discontinue further action.
133.5.2. Process the data provided (see section 7.4.3).
133.5.3. Continue further actions despite the insufficient quality.
[bookmark: _Ref147153770][bookmark: _Toc169102433]Requirements for managing/processing dactyloscopic data/latent prints
134. It must be possible to manage/process dactyloscopic data (fingerprints, palm prints) and latent prints. The following image management functions must be implemented as a minimum:
134.1. magnifying/resizing;
134.2. brightness and contrast adjustment;
134.3. brightness and contrast adjustment in midtones, e.g. gamma correction;
134.4. reverse black and white (image inversion);
134.5. horizontal/vertical flip (mirror flip);
134.6. sharpen/unsharpen;
134.7. image rotation;
134.8. histogram generation;
134.9. [DESIRED] histogram equalisation;
134.10. [DESIRED] pseudo 3D effect;
134.11. [DESIRED] coloured background filter;
134.12. selection of a region of interest;
134.13. turning on/off all minutiae;
134.14. display of matching minutiae;
134.15. determination of real print scale by several methods – directly manually (if the scanned image is real-sized 1:1)/ manual scaling by ruler/ maximally automated with minimal manual correction according to ridge lines;
134.16. automatic detection and processing of general (delta, centre) and individual (loops, whorls, etc.) ridgeline features;
134.17. manual labelling, editing of general (delta, centre) and individual (loops, whorls, etc.) ridgeline features;
134.18. [DESIRED] improvement (clarification) of deformed (slipped) ridge lines;  
134.19. [DESIRED] ridgeline linking tool;
134.20. [DESIRED] removal of periodic patterns or interference, e.g. Fourier (FFT) filters for removing raster;
134.21. [DESIRED] automatic histogram improvement;
134.22. [DESIRED] ability to process overlapping (coinciding) images of latent prints; 
134.23. [DESIRED] ability to smooth convex (deformed) images of latent prints; 
134.24. [DESIRED] generation of ridgeline flow matrix and manual editing of line directions;
135. Additional requirements for image management functions:
135.1. The prints sought and the matches that may correspond to such prints must be automatically oriented according to the match results, depending on the type of match (hit).
135.2. It must be possible to display images of searchable and potentially matching prints simultaneously and to automatically apply the same magnification or rotation to one image as the other. It must be possible to move and rotate these images separately. 
135.3. Attributes (minutiae) must be displayed in both images using colour coding to distinguish between matches and inconsistencies. It must be possible to enable/disable the display of attributes according to the attribute type (matching or non-matching).
135.4. It must be possible to cancel or repeat any image processing operation and to switch between the original and the image being processed.
136. It must be agreed with the Contracting Authority which functions must be available for dactyloscopic cards (fingerprints, palm prints) and which functions must be used for latent print processing. It must be possible to change image manipulation/retouching settings through administrative tools if such need is identified during the detailed analysis or design phases.
[bookmark: _Ref147309590][bookmark: _Toc169102434]Requirements for  matching (recognition) of fingerprints, palm prints and latent prints
137. Functionality must be realised to enable automatic  matching of fingerprints, palm prints and latent prints submitted by data providers (external systems/DDR workstations) via integrative interfaces, returned matching results and other necessary parameters.
138. The  matching algorithms proposed by the Service Provider for matching the fingerprints, palm prints and latent prints must meet the qualitative criteria set by the Contracting Authority for  matching (see section 7.4.6).
[bookmark: _Ref147309606][bookmark: _Toc169102435]Requirements for user authentication
139. It must be possible to connect to the DDR with user data. An interface with ADMIN III must be used for the identification and authorisation of users.
140. It must be possible to disconnect from the DDR in the following ways:
140.1. When the user initiates the DDR disconnection action.
140.2. By automatically disconnecting the user if the DDR does not take any action longer than the time period set by the administration. The DDR management tools must be capable of configuring this time period.
141. The user must be able to initiate the password reminder function. 
141.1. After the user has completed the necessary steps (after entering the required data, etc.), the ADMIN III password reminder component must send the user a password reminder e-mail.
141.2. For functionality, the ADMIN III password reminder component must be used.
142. It must be possible to change the password. 
142.1. For functionality, the ADMIN III password change component must be used.
[bookmark: _Ref147500282][bookmark: _Ref147501511][bookmark: _Ref147501517][bookmark: _Toc169102436]Requirements for accuracy of  matching (recognition) of fingerprints, palm prints and latent prints
143. The upgraded DDR TP/TP search (matching/recognition) is required to operate with 99.90% accuracy (99.90% correct matches).
In order to obtain empirical estimates of the accuracy of the matching algorithms in the current and upgraded DDR, different search kinds will be tested on both systems using moderately sized (up to several hundred) dactyloscopic test sets:
· latents (prints/palms) in the card base (LT/TP, LP/PP);
· dactyloscopic cards in the databases of unidentified (unsolved) latents (prints/palms) (TP/UL, PP/ULP);
· dactyloscopic cards in the card base (TP/TP);
· latents (prints/palms) in the databases of unidentified (unsolved) latents (prints/palms) (LT/UL, LP/ULP).
144. The representatives of the Contracting Authority will prepare the testing plan, material and methodology for performing the tests. The same dactyloscopic data will be used for the tests. Both DDRs will be presented with the same search tasks and the results will be evaluated according to the same methodology. Before the tests in the upgraded DDR, representatives of the Contracting Authority will perform tests in the current DDR and record the results.
Before the start of accuracy testing, the Deployer must migrate (transfer) the data accumulated in the current DDR (known and unknown handprint and latent files, sets of attributes related to them and other necessary data) to the upgraded DDR and prepare the infrastructure of the upgraded DDR for testing.
The Deployer, at the agreed time, but not later than the end of the first iteration, will have to perform accuracy tests on the upgraded DDR together with the representatives of the Contracting Authority, after these representatives have been familiarized with the search and comparison functionalities of this DDR and trained to work with the tools for viewing the results of matches. The Deployer will have to create conditions and help (if necessary) the representatives of the Contracting Authority to review (verify) the search results. The representatives of the Contracting Authority will provide the conditions for the representatives of the Deployer to observe the performance of the tests and get acquainted with the test results and evaluation.
145. [bookmark: _Ref159849572]The results of the tests will be evaluated by the representatives of the Contracting Authority. Search kinds will be evaluated as follows:
· each set of search results will be scored based on the position of the correct candidate (matching the tested prints) in the resulting list of candidates (up to the first N candidates will be analysed): 1st position will be evaluated with N points (maximum number of points), the correct candidate in subsequent positions will be evaluated in decreasing number of points: 2nd place - (N-1) points, 3rd place - (N-2), ..., Nth place - 1 point, (N+1)th and next places – 0 points (i.e. no match was found). The value of N will depend on the search kind;
· For each type of search kind, an average score will be calculated, equal to the mathematical average of the scores of the search result sets (rounded to the nearest hundredth);
· The following N values will be used for search kinds: 
LT/TP – N=10, LP/PP - N=10, TP/UL - N=5, PP/ULP - N=5, TP/TP - N=1, LT/UL - N=10, LP/ULP - N=10. In the case of TP/UL and PP/ULP, each set of search results will be given the sum of the points of the fingers (palms) of the card.
146. [bookmark: _Ref159849637]Several types of search tests (that is, TP/TP, LT/UL, LP/ULP) will also be performed with small-scale test data (up to a few dozen), when compared (searched) dactyloscopic data are already in the relevant database. The aim is to check the technical performance of the upgraded DDR algorithms, since in this case 100% accuracy will be required, considering only the 1st candidate (N=1), the average score will be calculated analogously to p. 146.
147. In order to avoid the influence of random factors on tests of a limited scope, the upgraded DDR will be allowed to score slightly less points:
· in the test from 146 p. – the average score of 4 (out of 7) search kinds must be at least the average score of the current DDR, and the average score of 3 (out of 7) search kinds must be at least 95% of the current DDR average score (of which TP/TP search kind - 97 %);
· in the test from p. 147 - the average score must be at least 98.5% of the current DDR average score.
In case of too low accuracy of the tests, the Deployer must explain the obtained results and take measures to increase the accuracy (it is allowed to correct and repeat the tests up to 3 times). Otherwise, the Deployer will be subject to a penalty provided for in the terms of the Agreement.
 
[bookmark: _Ref147153092][bookmark: _Ref147309629][bookmark: _Toc169102437]Requirements for integration with external IS, registries and dactyloscopic workstations
148. The following table describes the integrative interfaces to be developed during the Project. The Deployer is responsible for creating interfaces on the DDR side. During the detailed analysis and design phase, the data, technology and timeliness of integrative interfaces must be detailed. The Deployer must develop specifications for each data exchange interface.
149. [bookmark: _Ref510092527]The Deployer may propose alternative ways of implementing the integration interfaces listed below (technologies, scope, etc.), provided that they do not in any way adversely affect the purpose, objectives and final results of the Project and do not conflict with the requirements of legal acts regulating public procurement. The proposed alternative method of realisation of integration must ensure an equivalent or better interface speed, high availability, scalability, interoperability, maintenance and security. Each alternative method of integration proposed must be agreed with the Contracting Authority.
150. The Deployer is responsible for developing specifications for integrative interfaces and coordinating them with data providers. The Contracting Authority is responsible for the conclusion and reconciliation of data reporting contracts.
151. The Deployer must realise all the necessary functionality for the interfaces described below to function, i.e. if the specification does not provide for a specific function to send a request or to review the information received, the corresponding functionality must be created.
152. The Deployer must cooperate with the Service Provider involved in the development, maintenance or creation of information systems/registries of other institutions in order to effectively implement the data exchange interfaces provided for in the Specification.
153. All interfaces created on the DDR side must not be limited to the possibility of using them exclusively from the DDR environment; i.e. interfaces must be designed in such a way that they can be used (integrated on the basis of the detailed integration specification provided) for other information systems/registers or software.
154. A functionality must be developed for the administration of the data provision interfaces, which:
154.1. Allow information of data recipients/providers to be processed (address of information systems and registers, login details, certificates and other system authentication and communication parameters);
154.2. Allow the addition or deactivation of the interface with the data recipient/provider system (e.g. add a new PRÜM country);
154.3. Allow identifying which DDR data exchange interfaces can be used by the recipient/provider system and, accordingly, according to the specificities and purpose of the data exchange interface, to set limits on the use of that interface (quotas, data to be provided/receivable, data formats to be used, etc.).
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[bookmark: _Toc47027280][bookmark: _Toc169104666]7.2 table: Requirements for the realisation of integrative interfaces
	Line No.
	Institution
	Register or information system
	Receive / Submit
	Objective/Purpose/Data
	Technology

	1. 
	RC
	GR (copy of VRIS CDB GR data)
	Receive
	155. To obtain personal data (a citizen of the Republic of Lithuania, a resident of the Republic of Lithuania) by creating/editing a dactyloscopic personal card.
156. Periodically obtain personal data changes (names, fact of a death, etc.) stored in the DDR.
	Direct access to DB (DB link) or WS

	2. 
	IRD
	UR-ILTU
	Receive
	157. Obtain personal (foreign national) data when creating/editing a dactyloscopic personal card.
158. Periodically receive personal data changes (changes in names, surnames, etc.) of personal cards stored in the DDR.
	WS

	3. 
	IRD
	SACR
	Receive
	159. Periodically obtain criminal records of persons registered with DDR. Persons whose criminal record is extinct must have the relevant DDR data archived. This is an existing interface for data exchange between DDR and SACR, therefore, the need to modify/modernise the interfaces must be minimised when creating a new DDR.
	Direct access to DB (DB link) or WS

	4. 
	IRD
	IAJR
	Receive
	160. To obtain the attribute whether the person is wanted (sought) for  a person which is already fingerprinted or being fingerprinted.
	Direct access to DB (DB link) or WS

	5. 
	IRD
	AUDIT III
	Submit
	161. Provide audit data on the operation and use of DDR to AUDIT III.
	Direct access to DB (DB link) or WS

	6. 
	IRD
	ADMIN III
	Receive
	162. Obtain DDR user authorisation data. DDR users and their roles must be registered and managed in a centralised user management system managed by the MoI.
	Direct access to DB (DB link) or WS

	7. 
	IRD
	N.SIS/SIS II
	Receive / Submit
	163. Provide dactyloscopic cards for checking (searching for matches) in SIS II.
164. Provide latent prints for checking in SIS II.
165. Obtain the results of checking from N.SIS/SIS II.
166. Implement with maximal use of the PRÜM Subsystem functionality (applying the same principles and logic of data management), i.e. implementing the "pseudo Prüm" principle - SIS/N.SIS systems can be accessed using a "pseudo Prüm" country: the data sent there would be received and processed by the new DDR (and transmitted to SIS) and the results would be returned in Prüm format. In this case, it will not be necessary to create new data structures and software tools for viewing processed data and storing/verifying results. Cards/latent traces must be submitted for checking in 2 modes: batch one from the "pseudo Prüm" environment (CPS, PMS, MPS, MMS searches) and streaming one (CPS only), i.e. bulk, e.g. all new cards are checked in the SIS database.
The current implementation of N.SIS in the IRD has already functioning tools for data exchange between national systems and the SIS II database, where the following technologies are used: complex web services based on Soap/XML, Rest API (with data presentation in XML and JSON formats). 
	WS

	8. 
	IRD
	ECRIS
	Receive / Submit
	167. Obtain dactyloscopic data from ECRIS for checking (searching for matches)/recording in the DDR.
168. Provide replies to ECRIS from the performed checking/recording .
169.  This is the current interface between DDR and ECRIS data exchange and therefore the need to modify/modernise the interfaces must be minimised when creating a new DDR.
	JMS, WS, NIST

	9. 
	EU-Lisa
	EURODAC
	Receive / Submit
	170. Obtain dactyloscopic data for checking (searching for matches) from Eurodac national system. 
171. The Eurodac data exchange interface is realised in the current DDR and the modernisation of the DDR must minimise the need to modify/modernise the interface.
	WS/SMTP, NIST

	10. 
	—
	PRÜM
	Receive / Submit
	172. Obtain dactyloscopic data and latent print data for checking (searching for matches) from the “PRÜM countries”.
173. Provide the results of dactyloscopic and latent print checking to the “PRÜM Countries”.
174. Provide dactyloscopic and latent print data for checking in the “PRÜM countries”.
175. Obtain the results of dactyloscopic and latent print checking from the “PRÜM countries”.
176. During the Project, the Deployer must realise/maintain data exchange links with at least 20 “PRÜM countries” including the data exchange interface with the U.S. FBI.
	According to the PRÜM specification

	11. 
	PD
	DDR
	Receive / Submit
	177. The DDR must implement the interface of justification for person fingerprinting, which must be used for DDR, HDV workstations and other IS, which, in accordance with personal data, could be validated as to whether it is appropriate to perform full fingerprinting of the person. The DDR must assess whether such personal data are already stored in DDR and whether the data quality is adequate. The interface must build on the existing network interface (WS) and maintain the existing format to the maximum extent.
	WS

	12. 
	PD
	DDR
	Receive / Submit
	178. The DDR must realise the interface for the provision of dactyloscopic data to be used for the reception of personal dactyloscopic cards to be checked/compared with the data contained in the DDR, to store in the DDR for further processing and to provide a response to the data provider.

	WS

	13. 
	PD
	DDR
	Receive / Submit
	179. The DDR must realise the interface for the provision of dactyloscopic data for checking (searching for matches), which must be used for the reception of personal dactyloscopic cards to be checked/compared with the data contained in the DDR and to respond to the data provider.

	WS

	14. 
	PD
	DDR
	Receive / Submit
	180. Provision of latent prints for checking (searching for matches) – the interface must be used to receive latent prints from other IS (PRÜM, etc.) that need to be checked/compared with the data contained in the DDR and provide a response (candidate list) to the data provider.
	WS

	15. 
	PD
	DDR
	Receive / Submit
	181. Provision of dactyloscopic data for checking (searching for matches) in another PRÜM country – the interface must be used to receive personal dactyloscopic cards and latent prints from other IS for further validation (search) in the specified PRÜM country database and provide a reply (candidate list) to the data provider.

	WS

	16. 
	PD
	DDR
	Receive / Submit
	182. The DDR must implement the data provision interface, which must provide personal and/or dactyloscopic data to other IS that are entitled to receive DDR data on the basis of a text query (personal data, validation results, etc.).
	WS

	17. 
	PD
	DDR
	Receive / Submit
	183. The DDR must implement the personal identification interface, which has to search for a person in DDR data based on 1-4 flat fingerprints and provide an answer about potential candidates very quickly (duration up to 10 seconds).

	WS

	18. 
	PD
	Dactyloscopy DDR workstations
	Receive / Submit
	184. DDR must be integrated with dactyloscopic workstations (acquired in the next purchase round) in order to obtain dactyloscopic and habitoscopic data from equipment. The Deployer, using dactyloscopic and other data collection hardware API interfaces (digital dactyloscopic device, photo camera, height-adjustable chair, lighting), must obtain the results provided by the equipment (photos, fingerprints and palm prints) in NIST or equivalent format to an agreed extent.
185. The Deployer must prepare a technical specification for the integration of DDR dactyloscopic equipment, to be used as an annex to the procurement documents for the purchase of dactyloscopy and habitoscopic kits with the instruction to provide API interfaces or other middleware (intermediate software) to ensure the DDR dactyloscopic module’s ability to obtain the data collected by dactyloscopic and habitoscopic equipment. DDR dactyloscopic equipment integration interfaces must be independent of the specific dactyloscopic equipment and workstation computer operating system, and based on the transfer of collected data (e.g. in XML, NIST or graphical image formats) rather than low-level hardware APIs.
186. The Deployer must cooperate with the dactyloscopy hardware supplier in order to properly integrate the supplied equipment with the DDR.
	—

	19. 
	PD
	Intermediate HDV DB, HDV workstations
	Receive / Submit
	187. The DDR must maintain the existing interfaces with existing HDV workstations that provide personal dactyloscopic data for checking (searching for matches) and recording in the DDR through the intermediate HDV database.
188. DDR must realise new data provision interfaces (dactyloscopy and habitoscopic data) from the DDR dactyloscopy module to the intermediate HDV DB, which transfers the data to HDR and PASPR.
	
WS, SMTP




	
	
	



[bookmark: _Ref536801128][bookmark: _Toc47027238][bookmark: _Toc169102438]NON-FUNCTIONAL REQUIREMENTS
[bookmark: _Ref536801025][bookmark: _Toc47027239][bookmark: _Toc121922543][bookmark: _Toc144367003][bookmark: _Toc169102439]Requirements for the implementation of requirements
189. The Deployer must implement all the requirements of the Technical Specification.
190. The terms “must be/have to/act/ensure/allow/comply with”, “must be able”, “must be possible” used in this document are equivalent and mean that the Deployer must develop and install (or provide and install) the relevant functionality and provide the relevant services. The functionality that is specified using the future tense (“will”, “will allow”, “will include”) indicates the state to be implemented and means that the Deployer must create and install (or provide and install) the corresponding functionality.
191. The terms “realise/create/provide/install” used in this document mean the same requirement – functions must be implemented for the use of the PD, regardless of the way in which those functions are created (creation, modernisation, adaptation, configuration, installation, etc.).
192. [bookmark: _Ref72153486]In the event of objective circumstances (amendments to existing legal acts or entry into force of new legal acts; detailed analysis and design activities identify and justify a more appropriate way of implementing the specification requirement; the specification requirement becomes irrelevant or partially relevant due to the adopted design and implementation decisions for other specification requirements; the specification requirement becomes irrelevant due to a changed or eliminated operational process, the results of which can be achieved by other designed and implemented solutions that implement other specification requirements; an operational need or a need for design and implementation is identified, which could not be foreseen without starting to carry out detailed analysis and design activities) the Deployer or the PD may propose an alternative way of implementing a separate specification requirement or a change in the implementation of the requirement to an equivalent functionality that would in no way adversely affect the purpose, objectives and final results of the project and would not conflict with the requirements of the legislation governing procurement. Each proposed alternative or change in functionality must be agreed with the PD and approved by means of a protocol documenting the amendment or clarification of the requirement(s). In the case of a change of requirement to equivalent functionality, the Deployer must provide a written justification including a description of the impact and criticality of the change, justifying that the change does not affect the full functionality of the DDR. An evaluation of the exchanged functionality must also be carried out on the basis of time costs (detailing the time spent on the realisation of the exchanged functionality and the cost of the time of realisation of the new functionality). The implementation of the alternative requirements of the Technical Specification must be subject to the change management procedure defined in the Service Provision Regulation.
193. The Deployer can offer alternative architecture realisation methods to ensure equivalent or better DDR speed, high availability, scalability, interoperability, support, security and convenience. All proposals of the Deployer must be agreed with the Contracting Authority.
[bookmark: _Toc47027240][bookmark: _Toc121922544][bookmark: _Toc144367004][bookmark: _Toc169102440]Requirements for DDR architecture
[bookmark: _Toc121922545][bookmark: _Toc144367005][bookmark: _Toc169102441]Requirements for installation
194. [bookmark: _Toc47027241]The DDR must be implemented in the data centre (on-premises) specified by the PD (MoI data centre). At the agreed time of performance of the Agreement, the Deployer must provide the needs (specification) for the technical and software infrastructure necessary for the operation of the DDR. The need for technical infrastructure (server parameters, storage parameters, etc.), the need for software (virtualisation software parameters, operating systems, containers, software for container management, etc.) and specific requirements (e.g. requirements for accessibility, network bandwidth, security, etc.) must be assessed.
195. The MoI Data Centre will only provide standard data centre services (software, hardware), therefore, if necessary to ensure the functional and non-functional requirements of this specification, the Deployer will have to provide at its own expense the necessary specific hardware and/or software required to develop the DDR solution proposed by the Deployer. These may include graphics processors (GPUs), Hardware Security Models or other similar hardware and/or software.
[bookmark: _Toc121922546][bookmark: _Toc144367006][bookmark: _Toc169102442]Requirements for high availability
196. The architectural solution must ensure high availability of DDR, which can be realised by virtualisation software functionality, container management software functionality, operating system functionality, hardware capabilities or other software. High availability must be realised at service level, integration level and data level.
197. The implementation of all components to be deployed and their management components must ensure high availability. High-availability solutions must be based on the recommendations of the manufacturer of the software used.
198. High-availability solutions must work automatically (in the case of incidents). Human intervention may only be necessary to restore DDR performance to the state prior to the incident.
199. The high-availability solution must be described in the design document and approved by the PD.
200. Load balancers must be used to ensure high availability and balancing flows, which can be implemented as software or appliances provided by the data centre.
201. [bookmark: _Hlk72513562]A high-availability solution must ensure RPO (60 minutes) and RTO (8 hours) (where this or better level of service provision is provided by the data centre infrastructure).
202. The DDR solution designed by the Deployer must ensure that the availability of DDR is not less than 98 % of the time, 24 hours a day, to the extent that this is not limited by the DDR infrastructure (where this level of service or better is provided by the data centre infrastructure). 
[bookmark: _Toc47027242][bookmark: _Toc121922547][bookmark: _Toc144367007][bookmark: _Toc169102443]Requirements for expandability
203. The architecture must support the development of DDR capabilities by connecting additional hardware or virtual infrastructure.
204. Architecture must be designed on the basis of multi-level architecture and/or micro-services, creating possibilities for its development at the level of individual layers or micro-services.
205. It must be possible to develop the system without additional redesign or realisation of the system with new computing or storage resources.
[bookmark: _Toc47027243][bookmark: _Toc121922548][bookmark: _Toc144367008][bookmark: _Toc169102444]Requirements for backup, recovery and system monitoring
206. The Deployer must define and implement the backup processes, tools and rules in accordance with the backup policy provided by the Contracting Authority. The Contracting Authority will provide backup software and resources in the PD data centre. The DDR must allow data to be recovered from backup copies. The Deployer must define and implement the processes, tools and rules for the recovery of copies.
207. System components must be implemented by integrating system components with Zabbix or equivalent software operated by the MoI data centre. Users with System Administrator privileges must be able to monitor the performance of the system and its individual components (active users, memory utilisation, processor load and other relevant indicators) and receive messages in the event of failure of components or indicators when critical values are reached.
[bookmark: _Toc47027245][bookmark: _Toc121922549][bookmark: _Toc144367009][bookmark: _Toc169102445]Requirements for multi-tier architecture
208. If the proposed DDR architecture is multi-tier (N-tier), it must consist of at least 4 hierarchical levels (imaging, operational logic, database, integration). Multi-tier architecture can be combined with micro-service architecture in order to achieve the most rational realisation of DDR architecture.
209. The Presentation Layer must ensure the completeness of the computer tools for accessing the digital content supplied by the DDR through possible digital channels and, at the same time, to the DDR user interfaces required for the performance of DDR functions. The Presentation Layer must interact with the Application Layer through the application programming interface.
210. Application Layer software must fully or partially automate steps or parts of operating processes and control the progress of the software functions. At the Application Layer, system messages must be received, processed and transmitted to the Presentation Layer. This layer must also serve: (a) the Database Layer through appropriate data queries, processing, transmission for storage or modification of the data received; (B) the Presentation Layer by transmitting data obtained from the Database Layer and/or processed at the Application Layer and receiving and transmitting other system instructions.
211. Database Layer must be implemented in the form of operating system file system, databases, caches or repositories. At the Database Level, different datasets must be integrated into a single unified data exchange platform with the help of components at the Application Layer.
212. [bookmark: _Ref44433668]Integration Layer must ensure the exchange of necessary data, between internal DDR components, where relevant, and with external information systems. Data exchange is ensured by realised WS or RESTful integration interfaces and/or direct access to DB.
[bookmark: _Ref44433689][bookmark: _Ref44433694][bookmark: _Toc47027246][bookmark: _Toc121922550][bookmark: _Toc144367010][bookmark: _Toc169102446]Data model requirements
213. Data processed in the DDR must be entered once and automatically linked or reused where it may be applied.
214. The DDR data model must ensure the storage and processing of data entities from a historical perspective, the translation of key data entities (where relevant), the possibility of expanding the data model.
215. The proposed data model must be documented by describing the entities, their attributes and the relationships between entities.
[bookmark: _Toc47027247][bookmark: _Toc121922551][bookmark: _Toc144367011][bookmark: _Toc169102447]Other requirements for architecture
216. Open document and data formats must be used, i.e. officially registered international standards for files (e.g. HTML, PDF/A, PDF, TIFF, JPEG, JPEG 2000, BMP, PNG, ODF formats, OOXML formats, XML, DOCX, XLSX or equivalent and etc.).
217. The implementation of DDR must be based on commonly accepted technological and performance standards (e.g. SOA, JEE, OSGi, JMX, JPA, SSL, MTOM or equivalent and etc.).
218. The DDR must be capable of handling fingerprint and latent print images at a resolution of 500 DPI and 1000 DPI.
219. Where there are several possible interpretations of a standard or requirement, the principle of best practice must be followed.
220. It must be possible to work with DDR from remote workstations, using secure remote access (e.g. VPN (Virtual Private Network) or equivalent).
221. All DDR functional components must support the Unicode (UTF – 8) standard.
222. DDR architectural components must be widely used in practice and be stable. Versions of software components that are at the testing stage or have been officially declared by the software manufacturer to no longer be supported, updated and/or developed as of a certain date (end-of-life products) must not be used.
223. It must be ensured that DDR users’ actions and other systematic actions do not block other DDR users and system actions, unless due to data integrity, DDR users or the system are blocked from access to other DDR users or data processed by the system at that time. If there are conditions under which the DDR user is blocked, these conditions must be described and agreed. DDR users must be informed of the reasons for blocking by means of informative messages provided during the blocking process.
[bookmark: _Ref46174668][bookmark: _Toc47027248][bookmark: _Toc121922552][bookmark: _Toc144367012][bookmark: _Toc169102448]Requirements for the application of standards
224. The following or equivalent standards must apply to the realisation of DDR:
224.1. American National Standards Institute/National Institute of Standards and Technology (ANSI/NIST), ANSI/NIST-ITL 1-2011, Data Format for the Interchange of Fingerprint, Facial, and other Biometric Information, Update: 2015
224.2. Open Database Connectivity or JDBC (Java Database Connectivity) or equivalent application programming interface (API) to connect to databases.
224.3. Simple Object Access Protocol (www.w3.org/TR/soap/) v1.1.
224.4. WSDL (Web Services Description Language, http://www.w3.org/TR/wsdl) or equivalent.
224.5. SMTP (Simple Mail Transfer Protocol, http://tools.ietf.org/html/rfc821).
224.6. Web Services Interoperability WS-I or equivalent (Web Services Interoperability, http://www.ws-i.org/).
224.7. SSL or equivalent cryptographic protocol for the security of information transmitted over the Internet and other networks (Secure Sockets Layer) must be used in the following communication scenarios: system-user and system-system. Digital certificates used for encryption must be issued by trusted certification bodies. The length of the certificate key must be at least 2048 bits.
224.8. WS-Security (Web Services Security, www.oasis-open.org/committees/wss/) or equivalent standards and specifications must be used. 
224.9. In order to ensure the security and reliability of DDR data exchange, the web services implemented by the DDR must use WS-* standards group or equivalent protocols such as: WS-Security, WS-Secure Conversation, WS-SecurityPolicy, WS-MetadataExchange, WS-Trust, WS-AtomicTransaction, WS-ReliableMessaging.
224.10. HTTP (Hypertext Transfer Protocol) (https://tools.ietf.org/html/rfc2616).
224.11. JSON (JavaScript Object Notation) for the transmission and storage of data (https://tools.ietf.org/html/rfc7159).
224.12. URI (Uniform Resource Identifier) (https://tools.ietf.org/html/rfc3986).
224.13. SAML (Security Assertion Markup Language) (https://en.wikipedia.org/wiki/SAML_2.0).
224.14. XML (Extensible Markup Language) (https://www.w3.org/TR/xml/).
224.15. CSS (Cascading Style Sheets) (https://www.w3.org/Style/CSS/specs.en.html).
224.16. LDAP (Lightweight Directory Access Protocol) (https://tools.ietf.org/html/rfc4511).
224.17. AMQP (Advanced Message Queuing Protocol) (http://docs.oasis-open.org/amqp/core/v1.0/amqp-core-messaging-v1.0.html or other version).
[bookmark: _Ref44002308][bookmark: _Toc47027249][bookmark: _Toc121922553][bookmark: _Toc144367013][bookmark: _Toc169102449]Requirements for DDR security and safety architecture
[bookmark: _Toc47027250][bookmark: _Toc121922554][bookmark: _Toc144367014][bookmark: _Toc169102450]Requirements for the application of security legislation
225. The main security legislation (both software and data) to guide the implementation of DDR includes the following:
225.1. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation (GDPR));
225.2.  security management standard LST ISO/IEC 27001:2017 “Information technology. Methods of security. Information security management systems. Requirements”, LST ISO/IEC 27002:2017 “Information Technology. Methods of security. Rules of Practice on Information Security Controls” and ISO/IEC 27701:2019 “Security methods – ISO/IEC 27001 and ISO/IEC 27002 on privacy management – Requirements and guidelines”;
225.3. Republic of Lithuania Law on Cybersecurity;
225.4. Description of the organisational and technical cybersecurity requirements applicable to cybersecurity entities, approved by Resolution No 818 of the Government of the Republic of Lithuania of 13 August 2018 on the implementation of the Republic of Lithuania Law on Cybersecurity;
225.5. Technical requirements for the security of electronic information of state registers (cadastres), departmental registers, state information systems and other information systems, approved by Order No V-941 of the Minister of National Defence of 4 December 2020, approving the description of electronic information security requirements for technical state registers (cadastres), departmental registers, state information systems and other information systems and the methodology for assessing the conformity of information technology security;
225.6. The Description of General Electronic Information Security Requirements approved by Resolution No 716 of the Government of the Republic of Lithuania of 24 July 2013 approving the Description of General Electronic Information Security Requirements, the Description of the Guidelines on the Content of Security Documents and the Assessment of the Importance of Electronic Information Composing State Information Resources and the Description of the Guidelines for Classification of State Information Systems, Registers and Other Information Systems;
225.7. Recommendations on data reporting formats and standards approved by Order No T-36 of the Director of the Information Society Development Committee under the Ministry of Transport and Communications of 25 March 2013 approving recommendations for data reporting formats and standards.
[bookmark: _Toc47027251][bookmark: _Toc121922555][bookmark: _Toc144367015][bookmark: _Toc169102451]Data security requirements
226. Data security must be ensured by:
226.1. ensuring data integrity, availability and confidentiality;
226.2. recording of data actions by DDR users, including searching and viewing data; in harmonised cases where there is a legal requirement or a justified operational need (e.g. in the case of integration with other IS and if required by the IS), DDR users must be obliged to enter the cause and/or legal basis of the actions carried out in the system.
226.3. developing tools to enable the DDR administrator to verify the actions of DDR users;
226.4. providing safeguards against accidental deletion of data (e.g. alerts about intended deletion of data) and validation of a data erasure action for multiple users (“four-eye principle”) when needed. This principle must be applied in operational and administrative applications;
226.5. work with modules categorising DDR users into groups according to the nature of the processing, some of them being granted special rights (roles) to carry out certain processing operations. Descriptions of DDR user groups and roles must be developed during the analysis and design phase;
226.6. the information stored may not be erased by any means or circumstances other than those provided for in the analysis and design phases;
226.7. The Deployer must coordinate the file formats that are allowed to be uploaded to the DDR and harmonise such formats with the PD (e.g. it must not be allowed to attach potentially unsafe, self-executing files).
[bookmark: _Toc47027252][bookmark: _Ref74731477][bookmark: _Toc121922556][bookmark: _Toc144367016][bookmark: _Toc169102452]Requirements for user management security
227. The DDR must automatically terminate the work session of DDR users after a parameter-defined inactivity period and inform about the reason for the disconnection by means of a message. The DDR administrator must be able to modify the parameter value of the inactivity period.
228. DDR usernames and other personal data must be stored with adequate access control and encryption of information.
229. The DDR must be able to categorise DDR users into separate roles with different access rights to individual register functions, etc. The DDR user must be able to view and modify only such information and to use only those functions that are defined by the rights of access. 
230. The DDR user must be able to view only the data that such user has the right to view on the basis of a request made by such user.
231. DDR users must be identified and authorised by receiving user data from ADMIN III through networked data exchange interfaces. 
[bookmark: _Toc47027253][bookmark: _Toc121922557][bookmark: _Toc144367017][bookmark: _Toc169102453]Requirements for auditing
232. The functional use of all DDR components (user-related actions) and the operation of components must be audited.
233. Recommended elements (moments) for storing information:
233.1. user authentication (login) and end of the work session in the register;
233.2. search and search criteria (phrases);
233.3. change of different parameters;
233.4. modification of data entity fields (update, insertion, deletion).
234. For the purpose of keeping the audit record in the database, the following must be collected:
234.1. who performed the action (user);
234.2. when the action took place (date, time);
234.3. what data has been updated;
234.4. what data has been inserted;
234.5. the user’s IP address;
234.6. which data has been removed;
234.7. what search phrases have been used;
234.8. other information identified during the analysis and design phases.
235. The elements (moments) of data sent/received via integrative interfaces must be audited, preserving the following information:
235.1. from which system, register or database the data originate;
235.2. to which system, register or database the data is sent;
235.3. the date and time of receipt/dispatch of the data;
235.4. data sent/received (if needed);
235.5. other information identified during the detailed analysis and design phase
236. Administrative means must be able to analyse audit records (search, filtering according to different parameters). The required analytical actions with the audit records must be identified and agreed with the Contracting Authority during the analysis and design phases.
237. Review of audit records during the detailed analysis and design phase must be possible only for the user (e.g. administrator) with the appropriate role (rights).
238. In order to avoid the accumulation of excessive audit information, the exact elements (moments) for which the audit records are made must be identified during the analysis and design phases.
239. It must be possible to export selected audit records to a CSV file or equivalent format.
240. It must not be possible to modify audit archive data.
241. In the course of a detailed analysis, the audit records must be archived for a harmonised volume (data of a certain age). 
[bookmark: _Toc47027254][bookmark: _Toc121922558][bookmark: _Toc144367018][bookmark: _Toc169102454]Managing risks, threats and vulnerabilities
242. Risk, threat and vulnerability management:
242.1. The DDR Deployer must follow recognised secure software development methodologies, such as ISO/IEC 27034-1 or equivalent;
242.2. The DDR Deployer must ensure that all staff involved in software development are familiar with the secure software development methodologies;
242.3. The DDR Deployer must identify the main security risks and security vulnerabilities of the system (CWE/SANS TOP 25 Most Dangerous Software Errors and OWASP 10 Most Critical Web Application Security Risks) and take measures to mitigate risks and eliminate security vulnerabilities. The Deployer must submit a declaration regarding the identification and successful elimination of CWE/SANS TOP 25 and OWASP TOP 10 risks/vulnerabilities;
242.4. The DDR Deployer must take reasonable effort to ensure that third-party components meet PD security requirements;
242.5. Where relevant, DDR must be protected against automated queries, messaging using CAPTCHA or equivalent technology.
243. During the acceptance test phase (or at any other agreed time), the Deployer must provide all necessary conditions for PD representatives who will perform penetration testing. If necessary, the Deployer will have to perform configuration or programming work that will be necessary to test the security of the DDR in various scenarios of its use. The Deployer will not be required to provide any software or hardware to perform this test.
244. The Deployer must perform the necessary DDR programming and/or configuration work, taking into account the results of the penetration tests carried out by PD representatives, in order to eliminate any identified critical security vulnerabilities.
[bookmark: _Toc47027255][bookmark: _Toc121922559][bookmark: _Toc144367019][bookmark: _Toc169102455]Other security requirements
245. The Deployer must use the latest stable versions of the software and patch/fix during the development phase of the DDR. During the deployment phase of the DDR into the production environment, it must be ensured that the DDR uses the latest stable versions of the software, provided that this does not change the essential principles of DDR architecture and functionality as provided for in the design phase. Versions of software components that are at the testing stage or have been officially declared by the software manufacturer not to be supported, updated and/or developed as of a certain date (end-of-life product) must not be used.
246. It is prohibited to have in the Register any unauthorised or undocumented remote or local access/account or any secret (undocumented) functionality that may compromise the security of the register.
247. The DDR Deployer must provide a list of platform components, system services, ports necessary for the operation of the register. All components not necessary for DDR functionality must be deactivated before the register is operated.
248. Data flows between different levels must be documented, indicating ports and protocols required for communication, and limited by firewalls.
[bookmark: _Toc47027256][bookmark: _Toc121922560][bookmark: _Toc144367020][bookmark: _Toc169102456]Requirements for DDR speed and performance
249. [bookmark: _Ref149653208]DDR implementation (production environment) must ensure that when 50 users and their actions work with the DDR simultaneously – insertion, modification and removal of documentary records, performance of other actions (which do not depend on interfaces with external systems), the average response time (length between receiving a server HTTP request and sending an HTTP response) does not exceed 1 second for a total number of HTTP requests per minute of 240. Possible exceptional cases that must be agreed with the PD (e.g. generation of reports, import or export of data, uploading large files, actions involving queries and responses from third-party systems, etc.).
250. The maximum time for the detection (when performing search in database) of dactyloscopic and latent data matches must be ensured when approximately 1,300,000 records (personal dactyloscopic cards, latent prints) are stored in the DDR database with system loads as specified in clause 252:
250.1. TP/TP match search must take no more than 1 minute.
250.2. TP/UL match search must take no more than 3 minutes.
250.3. LT/TP match search must take no more than 3 minutes,
250.4. LT/UL match search must take no more than 5 minutes,
250.5. PP/ULP match search must take no more than 7 minutes.
250.6. LP/PP match search must take no more than 7 minutes.
250.7. LP/ULP match search must take no more than 7 minutes.
250.8. A quick search based on 1-4 fingerprints must take no more than 10 seconds.
251. The auditing of queries that exceed the performance requirements must be realised. The audit record must contain sufficient data to determine which DDR function does not meet the performance requirements.
252. The implementation of integrative interfaces must ensure that the integrative scenarios defined during the design process occur within a reasonable time frame and do not in any way adversely affect the user-friendliness and performance of the DDR applications.
253. During the acceptance testing phase (or at another agreed time), the Deployer must provide all necessary conditions for PD representatives to perform performance and speed testing. If needed, the Deployer will have to perform the configuration or programming work that will be necessary to test the performance of the DDR in various scenarios of its use. The Deployer will not have to provide any software or hardware for performance and speed testing. 
254. The Deployer must perform the necessary DDR programming and/or configuration works, taking into account the results of performance and speed testing performed by PD representatives, if the results of the tests do not meet the performance and speed requirements specified in the above clauses.
[bookmark: _Ref44371080][bookmark: _Ref44371097][bookmark: _Ref44422836][bookmark: _Toc47027257][bookmark: _Ref74926712][bookmark: _Toc121922561][bookmark: _Toc144367021][bookmark: _Toc169102457]Requirements for DDR software licenses
255. After assessing the requirements of the specification, the Deployer must provide the necessary software and licenses (or any other permissions (certificates, subscriptions, etc.) to use the software) necessary for the implementation, installation and use of the proposed DDR solution. If such software or licenses are not expressly required in this Technical Specification, but are necessary for the implementation of DDR development and installation activities and to grant the right/authorisation for the use of DDR, the Deployer must provide such software and licenses (e.g. application servers, reporting software, framework, etc.). 
256. [bookmark: _Hlk72685778]The commercial off-the-shelf software provided by the Deployer, which is necessary for the operation of the DDR, must be provided together with all required licenses (if licensed so that the PD does not have to purchase additional licenses or otherwise incur costs for the operation of the software) for the entire life of the modernised DDR (i.e. licences must be of the lifetime/perpetual type) including firmware bug fix updates and periodic functionality updates. The Deployer must provide such software and licenses for all DDR environments to be installed (testing, production environment).
257. The licensed software must be supported by the manufacturer: download and installation of updates.
258. If the proposed software is licensed depending on the number of users (people or systems) using the register, the Deployer must provide licences to ensure the operation and use of the DDR:
258.1. No less than 100 unique users (no more than 30 competing users, no more than 30 workstations) with DDR dactyloscopy functional modules;
258.2. No less than 30 dactyloscopic and other data collection jobs that will provide dactyloscopic data to the DDR;
258.3. No less than 5 external information systems/registers that will provide dactyloscopic and latent data for the purpose of validating or validating and recording in the DDR.
259. Any licenses granted must not restrict the user’s ability to use different workstations.
260. The overall DDR solution and licensing must not in any way formally limit possible actions with DDR, i.e. no restrictions should be imposed on data input and data processing operations based on their quantity, frequency of entry, etc.
261. If DDR software licenses are required during the DDR development, testing or proving phases (prior to installation in the production environment), the Deployer must provide all necessary licenses at its own expense.
262. The Deployer must include in the tender (proposal) price all costs necessary for the provision of the service provided for in this specification (except for ancillary services ordered and paid separately (see section 8.10.8)) and for the realisation of the DDR functions.
[bookmark: _Ref44348720][bookmark: _Ref44348726][bookmark: _Ref44348758][bookmark: _Ref44348764][bookmark: _Toc47027258][bookmark: _Toc121922562][bookmark: _Toc144367022][bookmark: _Toc169102458]Requirements for DDR integration interfaces
263. Data exchange must be carried out using web services or equivalent technologies, SOAP, HTTP (RESTful) or equivalent protocol. For objective reasons (e.g.: no external system web interface exists), exceptions are possible. The Deployer must harmonise the technologies and protocol used for data exchange. The Deployer must take into account the approved Order No T-36 of the Director of the Information Society Development Committee under the Ministry of Transport and Communications of 25 March 2013 approving recommendations for data reporting formats and standards.
264. If integration is realised on the basis of WS, the validation of the data must be carried out using XML (XSD).
265. If integration is realised on the basis of web services, the provision of data must be as follows:
265.1. the XML (Extensible Markup Language) format must be used;
265.2. verification of the web service according to the WS-I (Web Services Interoperability) standard;
265.3. a unified reporting protocol SOAP 1.1 (Simple Object Access Protocol) must be used.
[bookmark: _Toc47027259][bookmark: _Ref74648370][bookmark: _Toc121922563][bookmark: _Toc144367023][bookmark: _Toc169102459]Requirements for DDR user interface and ergonomics
266. The Deployer must develop a DDR design using the best UX (user experience) and UI (user interface) practices in order to make the user interface as intuitive and understandable as possible, avoiding any unnecessary actions.
267. The user interface of the DDR components must be accessible via a web browser (exceptions may apply to standard licensed software if provided (e.g. reporting software, database management software, etc.)).
268. All DDR functions will have to work correctly on screens of laptops and desktops with minimal resolution of 1920 x 1080.
269. The DDR components accessible through the web browser must function equally correctly and be displayed in the following web browsers used by Contracting authority (browser versions – the latest stable browser versions at the design stage):
269.1. Microsoft Edge;
269.2. Mozilla Firefox;
269.3. Google Chrome.
270. The DDR user interface must be implemented in Lithuanian (including classifications and other DDR data provided or used). The language must be used in accordance with the general rules of the Lithuanian language. The software and notifications for Register administrators must be in Lithuanian or English.
271. User interface error messages must be formulated in such a way as to make it clear to the user what happened and what steps need to be taken in order to continue the work.
272. The DDR user interface must be intuitive, understandable and easy to use for users with the required level of computer literacy (ECDL or higher) and meet modern ergonomics requirements. 
273. In order to ensure modern ergonomics of the user interface, LST EN ISO 9241-110:2020 “Ergonomics of interoperability between user and system. Part 110: Principles of dialogue (ISO 9241-110:2020)” or equivalent must be used. 
274. DDR content, when implementing the guidelines for the availability of online content (WCAG), must be presented in a form that allows persons with hearing and visual impairments to freely use DDR functionality.
275. The user interface of the DDR components accessible through the web browser must comply with the W3C XHTML or equivalent specification and must use a minimum version of 1.0 W3C XHTML or equivalent. At least 2.1 CSS2 or equivalent (Cascading Style Sheets Language 2 Revision 1, www.w3.org/Style/CSS/) must be used for the realisation.
276. User interface management must be based on mouse and keyboard devices.
277. The functionality of user-friendliness must be realised:
277.1. on-line data search tools;
277.2. Tab key sequence when passing through data entry fields;
277.3. presentation of hints and explanations after moving the mouse cursor onto the graphic object;
277.4. automatic saving of input data when changing active windows, fields or interruption of user session.
277.5. data fields in data entry forms must be automatically filled in if the relevant data is stored in the DDR or such data may be obtained from other subsystems or information systems through integrative interfaces;
277.6. user interface elements that cannot be used according to the logic implemented by the DDR must be marked as inactive and/or hidden.
278. The data lists must be:
278.1. paged, with the ability to specify how many rows appear on the page. Using the “Go back” button in the browser, the user must be returned to the previous page. Upon entering the selected object in the list from a specific page of the data list and going back, the same page of the data list must be displayed from which the selected object in the list was accessed;
278.2. filter according to criteria relevant to the list. The Deployer, at the time of detailed analysis, will have to identify the filtering criteria for each list and implement such criteria;
278.3. ranked according to the items in the list;
278.4. exported to files (*.pdf, *.docx, .*.XLXS or equivalent). The detailed analysis must identify which lists require the latter function;
278.5. open in print mode. The detailed analysis must determine which lists and forms require the latter status;
278.6. data consisting of Lithuanian characters must be sorted according to the Lithuanian alphabet;
279. For records (documents, objects, etc.) created in the DDR, the functions of editing, erasing, cancelling such records in accordance with the operating rules must be realised.
280. The DDR must indicate longer processes/functions to make it clear to the user that the DDR is working and there is no need to call the same functions several times. If the process is such that it is necessary to wait for the DDR to process the required data, then the ability of the user to initiate other actions must be restricted, unless the user initiates a cancellation of a longer process after receiving a message indicating that the process may be delayed.
281. The user must be able to open more than one DDR tab in the browser and use different DDR functions simultaneously within the scope of one login session.
282. Requirements for user information:
282.1. The messages provided to the user of the DDR must be worded in such a way that the reason for the notification is clear to the user. Information on the reason for submitting a notification must be provided with specific DDR data objects (e.g. field names);
282.2. the error message provided to the user must indicate what actions the user must take in order to eliminate the reasons for the notification and to continue working with the DDR;
282.3. success messages must be provided to the user indicating that the actions taken by the user are successful (e.g. information that the record has been saved/deleted/corrected, data has been successfully uploaded, etc.);
282.4. error messages, success reports and information messages must be distinguished by different colours or symbols in order to visually differentiate such information;
282.5. if the user’s actions will have a significant impact on the results, the DDR must submit a notification prior to the action and ask the user to confirm that the action is really intended.
283. The user must be provided with assistance tools to help the user learn more quickly to use the DDR (e.g. help buttons, user manual, video). 
284. The data input fields in the user interface must have data validation rules and verify the correctness of the logic of the entered data. Fields and field validation rules must be agreed with the PD during the detailed analysis and design phases. These preliminary points must be followed:
284.1. validation of data that must be entered;
284.2. verification of data format (date, number, text or other established rules);
284.3. extensions and sizes of uploaded files are checked;
284.4. a logical check between the elements of the form is performed – the selection/input of one element of the form must be able to enable/disable other elements of the form and perform other actions that will need to be agreed with the PD.
[bookmark: _Ref43974267][bookmark: _Ref43974301][bookmark: _Toc47027260][bookmark: _Ref74648424][bookmark: _Toc121922564][bookmark: _Toc144367024][bookmark: _Toc169102460]Requirements for DDR data migration
285. [bookmark: _Hlk44447822]Data migration from the DDR database currently operated by the PD to the new DDR database must be carried out. All records must be migrated (about 1,300,000 records (dactyloscopic cards, latent prints (with dactyloscopic markers (minutiae) and centre/delta points), etc.)). It is not needed to migrate the data accumulated in the existing Prium subsystem about matches, received/sent prints, etc.
286. The Deployer must find the technical information about the data structures of the current DDR required for data migration independently, get it from the current DDR supplier or from the Contracting authority. The Contracting authority may provide the following information on the current DDR:
286.1. Oracle 10g database is used;
286.2. Oracle tables store the textual and personal information of dactyloscopic cards (together with the indication of presence of usual fingerprints no. 1-14 and palms), latent fingers and latent palms (details known);
286.3. 2 sets of Oracle tables of the same structure are used, corresponding to the active database and the archive database;
286.4. Information about the storage of dactyloscopic markers (minutiae) is unknown, all attempts to find out with the help of local specialists have been unsuccessful. However, it is known how/where the information (coordinates and angles) of the special centre and delta points of the latent fingers/palms is stored;
286.5. Images of dactyloscopic cards, latent fingers/palms are not stored in Oracle DB, but as a set of separate Nist files (details are known, file names are obtained from Oracle DB). The format of finger/palm images of dactyloscopic cards is type-4-14/15, image compression is WSQ/Jpeg2000, resolution is 500/1000 dpi. The format of latent finger/palm images is type-13, image compression is RAW (none compression)/WSQ/Jpeg2000, resolution is 500/1000 dpi;
286.6. Composite cards: dactyloscopic cards of the same person (their fingerprints match) are logically connected through a main (cluster) number, and for each set of cards of one person there is a composite card made up of individual cards with potentially the best quality fingers. For example, if only 1 card was entered for a person, then a composite card with the same data is additionally generated, after entering more cards of the same person, the already existing composite card is modified. The Deployer  is not required to migrate composite cards only if the new DDR will not use that type of cards. For each composite card there is a record with textual and personal information and a corresponding Nist file, but unfortunately, in 10-20% of cases, such a file does not exist at all, so it will have to be generated during the migration. In Nist files of composite cards, the format of individual finger images can be different, e.g. WSQ 500dpi and Jpeg2000 1000dpi in the same file;
287. The database of the current DDR contains about 16,000 cards with only palm prints, i.e. there are no usual fingerprints no. 1-14. In such cases, during data migration, it is necessary to connect the palm prints of such cards to other cards with usual prints in the same cluster, where there are no palms.
288. The following migration flow is suggested:
288.1. Textual and personal information of fingerprints is taken from Oracle DB (here is all data with relevant changes);
288.2. Fingerprint images are taken from separate Nist files (here the textual information remaining from the moment of entering the fingerprints is outdated and without identification DB numbers, there are no dactyloscopic markers);
288.3. Fingerprint dactyloscopic markers (minutiae) are re-extracted from fingerprint images (this is a common practice for cards, for latent prints this method is still used quite rarely) or taken from the current DDR (if the necessary data structures can be figured out).
289. After data migration, the Deployer must perform a biometric search of all previously unidentified latent fingers and latent palms in the dactyloscopic card database. The purpose of such a search is to obtain additional identifications, considering that the biometric search algorithms of the new DDR are more accurate.
290. The Deployer must perform initial data loading of data from external information systems and registers if the specificities of the integrative interface require the upload of such data.
291. Data migration must be documented, i.e. a description of the data migration procedure. The Deployer must provide and harmonise a description of the data migration procedure before performing data migration. Once the data migration has been completed, the Deployer must submit a data migration report.
292. The Deployer must move (migrate) the submitted data while maintaining the integrity and identity of the data provided. The Deployer must ensure that all submitted data are migrated. During the migration, the Deployer must ensure the security of the transferred data by appropriate technical and organisational measures. Data migration must be carried out in the premises (infrastructure) of the Contracting authority.
[bookmark: _Toc47027261][bookmark: _Toc121922565][bookmark: _Toc144367025][bookmark: _Toc169102461]Requirements for the archiving of DDR data
293. The DDR must have functionalities enabling logical archiving of the data processed by the DDR. When implementing logical data archiving tools, the data object (record, related records, file, or other object) must be assigned an archive attribute, leaving DDR functional modules the same level of access as non-archived data. The operational logic of the DDR functional modules must provide for rules on how to deal with logically archived data (e.g., for a search, perform a default search only in those DDR data that are not marked as migrated to the logical archive of the DDR, but leave the possibility to enable the search in the DDR user interface also between logically archived data – this is necessary to optimise the speed of the DDR search functions and other functions).
294. The removal (destruction) of archival data must be realised upon the expiry of the specified time limit, as well as when, according to the established rules, a certain volume of archival data requires such an action.
295. The rules for archiving data (frequency, scope, moments and volumes of removal of archival data, etc.) must be defined at the design stage of the detailed analysis.
[bookmark: _Toc47027262][bookmark: _Toc121922566][bookmark: _Toc144367026][bookmark: _Toc169102462]Requirements for the provision of services
[bookmark: _Toc47027263][bookmark: _Ref115872601][bookmark: _Ref115877627][bookmark: _Toc121922567][bookmark: _Toc144367027][bookmark: _Toc169102463]Requirements for documentation and its harmonisation
296. All documentation must be prepared in Lithuanian and English.
297. All documents prepared by the Deployer will have to be agreed with the Contracting Authority. Detailed principles for the harmonisation of documents will have to be set out and agreed in the Service Provision Regulation prepared by the Deployer. 
298. The Deployer will have to prepare the documentation specified in the table in section 8.11.
299. The Contracting Authority has the right to refuse to submit comments to the first version of the document within the time limits for coordination if such first version is not suitable for coordination and submission of comments:
299.1. The document does not provide the full vertical scope, i.e. all the sections and parts required for such a document are not presented.
299.2. The document does not provide the full scope horizontally, i.e. the document does not cover all DDR modules or functions which must be included in this document. 
300. Documents corrected by the Deployer must be submitted with visible changes (“track changes”).
301. The documents agreed with the Contracting Authority must (may) be amended during subsequent stages if changes are made to the Register under development, taking into account the results of the acceptance testing and pilot operation, other Project activities and circumstances related to the content of the submitted documentation. The Project documentation must be updated and the final versions submitted within the time limits agreed with the Contracting Authority but not later than the date of submission of the final acceptance transfer report.
302. The final versions of the documents must be submitted electronically (MS Word or another format agreed with the Contracting Authority) and in case of a separate instruction from the Contracting Authority, in paper format. If the Contracting Authority so requests, the documents will have to be signed with an e-signature.
303. [bookmark: _Ref23259786]Preliminary (design) versions must be submitted in electronic format by electronic means of communication. Notes and corrections in draft documents must be provided with track changes and commenting functions of MS Office software package (or equivalent). Versions of the submitted documents (version control) must be carried out.
304. When providing the Services, the Service Provider undertakes to comply with the following environmental requirements: reduce paper consumption, eliminate unnecessary copying and printing of documents. Where necessary, recycled paper that meets green purchasing requirements must be used.
305. All documentation under preparation, equipment transfer/acceptance certificates should only be submitted in electronic format and the documentation to be signed must be signed with an electronic signature.
[bookmark: _Toc47027264][bookmark: _Toc121922568][bookmark: _Toc144367028][bookmark: _Toc169102464]Requirements for demonstrations
306. The Deployer must perform DDR demonstrations during the development phase in a live demonstration of the register. A demonstration of DDR, not a prototype, must be carried out.
307. The scope and timeliness of the functionality displayed must be set out in the Service Provision Regulation. Before the start of the acceptance testing phase, all DDR functionality must be demonstrated to the PD, except for the functionality that will be agreed as non-demonstrated.
308. The purpose of the demonstrations is to introduce the PD to the software being developed and to receive feedback on the functionality created (being created).
309. Comments/feedback may be repeated at the acceptance testing phase if such comments/feedback were not taken into account before the acceptance testing phase.
310. The feedback (comments) expressed during the demonstrations must be recorded in the minutes of the meeting or in any other agreed form (for example, in a specialised error-recording and tracking system).
311. The functionality demonstration must be carried out by the Deployer and the PD representatives must provide feedback. The observations and discrepancies identified and reported during the demonstration which do not comply with the requirements of the technical specification in the DDR displayed must be realised before the start of the DDR acceptance testing.
[bookmark: _Toc47027265][bookmark: _Toc121922569][bookmark: _Toc144367029][bookmark: _Toc169102465]Requirements for testing
312. DDR testing must be carried out.
313. The objectives of the testing are:
313.1. ensure that all functional and non-functional requirements of the specification are met;
313.2. ensure that the requirements have been implemented to the appropriate extent;
313.3. determine whether the implementation of the requirements is satisfactory to the PD and other interested parties;
313.4. identify and record functionality errors, problems, bugs.
314. The following testing must be carried out:
314.1. internal testing. Internal testing of individual components must be carried out by the Deployer in the absence of PD representatives, but must provide evidence of such testing in the form of an internal test report and a list of identified discrepancies. Internal testing must be carried out in the DDR development environment;
314.2. acceptance testing. This testing must be carried out with the involvement of the Deployer, the PD and other interested parties. This testing must verify the achievement of the testing objectives (determination of the level of implementation). Acceptance testing activities must be carried out on the basis of a defined acceptance testing methodology and acceptance testing scenarios (designed by the Deployer).
315. The tests carried out must ensure that the DDR is suitable for pilot operation.
316. The tests must include the recording of identified errors, problems and shortcomings. The Deployer is responsible for the registration.
317. The error log must be an issue-tracking software based on networked technologies, i.e. accessible via a web browser. Access to the tool must be granted to specified representatives of the Contracting Authority.
318. The Deployer will have to prepare all the test data required for testing.
319. The Deployer will have to ensure that during the acceptance testing, the DDR contains sufficient test data to fully test the DDR functionality.
320. Acceptance testing will be completed once the testing acceptance criteria specified in the testing methodology have been met.
321. The Contracting Authority may, on its own initiative, carry out any other DDR tests (configuration check, performance check, high-availability check, scalability check, functionality check, etc.) to ensure DDR quality and compliance. The Deployer will have to take into account the results of tests carried out by the Contracting Authority’s representatives, and to address any shortcomings (infringements, recommendations) identified in the test results. The Deployer will have to provide the necessary conditions for the planned testing – to provide login details for the DDR components, to create the users needed for testing, to enable/disable DDR components, to enable access to specialised testing software, to perform other necessary activities to ensure the full execution of the testing process.
[bookmark: _Toc47027266][bookmark: _Toc121922570][bookmark: _Toc144367030][bookmark: _Toc169102466]Requirements for DDR environments
322. The following DDR environments must be installed:
322.1. Production – used throughout the lifetime of the DDR;
322.2. Testing – used throughout the lifetime of the DDR. The architectural solutions of the testing environment must be based on the solutions of the production environment. The number of components implemented in the testing environment may be reduced (and/or grouped) for rational use of resources, such decisions must be approved by the Contracting Authority. Testing environments are not subject to high-availability requirements. There are no back-up requirements for the testing environment. The speed of the test environment must ensure that the average DDR response time (length between receiving a server HTTP request and sending an HTTP response) does not exceed 3 seconds with total HTTP queries of 60 per minute.
[bookmark: _Toc47027267][bookmark: _Toc121922571][bookmark: _Toc144367031][bookmark: _Toc169102467]Pilot operation requirements
323. A DDR pilot operation must be performed.
324. The objectives of the pilot operation include: 
324.1. ensure the quality of DDR;
324.2. test the production configuration of the DDR components;
324.3. identify and correct any defects observed during the pilot operation;
324.4. stabilise the operating environment configuration, taking into account the experience gained during the pilot operation.
325. The Deployer will have to carry out the pilot operation in accordance with the pilot operation plan and methodology presented by the PD representatives.
326. The Deployer must prepare the DDR infrastructure for operation before the start of the pilot operation:
326.1. configure the DDR components so that all participants in the pilot operation have access to the DDR from their workstations. The preparation of user workstations will be ensured by the PD. The Deployer must provide guidance on the preparation of user workstations;
326.2. migrate (upload and enter) all necessary DDR data and remove any excess data (not required for pilot operation) and must also ensure that all data is integral to the DDR.
327. The Deployer must ensure the operation of the DDR throughout the pilot operation unless otherwise agreed.
328. The pilot operation is completed when the acceptance criteria for pilot operation, which are set out in the pilot operation methodology, are met. The Deployer is responsible for developing a pilot operating methodology.
[bookmark: _Toc47027268][bookmark: _Toc121922572][bookmark: _Toc144367032][bookmark: _Toc169102468]Training requirements
329. [bookmark: _Hlk46150901]DDR users must be trained by the Deployer before the start of the pilot operation. Must be trained:
329.1. Approximately 24 PD employees for work with DDR;
329.2. 3 PD administrators for work with DDR administration components, functionality for administration of other components.
330. The training must be conducted in Lithuanian at the PD premises (or, in coordination with the PD remotely, if there is no possibility to conduct the training at the premises) and during the working hours of the PD. The PD is responsible for providing PD premises, computers, projectors and other necessary equipment.
331. Training certificates must be issued to trained users.
332. The Deployer must prepare a training plan and training materials.
333. Instructions for administering the DDR must be provided.
334. [bookmark: _Ref535938593]Instructions for DDR users must be drawn up, which must be drafted in Lithuanian to the extent agreed with the PD. The instructions must be placed in a format that is user-friendly for DDR users to read and navigate.
[bookmark: _Toc47027269][bookmark: _Ref74591942][bookmark: _Ref116398472][bookmark: _Toc121922573][bookmark: _Toc144367033][bookmark: _Toc169102469]Requirements for warranty maintenance
335. The Deployer must ensure free warranty maintenance of the full DDR functionality created and implemented during the Project, as well as warranty maintenance of all the results of the services provided during the implementation of this Specification (documentation, installation configuration, data migration, etc.). Warranty maintenance must be carried out in accordance with the warranty maintenance procedure document agreed with the PD.
336. The term of the warranty maintenance – from the installation of the DDR component into the production environment to 36 months after the signing of the final acceptance of the transfer of services, i.e. warranty maintenance services are provided from the first successful functionality of the DDR installed and accepted in production and continue for 36 months from the last functionality of the DDR successfully installed and accepted in production.
337. Warranty maintenance services include troubleshooting of developed and installed software and providing consultations to responsible persons at the PD.
338. The Deployer must provide advice to the responsible persons at the PD on the operation, use and improvement of the DDR. Advice must be provided by telephone, e-mail, videoconferencing, using Help Desk software or in person at the PD.
339. Warranty maintenance service is available 24 hours a day, 7 days a week (24/7).
340. A software malfunction is defined as a situation where DDR users are unable to perform the intended DDR functions due to shortcomings in the functionality of the software installed by the Deployer (failure to function, Register failure, integration interface failure, etc.) or functions do not operate correctly (functionality is slow/unstable, the incorrect result of a function is returned, etc.).
341. [bookmark: _Hlk75814120]Response time to software malfunctions and duration of troubleshooting:
341.1. Remedy of critical malfunctions – the response time to the malfunction – no more than 30 minutes from the time of receipt of notification of the critical malfunction in an agreed manner. Time for remedy of such malfunction – no more than 4 hours after the Deployer has reacted to the received notification in an agreed manner. If the malfunction cannot be remedied within the specified time frame, the time for remedy must be agreed with the Contracting Authority. “Critical malfunction” means failure of a function and/or a software component, without the ability to perform the required function or to obtain an alternative DDR service.
341.2. Remedy of significant malfunction – the response time to the malfunction – no more than 2 hours from the time of receipt of the notification of the malfunction in an agreed manner. Time for remedy of such malfunction – no longer than 2 working days from the Deployer’s reaction to the received notification in an agreed manner. If the malfunction cannot be remedied within the specified time frame, the time for remedy must be agreed with the Contracting Authority. “Significant malfunction” means an undefined function that allows the intended DDR function to be performed but requires additional, unforeseen or alternative actions to be performed by the user;
341.3. Remedy of minor malfunctions – the response time to the malfunction – no more than 4 hours after receiving the notification of the malfunction in an agreed manner. Remedy time – no more than 5 working days from the Deployer’s reaction to the received notification in an agreed manner. If the malfunction cannot be remedied within the specified time frame, an agreement on the timing of the remedy must be agreed together with the PD. “Minor malfunction” means cosmetic or similar DDR errors that do not affect its correct functioning.
[bookmark: _Ref116391355][bookmark: _Toc121922574][bookmark: _Toc144367034][bookmark: _Toc169102470]Requirements for development services
342. The Contracting Authority has the right and the option (but not the duty) to order additional services at the hourly rate indicated in the Deployer’s tender (proposal) during the period of validity of the Contract. The estimated volume of services to be ordered is 2,000 hours. The Contracting Authority does not necessarily undertake to order the total quantity of the preliminary development services specified. Additional working hours can be used for:
342.1. Replacement of functions realised during the provision of services;
342.2. Creating/installing new functions.
342.3. Other services for DDR maintenance, preventive work, system administration, etc.
343. The Deployer undertakes to charge no more than the price indicated in the tender (proposal) for the performance of the services. The Deployer will have to present (detail) and agree with the Contracting Authority the description (specification) of the works to be carried out, the time required, the justification for the time required and the term and timetable for implementation on a case-by-case basis prior to the start of the additional works.
344. The functionality created during the additional services are subject to the non-functional requirements of this Technical Specification, unless otherwise agreed.
345. The procedure for the provision of development services must be detailed in the Development Services Regulation, which must be submitted by the Deployer no later than two weeks after the request of the Contracting Authority.
346. New, additional function development services include the following Deployer activities:
346.1. Registration and coordination of new needs with the Contracting Authority.
346.2. Analysis and specification (documentation) of new needs for the realisation of functionality and coordination with the Contracting Authority.
346.3. The calculation and justification of the costs of the realisation of new needs and the establishment of terms and timetables for implementation and agreement with the Contracting Authority.
346.4. The realisation of harmonised new functionalities in defined terms and scope.
346.5. Testing of new functionalities, implementation into DDR environments, user training and consultation, pilot operation (if needed), data migration (if needed).
346.6. Updating documentation related to the new functionality (user instructions, installation and administration instructions, design documentation, etc.).
346.7. Documentation of analysis, design, testing, migration, pilot operation and implementation of new functionalities (drafting reports, minutes of meetings).
346.8. Free warranty maintenance of installed functionality and documentation (warranty maintenance period is specified in section 8.10.7).
[bookmark: _Toc47027270][bookmark: _Ref116379625][bookmark: _Toc121922575][bookmark: _Toc144367035][bookmark: _Toc169102471]Requirements for final acceptance of DDR
347. [bookmark: _Hlk19545665]The final acceptance of the DDR or individual DDR components will take place at the end of the pilot operation of the full DDR functionality, i.e. acceptance can only take place once the acceptance criteria for completed pilot operation have been met.
348. All DDR creation services (service results) are accepted upon signing of the final acceptance-transfer act.
349. The Deployer does not have the right to disclose any information to third parties related to the provision of services without the written permission of the Contracting Authority, unless required by law.
[bookmark: _Ref1743145][bookmark: _Ref1743170][bookmark: _Toc47027271][bookmark: _Toc121922576][bookmark: _Toc144367036][bookmark: _Toc169102472]Requirements for DDR development service phases and terms
350. The table below shows the phases of the Services, the works (operations) carried out during the phases, the description of the responsibilities of the Parties and the documentation requirements.
351. The DDR must be implemented in an iterative-incremental way of creating an information register using good Agile software development practices.
352. The DDR must be implemented incrementally (iterative-incremental way). At least three increments must be achieved.
353. The volumes of iterations are shown in the 8.1 table below. The functional and non-functional requirements not listed in the table, which are not directly covered by the modules and components listed in the table, must be implemented consistently throughout the Contract during the provision of the Services in the scope of all iterations in a rational, harmonised scope of the Project implementation regulation. If it is necessary to realise the functionality of other modules or components (e.g. user control component, etc.) for the intended implementation of the module, the development of such modules and components must also be envisaged in the iteration, even if they are not directly indicated in the scope of iteration. 
354. During the realisation of increments, the Deployer must make all changes (modernisation) of the functionality created during the previous increments, if such need becomes apparent during the detailed analysis and design phase.
355. The Deployer will have to make presentations of the results of the phases and proposed solutions (demonstrations, presentations, etc.), if requested by the Contracting Authority.
356. The Deployer must indicate in the Service Provision Regulation the amount of incremental gains and the specific DDR development and implementation activities of each increment by referring to specific points in this Technical Specification.
357. All Project activities (excluding warranty maintenance and development services) must be completed within 18 months of the entry into force of the DDR modernisation service contract.

[bookmark: _Toc169104667]8.1 table: Iteration volumes and deadlines
	Requirements
	Iteration, deadline (from the date of entry into force of the contract)

	
	I,
6 months
	II,
12 months 
	III,
18 months

	7.3.1 Requirements for dactyloscopy module
	
	 X
	 

	7.3.2 Requirements for processing dactyloscopic card data
	X
	
	 

	7.3.3 Requirements for the processing of latent print data
	X
	
	 

	7.3.4 Requirements for finding and confirming matches
	X
	
	 

	7.3.5 Requirements for viewing DDR data
	
	X
	 

	7.3.6 Requirements for PRÜM Data Processing
	 
	X
	

	7.3.7 Requirements for task management
	
	X
	

	7.3.8 Requirements for the formulation and provision of answers
	 
	 
	X

	7.3.9 Reporting requirements
	 
	
	X

	7.3.10.1 Requirements for the management of classifications
	
	
	X

	7.3.10.2 Requirements for the management of system parameters
	
	
	X

	7.3.10.3 Requirements for administration of rights as well as users and roles
	
	X
	

	7.3.10.4 Requirements for the administration of workstation access
	
	X
	

	7.4.1 Requirements for quality validation of fingerprints
	
	X
	

	7.4.2 Requirements for validating the quality of dactyloscopic cards
	X
	
	

	7.4.3 Requirements for managing/processing dactyloscopic data/latent prints
	X
	
	

	7.4.4Requirements for  matching (recognition) of fingerprints, palm prints and latent prints 7.4.4 Requirements for matching (recognition) of fingerprints, palm prints and latent prints
	X
	
	

	7.4.5 Requirements for user authentication
	X
	
	

	7.4.6Requirements for accuracy of  matching (recognition) of fingerprints, palm prints and latent prints 7.4.6 Requirements for accuracy of matching (recognition) of fingerprints and palm prints
	X
	
	

	7.5 Requirements for integration with external IS, registries and dactyloscopic workstations
	X (harmonised volume)
	X (harmonised volume)
	X (harmonised volume)
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[bookmark: _Toc169104668]8.2 table: Service phases, milestones and terms
	No.
	Service phase
	Requirements for Phase Work
	Result
	Terms

	1.
	Initiation
	Deployer:
· Prepare a Regulation on the provision of services and agree with the Contracting Authority.
Contracting Authority:
· Provide the necessary information;
· Make comments and recommendations.
	Regulation on the provision of services. The Service Provision Regulation specifies the gains in the implementation of DDR, their scope and results, the timetable for carrying out the work, the standards and qualitative requirements used, the risk and management methods, the principles of communication, the procedures for identifying and managing the problems, the criteria for the adoption of intermediate and final results, the change management procedure, the problem-solving procedure, the risk management procedure and any other information relevant to the performance of the Contract and the management of change.
	The results of the phase must be submitted within 15 working days from the date of entry into force of the Contract.


	2.
	Detailed analysis
	Deployer:
· Carry out an assessment of the current and desired situation, prepare detailed analysis documentation and agree it with the Contracting Authority.
Contracting Authority:
· Provide the necessary information;
· Make comments and recommendations;
· Approve the phase results of the Deployer.
	Detailed analysis documents. Detailed analysis documents analyse and detail the functional and non-functional requirements of the Technical Specification as well as other needs expressed by the Contracting Authority, prepare use case, which is presented in UML (Unified Modeling Language) notation and detail the steps (main progress, alternative progress, exceptional progress) of each use case and other limitations. More complex use cases or groups of use cases must be detailed by presenting operational and DDR operating processes using the Business Process Model and Notation (BPMN), UML or equivalent diagrams. Structured descriptions of the diagrams are provided. DDR users and their rights are described. All functional and non-functional requirements of this Technical Specification must be linked to the content of the detailed analysis document (divisions, use cases, diagrams, etc.). Such linking must be carried out in such a way as to make it clear how each of the requirements of this Technical Specification is designed and developed.
	—

	3.
	Design
	Deployer:
· Prepare the DDR design documentation;
· Draw up documents describing the integrative interfaces;
Contracting Authority:
· Provide the necessary information;
· Make comments and recommendations;
· Approve the phase results of the Deployer.
	Design documentation. Description of the DDR architecture in terms of physical components and software components, technologies used (names, versions), information view (database structures (with description), database relation diagrams, etc.), functional view (DDR functional components, their functions, interfaces, prototypes of the user interface of the user interface, integration view (interface between internal and external systems in relation to the system being developed), operating view (systematic processes, algorithms, periodic system work, etc.), deployment view (software components distribution in technical equipment), etc.

Documentation describing the integration interfaces (may be part of the design document). They must detail the purpose of each integrative and data exchange interface, the solution for realisation, requests sent/received, data provided/received, login and other parameters, examples and scenarios of the use of the integrative interface and other relevant information describing the operation of the integrative interface and its use.
	—

	4.
	Creation
	Deployer:
· Perform the necessary programming and configuration work (in its own development environment), implement functional and non-functional requirements;
· Perform unit testing, internal testing, testing of interfaces with other systems and registers (integration) and prepare an internal test report.
· Conduct DDR demonstrations.
Contracting Authority:
· Provide the necessary information;
· Review and evaluate the results of the internal testing;
· Make comments and recommendations during the DDR demonstrations.
	Internal testing report describing the results of the internal testing performed (volume, conduct methodology, test scenarios used, results of testing scenarios, testing environment, conclusions).
Ready software for deployment.
DDR demonstrations.

	The internal testing report must be submitted at least 2 weeks before the end of the development phase.
DDR demonstrations must be conducted on a regular basis according to an individually agreed schedule.

	5.
	Deployment in a testing environment
	Deployer:
· Develop and provide software for deployment in the testing environment;
· Perform software deployment in a testing environment.
· Develop acceptance testing scenarios and acceptance testing methodology.
Contracting Authority:
· Provide the necessary information;
· Comment on the methodology and scenarios for acceptance testing.

	The software is deployed in the testing environment.
A report on deployment in the testing environment has been provided.
The methodology for acceptance testing and the scenarios for acceptance testing are presented.
	This deployment phase must be completed before the start of the acceptance testing phase.


	6.
	Acceptance testing
	Deployer:
· Prepare user manuals/documents: user manual and DDR administration guide and train users of the PD acceptance testing team to use DDR;
· Conduct acceptance testing;
· Perform the necessary corrections of issues/non-conformities revealed during the test;
Contracting Authority:
· Appoint users of the PD acceptance testing team, conduct acceptance testing, control issue correction, assess acceptance testing according to the acceptance test criteria defined in the acceptance testing methodology;
· Accept software for deployment into the production environment.
	Trained users of the PD Acceptance Testing Team to use DDR.
Successful acceptance testing (satisfactory criteria for successful acceptance testing).
User manuals (user manuals, administrative instructions) are available.
DDR has been prepared for deployment into the production environment.
	Acceptance testing must be carried out before the start of the pilot phase (trial operation phase).

	7.
	Installation in the production environment
	Deployer performs the following tasks:
· Prepare and submit software suitable for deployment (manufacturing) environment.
· Install software in the operating (production) environment.
· Develop a methodology and plan for the pilot operation.
Contracting Authority:
· Make comments and recommendations.
· Comment on the pilot operation methodology and plan.
	The operational (production) environment has been prepared.
Developed software is installed in the operating (production) environment.
A report on installation in the production environment has been submitted.
The pilot phase (trial operation phase) methodology has been provided.
	This deploymnet can only take place after successful acceptance testing.
This deployment phase must be completed within a maximum of two weeks after the end of the acceptance test phase and completed by the start of the pilot phase.

	8.
	Training
	Deployer performs the following tasks:
· Develop a training plan;
· Prepare training materials and other necessary tools;
· Carry out training.
Contracting Authority:
· Submit comments about the training plan, materials;
· Participate in training.
	A training plan has been drawn up. The document must describe the organisation of training courses, provide detailed training plans/graphs, training groups, training venues, and specified training tools. 
Training materials have been prepared.
Training carried out for the specified number of users.
	The training must be completed before the start of the pilot operation.

	9.
	Data migration phase
	Deployer performs the following tasks:
· Draw up a description of data migration;
· Perform data migration.

Contracting Authority:
· Provide data or access to data that needs to be migrated.
	A description of data migration has been provided and harmonised.
Data migration has been carried out.
A report on data migration has been submitted.
	Data migration can only take place after successful installation in the production (operating environment) phase.

	10.
	Pilot phase (trial operation phase)
	Deployer:
· Provide advice on pilot operations;
· React to and eliminate defects detected during operation;
· Provide expert advice to the Contracting Authority’s staff and information technology specialists;
· Make the necessary changes according to the results of penetration testing and speed testing.
· Prepare the documentation of the guarantee supervision procedure.
Contracting Authority:
· Uses installed DDR;
· Record issues detected during the pilot operation;
· Control the elimination of problems identified during the pilot operation;
· If necessary, perform penetration testing and load testing.
	Issues detected during the test operation have been corrected. The pilot operation has been successfully completed.
Needed consultations provided.
A document on the warranty procedure has been drawn up. The document must describe the method of provision of warranty supervision, detailed conditions for providing warranty supervision, liability of the Deployer, liability of the Contracting Authority, contact details, additional procedures (escalation, error recording, consulting, etc.).
The necessary changes have been made to take into account the results of penetration testing and load testing.
	The duration of the pilot operation must be coordinated with the Contracting Authority.
The warranty maintenance procedure document must be submitted at least 1 month before the end of the pilot operation.

	11.
	Warranty period
	The Deployer provides a warranty service of at least 36 months.
	Warranty maintenance undertakings are provided.
	from the date of introduction of the DDR component into the production environment up to 36 months after the signing of the final acceptance/transfer act.

	Throughout the project

	12.
	Preparation of reports
	Deployer:
· Prepare a report on the progress of the development and implementation of the DDR at least on a quarterly basis;
· Prepare a final report on the development and deployment of DDR (after final pilot operation).

Contracting Authority:
· Make comments and recommendations for the reports.
	Reports prepared. The reports must include (not limited to):
· the results achieved, the activities carried out and their progress with regard to the DDR work schedule;
· risks, critical factors and actions envisaged, forecasts and other circumstances relevant to the implementation of the Project;
· Changes to the DDR work schedule.
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The BPMN is based on the Business Process Diagram. In BPMN notation, the process is a sequence of defined activities carried out in an organisation with the aim of performing a specified work.

For the sake of clarity and comprehensibility, the elements of the diagram are divided into four main categories:
· Flow Objects;
· Connecting Objects;
· Swimlanes;
· Artifacts.

Flow objects are key elements that define business processes. There are three types of flow objects:
· Events;
· Activities;
· Gateways.

Connecting objects connect flow objects or other information. They are divided into:
· Sequence Flow;
· Message Flow;
· Association.

Swimlanes refer to participants in business processes and are grouped into:
· Pools;
· Lanes.

Artifacts are used to provide additional information about the process. In modelling, these graphic elements can be created and used as much as necessary, but there are three standardised artifacts:
· Data Object;
· Group;
· Annotation.

The main elements of the BPMN notation, markings and meanings as well as the markings used for modelling process flows are described in the OMG Standards Development Organisation’s specification for Business Process Model and Notation, V2.0. The main elements are presented and explained in the table below. 

[bookmark: _Toc169104669]9.1 table: Description of the BPM Notation
	Line No.
	Element
	Graphic marking
	Meaning

	
	Container (Pool)
	[image: ]
	The container symbolises the participant in the process as well as denotes the area and the boundary between individual container activities. There are two types of containers – active and hidden.

	
	Active container (White Box)
	[image: ]
	It is used to represent a participant in the process whose actions are described in the process.

	
	Black Box
	[image: ]
or
[image: ]
	It is used to represent a participant whose precise steps are not relevant to the process under consideration (e.g. when it is important what data is received from the participant, but it does not matter how the participant generates it).

	
	Lane 
	[image: ]
	The lane is a part of the container that extends over the entire length of the container. Lanes are used to organise and categorise activities. 

	
	Activity
	[image: ]
	Activities are works carried out within the process. They can be indivisible or split (composite). There are three types of activities: task, sub-process and call.

	
	Types of activities:
	
	

	
	Task
	[image: ]
	The task is an indivisible activity in the process. It is used when the work done is not broken down into smaller, more detailed levels.
Tasks may be assigned to the corresponding types of tasks listed below. 

	
	Types of tasks:
	
	

	
	Service Task
	[image: ]
	Indicates the task performed by the software (automated task).

	
	Send Task
	[image: ]
	Indicates a task, the sole purpose of which is to send a message to an external participant in the process. Once the message has been sent, the task has been completed.

	
	Receive Task
	[image: ]
	Indicates a task, the sole purpose of which is to receive a notification from an external participant in the process. Once the message has been received, the task has been completed.

	
	User Task
	[image: ]
	Indicates a task performed by the user using the software.

	
	Manual Task
	[image: ]
	Marks the task that is performed manually (without the help of any software).

	
	Business Rule Task
	[image: ]
	Indicates the task that provides data to the Business Rules Engine and receives a calculated answer.

	
	Script Task
	[image: ]
	Denotes the task performed automatically by the business process component. 

	
	Sub-Process
	[image: ][image: ]
	A sub-process is a divisible type of activity, the internal details of which are described using BPMN elements (activities, gateways, events, etc.). The sub-process can be compressed (when only the name of the sub-process is represented) or spread out (when all steps of the sub-process are represented).

	
	Types of sub-processes:
	
	

	
	Embedded Sub-Process
	[image: ][image: ]
	An embedded sub-process (or simply a sub-process) is the main type of sub-process, used to save space in the main process (where the distributed sub-process is depicted outside the main process) in order to describe in more detail the management of exceptions, compensation activities, and other cases.

	
	Event Sub-Process
	[image: ][image: ]
	This sub-process is not part of the normal sequence. It may occur, occur several times, or not take place in the course of the process of which it is a part. This sub-process occurs when an event occurs in the main process that triggers the execution of the sub-process (a condition triggering the sub-process must be provided).

	
	Transaction
	[image: ][image: ]
	A transaction is a sub-process supported by a special protocol ensuring that all parties involved agree that the activity must be terminated or cancelled. 

	
	Call Activity
	[image: ][image: ] [image: ]
	The activity of calling, by its very nature, can be both a task and a sub-process. A call makes it possible to insert processes or activities that are independent of the process into which it is inserted, described separately and may be relevant for several different processes.

	
	Markers
	[image: ]
	The activity may be marked with one (or several) of possible markers, indicating the particular behaviour of the activity.

	
	Loop
	[image: ]
	The activity is repeated until the condition is met. A simple loop can be used in task or sub-process tagging.

	
	Multiple instance
	[image: ][image: ]
	The activity is carried out in a predetermined number of times. Horizontal lines refer to sequential repetitions (where activities follow one after another), while vertical lines refer to parallel (where all activities are carried out in parallel). A fixed-length cycle can be used in task or sub-process tagging.

	
	Ad-hoc  Sub-Process
	[image: ][image: ]
	The ad-hoc sub-process is a sub-process type where the activities specified therein can be carried out in any order (no specified order of action).

	
	Compensation
	[image: ]
	Compensation is a specific backward activity that defines the steps to be taken in order to cancel activities that have already been successfully completed. Compensation can be used in task or sub-process tagging.

	
	Event
	[image: ]
	An event is what occurs during a business process, affects the flow of the process and is usually its cause or effect (result). An event can start or end the process flow, as well as infiltrate it.
Events can be triggered for different reasons. For the purpose of differentiation of these reasons, different types of events are used (marked by a symbol in the middle of the circle).

	
	Types of events:
	“Catching”
	“Throwing”
	An event can be a response to another event or action (“receiving” event) or trigger it itself (“throwing” event).
Start Event starts the process flow. The events of the beginning are only “catching”.
An Intermediate Event occurs during a process flow.
Intermediate events can be both “catching” and “throwing”.
Intermediate events can also be used on the operational boundary – they refer to events occurring during the course of the activity, which alter the course of the process. Such events may mean the cessation of ongoing activities, in which case they are marked by a double continuous line. Non-interrupting events mean that the ongoing activities are continued, but in addition to the specified actions.
End Event completes the process flow. End events can only be “throwing”.

	
	
	Start Event
	Intermediate event
	End Event
	

	
	
	[image: ]
	[image: ]
	[image: Diagram  Description automatically generated]
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	[image: ]
	

	
	Blank
	[image: ]
	
	
	
	[image: ]
	[image: ]
	An event that does not have a defined condition.

	
	Message
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	Sending/receiving a message to or from another participant in the process. 

	
	Timer
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	
	
	The timer starts the process (or continues it) when the set time/definite period is reached. 

	
	Escalation
	[image: ]
	
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	Escalation refers to the operational situation (problem) to which the process should respond accordingly.

	
	Error
	[image: ]
	
	[image: ]
	
	
	[image: ]
	A mistake in the process.

	
	Cancel
	
	
	[image: ]
	
	
	[image: ]
	Indicates the termination of the transaction sub-process.

	
	Compensation
	[image: ]
	
	[image: ]
	
	[image: ]
	[image: ]
	Actions for compensation are required. 

	
	Conditional
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	
	
	A conditional event initiates (or continues) the process when a specified condition is fulfilled (the condition is indicated next to the event marking or process description).

	
	Link
	
	[image: ]
	
	
	[image: ]
	
	Combines different parts of the process. Used in cycles to avoid very long sequence flows or to move the process continuation to another page of the document. 

	
	Signal
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	Sending/receiving a signal. Used for joint communication between participants in the proceedings or with interested parties outside the proceedings. The value of this event is similar to that of the Notification Event, only in this case there is no defined recipient (or sender) of the message.

	
	Terminate
	
	
	
	
	
	[image: ]
	Immediately completes all activities in the process. 

	
	Multiple
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	The multiple event starts (continues, or completes) the process when at least one of the several conditions set (OR principle) is met.

	
	Parallel multiple
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	
	
	A parallel multiple event initiates (continues, or completes) the process when all the specified conditions are met (AND principle).

	
	Gateway
	[image: ]
	Gateways are used to separate or combine a sequence flow. With their help, sequence separations, branchings, mergings and combinations are modelled. 

	
	Exclusive
	See below
	Indicates the location of the sequence flow where only one of the possible directions can be selected. 

	
	Data-Based
	[image: ]or [image: ]
	The direction is selected based on the available process data.  

	
	Event-Based
	[image: ]
	The direction is chosen according to the events of the process. 

	
	Inclusive
	[image: ]
	Indicates the location of the sequence flow where the selected direction does not exclude other possible options (more than one direction is possible).   

	
	Complex
	[image: ]
	Used for more complex cases (multiple conditions, complex solutions, etc.).

	
	Parallel
	[image: ]
	It is used to combine several simultaneous activities and create a parallel flow of sequences. 

	
	Data Objects
	See below
	Data objects are considered artifacts because they do not directly affect the flow of sequences or the flow of messages in the process, but provide information about what is needed to perform the activities / about what is created. 

	
	Data Object
	[image: ]
	The data object is the object of the process generated, modified, destroyed or necessary for the execution of the process – a paper document, an electronic document or any other form of information. The data object may have statuses (e.g. versions of a document that change during the process). The data object identifies data that exists only in the course of the process (after the end of the process, these data are deleted and can no longer be reproduced in the next process).

	
	Data Store
	[image: ]
	Unlike the data object, a data store identifies data that is stored and accessible outside the process. Data can be recorded in a data store, taken from it and used in the execution of activities. It is advisable to specify in the name of the data store the data that is taken, not the database – the purpose of the data store is to demonstrate what data is needed in the process rather than where it is taken from.

	
	Group
	[image: ]
	Grouping of activities belonging to the same category. The group does not influence the sequence flow within the group and is typically used for documentation or analysis purposes to visually present the categories of objects. 

	
	Annotation
	[image: ]
	Text annotations allow the modeller to provide additional information to the readers of the BPMN chart.  

	
	Flow Elements
	
	Flow elements combine other BPMN elements into a logical sequence and indicate the direction of the process, messages, and data.

	
	Sequence Flow
	[image: ]
	Connects activities, events and gateways, indicates the order of their execution in the operational process.

	
	Conditional Flow
	[image: ]
	The conditional flow arrow is used in the case of sequence flow splitting, where the flow direction is selected under a specific condition. When a gateway is not used for splitting, an arrow with a small rhombus at the beginning is used. When a gateway is used for splitting, the usual sequence flow arrow is used (see above). 

	
	Default Flow
	[image: ]
	The default flow arrow is used in the case of sequence flow splitting, where the flow direction is chosen depending on the condition to be fulfilled. This flow direction is selected when all other conditional directions cannot be selected (their conditions are not met). When a gateway is not used for splitting, an arrow with a small hyphen at the beginning is used. When a gateway is used for splitting, the usual sequence flow arrow is used (see above).

	
	Exception Flow
	[image: ]
	Denotes a sequence flow outside the normal process flow and is based on an intermediate event occurring during the process. 

	
	Message Flow
	[image: ]
	Displays the flow of messages between two process participants who send or receive messages. 

	
	Association
	[image: ]
	The association connects information (artifacts) with flow objects. 

	
	Compensation Association
	[image: ]
	Designates an association outside the normal flow of the process and is based on an event (interim compensation event) caused by an unsuccessful transaction or other compensation event. 
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[bookmark: _Toc169104841]9.1 Figure. Diagram of the process “Validating and/or recording the receipt of Dactyloscopic data in the DDR”
[bookmark: _Toc169104670]9.2 table: Description of the step
	Step No.
	Title of step
	Description of the step
	Participant in the proceedings

	E1
	There is a need to perform fingerprinting
	The process begins when an officer needs to perform fingerprinting.
	—

	T1
	Check data in GR/UR
	According to the entered personal data, GR/UR is searched and more detailed data is obtained (a list of candidates with the possibility to view the data of the selected candidate/person).
	Data Provider

	T2
	Take a person’s fingerprints
	In order to verify a person, person’s fingerprints are taken.
	Data Provider

	T3
	Check the justification for person fingerprinting
	According to the personal data entered, the justification for person fingerprinting is checked – personal data transferred to the DDR, verification of DDR in accordance with defined rules (e.g. a photograph of a person stored by DDR for more than 5 years, insufficient quality of the fingerprints, no prints of the person’s palms, etc.) and an answer from the DDR as to whether it is appropriate to perform person fingerprinting. 
During the step, a person’s verification is also carried out – according to the data transferred to the DDR and the taken fingerprints, it is checked whether taken fingerprints belong to the person, and the response to the workstation is returned.
	Data Provider

	E2
	Fingerprinting is not performed
	End of the process – a decision has been made not to perform fingerprinting (e.g., taking into account the results of the examination of the justification for person fingerprinting).
	—

	T4
	Perform fingerprinting
	Fingerprinting is performed – using a dactyloscopic device in HDV/DDR to take the person’s dactyloscopic data (fingerprint, control fingerprint and palm prints) as well as to fill in other data of the person’s dactyloscopic card.
	Data Provider

	T5
	Check the quality of dactyloscopic data
	Automated verification of the quality of dactyloscopic data is carried out. The verification must be carried out by checking the quality of removable fingerprints locally using the device software according to certain rules (e.g. whether the finger is sufficiently pressed to the device, the order of the fingers is not mixed up, etc.).
	Workstation

	E3
	Insufficient quality
	If the quality of the data is found to be insufficient during the quality check, the person fingerprinting must be repeated.
	—

	E4
	Data provided to the Centre
	Dactyloscopic data of the appropriate quality are submitted to the Centre for further processing.
	—

	E5
	Dactyloscopic data obtained (workstation/IS)
	Dactyloscopic data are obtained electronically. The data are obtained in the following ways:
· networked interfaces from information systems and/or registers (ECRIS, Eurodac, PRÜM, etc.);
· networked interfaces from dactyloscopic workstations.
	—

	E6
	Dactyloscopic data obtained (physically)
	Dactyloscopic data are obtained when paper dactyloscopic cards are presented.
	—

	T6.1
	Check the quality of the reported data
	DDR performs automatic data quality check and saves results. Finally, the quality of the data is assessed by the Centre’s staff member, who takes a decision.
	Centre employee, DDR

	T6.2
	Assess the quality of the reported data
	A staff member of the Centre carries out an evaluation of the quality of the data.
	Staff of the Centre

	E7
	Dactyloscopic data received (e-mail)
	Dactyloscopic data are obtained by traditional e-mail from an external source (e.g. USA, Interpol, pre-trial investigator, etc.).
	—

	E8
	Errors detected
	During the automated quality check of the obtained dactyloscopic data/Assessed data received by the Centre employee, errors are detected (e.g. incorrect personal data, insufficient quality of the fingerprint, etc.).
	—

	T7
	Inform about the necessary revision of the data
	If the quality check reveals the need for an adjustment of the data submitted and the Centre’s staff are unable to do so, the staff member of the Centre must inform the provider of the necessary adjustments by organisational means.
	Staff of the Centre

	T8
	Return data for revision
	If necessary, inaccurate data is returned to the data provider for correction.
	Staff of the Centre

	E9
	Revised data expected
	Once the submitted data has been returned for revision, the process is completed and revised data are expected.
	—

	T9
	Digitise the data received
	If paper dactyloscopic cards are obtained, the cards are digitised – the person’s fingerprint is scanned and uploaded to the DDR. In the case of digitised dactyloscopic cards (e.g. in PDF format), digitising the cards into the appropriate form and format is carried out. If necessary, the quality of the digitised data (automatically/initiated by the Centre’s staff member) is checked.
	Staff of the Centre

	T10
	Manage (process) data
	Data management (processing) is performed – entering/adjusting data and/or correcting the fingerprint (e.g. interchanged fingerprints, adjusted contrast, etc.). In some cases, data processing may not be carried out (e.g. when high-quality data is obtained from workstations).
	Staff of the Centre

	T11
	Initiate data search in DDR
	After data management (processing), the data search among DDR records is initiated. The search can also be initiated automatically.
	Staff of the Centre

	T12

	Perform data search in DDR (among cards)
	There is an automated data search for DDR – searches for matches (hits) among dactyloscopic card data (TP/TP) in the DDR.
	DDR

	T13
	Evaluate (confirm) search results
	If a match (hit) (TP/TP) is found, the Centre’s staff assesses the search results (the list of candidates with match rates), selects the most relevant candidate and makes a decision (enter/not enter the data in the DDR).
	Staff of the Centre

	E10
	Inform the data provider
	For identified/unidentified matches (hits), depending on the method of obtaining the data (system-to-system, e-mail, physical, etc.), a reply is automatically created/prepared and submitted to the data provider.
	Centre employee, DDR

	E11
	End of the process
	If there is a decision not to enter data in the DDR, the process ends.
	—

	T14
	Save data in DDR
	If a decision has been taken to enter the data in the DDR, or if there is no match (hit) (TP/TP), the data are automatically recorded in the DDR of the selected person.
	DDR

	T15
	Perform data search in DDR (among latent fingerprints)
	There is an automated data search in DDR – searches for matches among latent fingerprint data (TP-LT) contained in the DDR.
	DDR

	T16
	Evaluate (confirm) search results
	If a match (hit) (TP-LT) is found, the Centre’s employee evaluates the search results, selects the most relevant LT record and initiates data preservation in DDR.
	Staff of the Centre

	T17
	Save data in DDR
	Data is automatically recorded in the DDR – the person is linked to the selected LT print.
	DDR

	T18
	Perform data search on DDR (among latent palm prints)
	There is an automated data search in DDR – searches for matches (hits) among latent palm print data (PP-PL) in the DDR.
	DDR

	T19
	Evaluate (confirm) search results
	If a match (hit) (PP-PL) is found, the Centre’s staff evaluates the search results, selects the most relevant PL record and initiates data preservation in DDR.
	Staff of the Centre

	E12
	Inform the data provider and/or investigator
	For identified/unidentified matches (hits), depending on the method of obtaining the data (system-to-system, e-mail, physical, etc.), a response is automatically created/prepared and submitted to the data provider and/or latent print provider (e.g. case investigator).
	Centre employee, DDR

	T20
	Save data in DDR
	The data is automatically recorded in the DDR – the person is linked to the selected PL print.
	DDR

	E13
	Data saved in DDR
	End of process – data saved in DDR. Depending on the situation, information about recording and matches (hits) in the DDR may be sent to the data provider.
	—
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